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Abstract—Today, Medicare sales and customer-management platforms rely on a series of 

interconnected legacy systems that enable prospect management, quote support, eligibility, 
broker support, enrollment, communications, identity management and reporting. Customer 
relationship management (CRM) is a mission-critical application and replacing it is challenging 
because those upstream and downstream applications rely on the legacy CRM application 
during transformation. This systematic review is a synthesis of 32 sources of legacy 
modernization, cloud and microservice migration, interoperability in the health domain, 
distributed consistency, and data quality, and provides a dual run migration architecture where 
the two environments of legacy and cloud are in parallel while the business capabilities migrate 
gradually over time. Ownership of a system of record is explicit per business domain and 
application programming interfaces and event-driven synchronizations communicate 
information via canonical data models for the customer, lead, broker, eligibility, quote, 
application, and enrollment status. The architecture features handling of duplicate-event 
prevention, transactions idempotency, transaction correlation, retry processing, reconciliation, 
exception management, and controlled replay. The analytic model suggests that 3 bounded 
retries lead to a residual delivery failure probability of 1.25 × 10⁻⁴, compared to 0.05 for 
transient failure and 0.033 for an incremental gateway, and 0.026 for a cold-turkey cutover, on 
a five-point rating scale. With a system-of-record transition instead of a full legacy retirement, 
an architectural solution can be adopted to mitigate the operational risk of a large-scale 
healthcare CRM and cloud transformation. 

Keywords—dual-run migration, Medicare CRM, system of record, event-driven 
synchronization, idempotency, canonical data model, reconciliation, cloud migration, legacy 
retirement 
Introduction 
These interconnected systems enable sales platforms and customer-management platforms 
for Medicare to handle prospect management, quote generation, eligibility verification, broker 
services, enrollment, communications, identity and reporting. Legacy information systems of 
this nature are vital to mission, expensive to maintain, hard to modify and replacement a 
constant worry [1]. There are two conflicting philosophies for migration: the one-step cutover 
(cold-turkey approach) and gradual migration over time, in which the legacy system remains 
and functionality is gradually transferred over time. 
This is in line with the evolution of software. Programs in a changing environment should be 
changed regularly and these programs tend to become more complex unless effort is made to 
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keep them simpler [2]. As products, channels and partner systems are continually changing, 
they expand the scope of integration for the customer relationship management (CRM) 
system, and every upstream or downstream dependency increases the cost and risk of a single 
replacement. 
Practitioner studies focus on organizational reality of ground modernization, not only 
technology aspects, through consideration of the perception of legacy systems and software 
modernization by practitioners [3]. Given these observations, a dual-run approach is 
suggested in which both legacy and cloud CRM systems can coexist, ownership of a system 
of record is specific to a business domain, and retirement of the legacy system is separate 
from ownership transition. The contributions consist of a reference architecture, an analytic 
model of the synchronization behavior, and a phased transition model. The rest of the paper 
is organized as follows: Section II outlines the review method, Section III summarizes related 
work, Section IV presents the architecture, Section V presents the phased transition, Section 
VI presents the evaluation and Section VII presents the discussion. 
Review Methodology 
The study is design-science, which involves creating a purposeful artifact and assessing it in 
light of a relevant problem. A set of seven design-science research guidelines, which focus on 
the relevance of the problem, design of the artifact, evaluation, rigor, and communication of 
the results, structure the work [4]. The artifact is a migration architecture, including its 
synchronization, reconciliation and transition processes. 
A systematic review of the supplied literature is combined with the design-science activities. 
The adopted process model consists of six activities: problem identification, setting up goals, 
design and development, demonstration, evaluation and communication [5]. Thirty-two 
sources were identified and grouped into 8 themes as shown in Table I and each source was 
given a code for the architectural concern that it addresses. 

TABLE I.  DISTRIBUTION OF REVIEWED SOURCES BY THEME 

Theme Sour
ces 

Share 
(%) 

Reference 
Numbers 

Legacy 
systems and 
evolution 

3 9.4 [1]–[3] 

Research 
methodology 2 6.3 [4], [5] 

Healthcare 
interoperabilit
y 

4 12.5 [7]–[9], [16] 

Cloud 
computing and 
migration 

4 12.5 [6], [10]–[12] 

Service and 
microservice 
migration 

9 28.1 [13]–[15], [25]–
[28], [31], [32] 
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Theme Sour
ces 

Share 
(%) 

Reference 
Numbers 

Distributed 
consistency 
and events 

6 18.8 [19]–[24] 

API and web 
architecture 2 6.3 [17], [18] 

Data quality 2 6.3 [29], [30] 
Total 32 100.0  

Note: Percentages may not sum exactly because of rounding. 
There is a methodological precedent for this, in a previous systematic review that selected 23 
primary papers to characterise the state of the field and open challenges of migration to the 
cloud [6]. A similar screening logic was used in a more limited fashion: sources were included 
because they reported to the existence of old and new systems, data movement, consistency, 
or controlled retirement, and the evidence base is comprised of publications between 1978 
and 2019. 
Background and Related Work 
Healthcare Platforms and Interoperability 
For years, health information technology (HIT) has been blamed for shoving providers into a 
single-fix-it application. This used to be the rationale behind “substitutable applications on a 
stable and standardized platform”, which would free applications from that dependency [7]. 
The same goes for CRM modernization; a platform that can be replaced, capability by 
capability, does not require a single, irrevocable replacement event. 
The digitization of healthcare is already established and can be seen in trends of adoption. 
After federal incentives, there was a significant increase in the adoption of EHRs among 
hospitals, from 9.4% to 83.8% between 2008 and 2015 [8]. Adopting this magnitude too 
quickly generates a big installed base of interdependent systems, and the integration demands 
remain long after implementation. 
Canonical representations are provided by interoperability standards. Health Level Seven Fast 
Healthcare Interoperability Resources (HL7 FHIR) [9] brings together a resource-based data 
model with RESTful exchange, enabling healthcare information to be accessed via a common 
interface. The principles used to design the canonical customer, eligibility, and enrollment 
resources for CRM synchronization are the same as those used for clinical data. 
Cloud Computing and Migration 
The National Institute of Standards and Technology (NIST) definition of cloud computing 
defines five essential characteristics, three service models and four deployment models [10] 
that provide a shared vocabulary for the target platform. A cloud CRM is usually a software 
service, which implies that the operational model for the intended environment is shaped by 
on-demand self-service, a wide range of access to networks and measured services. 
Three new facets of cloud computing were detected in an early synthesis: the emergence of 
unlimited resources, the elimination of upfront commitment and the provision of pay for use 
on a short term basis [11]. These factors are conducive to incremental adoption because the 
new capability can be added on top of the existing investment. 
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An existing application will have to be adapted at multiple layers of its architecture if it is to 
be migrated. Problems and solutions about adapting applications to the cloud environment 
were centralized in these layers [12] and that seemed to be a good starting point for splitting 
up a CRM platform into the individual parts that can be migrated separately. 
Service and Microservice Migration 
Loosely coupled, interface-defined services became the building blocks of enterprise 
applications with the advent of service-oriented computing [13]. The use of the capability-
based decomposition adopted here is fundamental and is based on the notion of services with 
explicit contracts, such as lead management, quoting, eligibility, broker services, and 
enrollment. Another advantage of explicit contracts is that the legacy and cloud versions of a 
capability can be replaced under the same contract. 
Small services that can be deployed independently and are based on business capabilities are 
called microservices [14]. Independent deployability is the feature that enables one CRM 
function to be deployed to the cloud—the others to the legacy system. The data belongs to 
each such unit and the data ownership is consistent with data system-of-record assignment 
developed in Section IV. 
In a systematic grey literature review of 51 industrial sources, the benefits and costs of 
microservices were discussed [15]. Maintainability and delivery were cited as gains, while 
complexity of distributed systems and the complexity of data management were cited as pains, 
with the latter being directly applicable to dual-run synchronization. The chronology of these 
concepts is followed in Fig. 1. 
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Fig. 1. Chronological development of the concepts underlying dual-run migration, synthesized 
from the reviewed literature. 
Dual-Run Migration Architecture 
System-of-Record Ownership and API Mediation 
The architecture also places an application programming interface (API) mediation layer 
between the consuming applications and both the CRM environments. A standard-based apps 
platform for electronic health records (EHR) was successfully used to prove that apps can be 
developed and deployed with a consistent interface and across disparate back ends [16]. 
Similarly, upstream channels and downstream systems are for one CRM interface, with 
routing to the legacy or cloud platform handled behind the interface, as shown in Fig. 2. 
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Fig. 2. Reference architecture for dual-run operation of legacy and cloud CRM platforms. 
The constraints of the representational state transfer (REST) style are adhered in order to 
design an interface, which includes client-server separation, statelessness, cacheability, 
uniform interface, and layered composition [17]. A uniform interface makes it possible to 
insert a routing component without changing clients, which is what is leveraged in the process 
of progressive re-pointing from legacy platform to cloud platform. 
RESTful and web services standards (WS-*) are compared on the architectural level, where 
REST is preferred for ad hoc integration for simplicity and loose coupling, and WS-* is for 
advanced quality-of-service requirements [18]. Resource oriented APIs are thus used by 
synchronous queries and commands, while state changes are transmitted asynchronously as 
events. Each business domain is owned separately in a separate registry, and the ownership 
sequence is summarized in Table II. 
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TABLE II.  SYSTEM-OF-RECORD OWNERSHIP SEQUENCE AND CANONICAL ENTITIES 

Domain Canonical 
Entities 

Wa
ve 

Downstream 
Dependency 

Lead 
managem
ent 

Customer, 
lead 1 Narrow; few 

readers 

Broker 
services 

Broker, 
appointmen
t 

2 
Moderate; quoting 
and enrollment 
read 

Eligibility Eligibility 
result 3 Moderate; quoting 

reads 

Quoting Quote 4 
Broad; broker 
portal and 
enrollment 

Enrollme
nt 

Application
, enrollment 
status 

5 

Broadest; 
communications, 
reporting, 
regulatory 

Note: Dependency breadth is a qualitative judgment used to order the waves. 
Event Synchronization and Ordering 
Changes to state are reported as unchangeable events that contain a canonical payload, a 
source identifier and an entity version. The physical clocks that are used in distributed 
components are not guaranteed to agree, so ordering is achieved by using a happened-before 
relation, in which logical clocks assign timestamps that respect causality [19]. A consumer 
only applies event e to entity xe, if ve is greater than the last applied version V[xe] (as in (1)). 

 𝐴(𝑒) =

& 1, if		𝑣! > 𝑉[𝑥!]
0, otherwise

 (1) 
For consistency verification, a consistent view across both platforms is needed. The 
distributed snapshot algorithm showed that it is possible to record a consistent global state in 
a distributed system without interrupting the computation and using marker messages to 
define the range of events before and after the snapshot [20]. The event streams of both 
platforms are marked with an analogous checkpoint marker, so that record sets that are 
compared for reconciliation occur at the same logical point. The marker based cut does not 
require a platform stop, thus maintaining availability for validation. 
Consistency, Idempotency, and Replay 
Eventual consistency ensures that, once a new update is made, all replicas will eventually 
agree on the new value and that there was a window during which the updates were not visible 
to all replicas [21]. The latency in dual-run is the sum of the publication latency and broker 
latency and consumption latency which are described in (2) in seconds, respectively. 

 𝑇" = 𝐿# + 𝐿$ + 𝐿" (2) 
The CAP conjecture is the statement that it is impossible to guarantee all three properties of 
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consistency, availability and partition tolerance in an asynchronous network in general, which 
means that at least two of them can be guaranteed [22]. Partitions between legacy and cloud 
environments are not excluded, so that the architecture is more resilient to loss of availability 
for customer-facing operations and relies on reconciliation to restore consistency; the 
submission of enrollments are under stricter ownership rules. If there is a divergence accepted 
in partition, the reconciliation result will then be considered as the right path to correct the 
divergence. 
Conflict-free replicated data types proved that even in the case of merge operations that are 
commutative, associative, and idempotent, it is possible to have replicas converge without 
coordination [23]. The idempotency property is adopted directly, but not the same for the 
types as for the records in CRM. The value of the determinant key is constructed from the 
value of the source system se, entity identifier xe, and version ve, as displayed in (3) where ∥ 
denotes concatenation and H is a hash function. The key of events already present in the 
idempotency store are discarded which allows events in the store to always be safely replayed, 
and the failure modes covered are summarized in Table III. 

 𝑘! = 𝐻(𝑠! ∥ 𝑥! ∥ 𝑣!) (3) 
TABLE III.  FAILURE MODES AND CORRESPONDING SYNCHRONIZATION CONTROLS 

Failure 
Mode Control Mechanism 

Duplicate 
delivery 

Idempotent 
consumptio
n 

Key ke checked in the 
idempotency store 

Out-of-
order 
delivery 

Version 
check 

Per-entity version 
compared with V[xe] 

Lost or 
delayed 
event 

Retry with 
backoff 

Bounded exponential 
delay dn 

Persistent 
failure 

Dead-letter 
queue 

Exception record, 
review, and replay 

Cross-
system 
drift 

Reconciliati
on 

Checkpoint 
comparison and rate ρ 

Partial 
business 
transaction 

Compensati
on 

Correlation identifier 
and saga steps 

Transaction Correlation and Compensation 
Long-lived business transactions (such as an enrollment that includes quoting, eligibility, and 
submission) cannot cross platform. The saga model breaks down such a transaction into its 
sub-transactions and then creates a compensating transaction to semantically reverse the effect 
of the sub-transactions [24]. There is a correlation identifier that correlates all the events of a 
business transaction for compensation and diagnosis. Delivers are retried starting with a 
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minimum delay of d0 seconds, but with delay increasing exponentially with the number of 
attempts, n, but capped at a maximum delay of dmax seconds as defined in (4). When the redo 
budget is consumed, events go to a DLQ, see Fig. 3. 

 𝑑% = min(𝑑&'(, 𝑑) · 2%*+) (4) 

 
Fig. 3. Event-processing flow with duplicate suppression, version check, retry, dead-letter 
handling, and controlled replay. 
Phased Capability Transition 
It is reported that incremental migration has been used in industry. A report from a cloud 
experience to transform an application to a cloud-native microservice architecture reported a 
step-by-step method that involved gradually moving parts of the functionality over time while 
continuing to run the system, with the help of automated delivery pipelines [25]. The same 
incremental approach applies to the evolution of CRM capabilities, which unfold in the eight 
steps and five waves listed in Fig. 4. The marginal effort of later waves is expected to decline, 
as each wave is using the same delivery pipeline. 
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Fig. 4. Phased capability-transition process with validation checkpoint, rollback path, and 
migration waves. 
The motivations and problems associated with migration have been discussed with 21 
experienced practitioners [26] using interviews. The reported reasons for migration ranged 
from maintainability, scalability, and delivery speed and issues faced highlight the size of the 
migration effort. The wave sequence in Table IV is thus arranged such that the narrow 
dependency capable migrations precede those with broad dependency capabilities. 
A survey of industrial practitioners, based on 18 practitioners, described the practice of 
migration through the reverse engineering and migration, transformation and forward 
engineering phases [27]. The proposed model shows these phases at a smaller scale: The 
existing behaviour is recovered during assessment, is transformed in the model and re-
implemented in the cloud platform with validation checkpoints prior to cutover. Thus, 
validation checkpoints are a mixture of functional parity tests and mismatch-rate criterion and 
a latency criterion based on the inconsistency window. 
A classification of refactoring approaches for decomposing monolithic systems was reported 
when transitioning towards microservices [28]. Since the decomposition here is done by 
business capabilities, progress is measured in terms of the weighted coverage in (5), where wi 
is the weight of business capability i, mi ∈ [0,1] is the fraction of capability i migrated and C 
is a number between 0 and 1. Table IV gives illustrative weights and exit thresholds. 

 𝐶 = ∑ -!.!
"
!#$
∑ -!"
!#$

 (5) 
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TABLE IV.  ILLUSTRATIVE WAVE PLAN WITH WEIGHTS AND EXIT THRESHOLDS 

Wa
ve 

Capability Weigh
t wi 

Covera
ge C 

Exit 
Threshol
d ρ (%) 

1 Lead 
management 0.20 0.20 ≤ 0.50 

2 Broker 
services 0.15 0.35 ≤ 0.30 

3 Eligibility 0.20 0.55 ≤ 0.20 
4 Quoting 0.25 0.80 ≤ 0.10 
5 Enrollment 0.20 1.00 ≤ 0.05 

Note: Weights and thresholds are planning values, not measurements; coverage assumes 
each completed wave has mi = 1. 
Reconciliation and Comparative Evaluation 
Reconciliation and Data Quality 
Reconciliation is presented as a Data Quality exercise. Data quality was described from the 
user’s point of view using 15 dimensions that are classified into four categories: intrinsic, 
contextual, representational, and accessibility [29]. The mismatch rate in (6) is a measure of 
accuracy and completeness of synchronized records after checkpointing with a coordinated 
checkpoint, with M denoting the set of records that mismatch between platforms and R 
denoting the set of records being compared. The dimensions most directly impacted by 
synchronization are completeness, accuracy, and timeliness, each of which is tracked for each 
entity type. 

 ρ = |0|
|1|
× 100% (6) 

Methodologies for data quality assessment and improvement were compared in a survey that 
distinguishes assessment from improvement activities [30]. Assessment results guide 
exception management, in which each unresolved mismatch is classified, assigned to an 
owner, and corrected through controlled replay. The reliability of retried delivery is expressed 
by the cumulative wait in (7) and the residual failure probability in (8), where p is the 
probability of a transient failure per attempt. For p = 0.05, d0 = 1 s, and dmax = 60 s, three 
attempts leave a residual probability of 1.25 × 10−4, as shown in Table V and Fig. 5. 

 𝐷2 = ∑ 𝑑%2
%3+  (7) 

 𝑃2 = 𝑝2 (8) 
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TABLE V.  RETRY POLICY OUTCOMES FOR INITIAL DELAY OF 1 S AND CEILING OF 60 S 
N dN (s) DN (s) PN, p = 0.05 PN, p = 0.20 
1 1 1 5.00 × 10−2 2.00 × 10−1 
2 2 3 2.50 × 10−3 4.00 × 10−2 
3 4 7 1.25 × 10−4 8.00 × 10−3 
5 16 31 3.13 × 10−7 3.20 × 10−4 
7 60 123 7.81 × 10−10 1.28 × 10−5 
8 60 183 3.91 × 10−11 2.56 × 10−6 

Note: Values computed from (4), (7), and (8); N is the number of attempts. 

 
Fig. 5. Residual delivery failure probability (upper) and retry delay profile (lower) under 
bounded exponential backoff. 
Comparative Evaluation 
Another factor affecting strategy choice is delivery practice—when delivery is continuous 
and based on DevOps, release cycles become shorter and small, frequent changes are 
supported [31]. The weighted score is computed by (9), with the weights wi of the criteria and 
the ratings sij of the strategies, based on the ordinal rating in Table VI, which is used to 
compare 3 strategies for 5 weighted criteria. The dual-run architecture achieves highest score 
of 4.05, but at the cost of delivery speed and effort of implementation as compared to 
incremental gateway (3.30) and cold-turkey cutover (2.60) as illustrated in Fig. 6. The weights 
are indicative of the importance of continuity and reversibility in a mission critical 
environment and sensitivity to alternative weights should be explored prior to adoption. 
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 𝑆4 = ∑ 𝑤5𝑠546
53+  (9) 

TABLE VI.  ORDINAL RATINGS AND WEIGHTED SCORES OF MIGRATION STRATEGIES 

Criterion Weig
ht 

Cold-
Turkey 

Increme
ntal 

Gatewa
y 

Dual-
Run 

Business 
continuity 0.30 2 4 5 

Rollback 
capability 0.25 1 3 5 

Consistency 
control 0.20 3 3 4 

Delivery 
speed 0.15 5 3 2 

Implementat
ion effort 0.10 4 3 2 

Weighted 
score Sj 

1.00 2.60 3.30 4.05 

Note: Ratings are ordinal judgments synthesized from the reviewed literature (5 = strongest); 
the weights are assumed. 

 
Fig. 6. Ordinal ratings and weighted scores of three migration strategies. 
Discussion 
Issues noted along the microservice journey such as handling distributed data and tooling 
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maturity have remained relevant to dual-run migration [32]. As seen in the synthesis, the 
evidence base for each design element is well-developed, but there is no source directly 
addressing dual-run operation of a healthcare CRM, so the ratings, weights, and probabilities 
applied to the analytic model are planning parameters that would need to be calibrated against 
production telemetry. However, the costs of duplicated infrastructure and reconciliation effort 
also need to be considered for dual-run operation, as does the reduction in cutover risk. From 
the operational point of view, the following three conditions enable a retirement of a legacy 
capability: all consumers have been re-pointed, the rollback window has been closed, and 
reconciliation within threshold. The literature reviewed is correlated with the architectural 
concepts in Table VII. 

TABLE VII.  MAPPING OF REVIEWED LITERATURE TO ARCHITECTURAL CONCEPTS 
Architectura

l Concept Sources Contribution to the 
Architecture 

Legacy risk 
and evolution [1]–[3] 

Motivates 
incremental 
replacement 

Review and 
design 
method 

[4]–[6] Structures the artifact 
and its evaluation 

Healthcare 
interoperabilit
y 

[7]–[9], 
[16] 

Canonical resources 
and API mediation 

Cloud target 
environment [10]–[12] Operational model of 

the target platform 
Service 
decompositio
n 

[13]–[15], 
[25]–[28] 

Capability-based 
migration waves 

API design [17], [18] Uniform interface 
and traffic routing 

Ordering and 
consistency [19]–[23] 

Versioning, 
convergence, 
idempotency 

Transaction 
correlation 

[24] Saga compensation 
and diagnosis 

Data quality [29], [30] 
Mismatch rate and 
exception 
management 

Delivery 
practice and 
challenges 

[31], [32] Release automation 
and residual risks 

Conclusion 
A dual-run migration strategy was suggested to replace a Medicare CRM platform without a 
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single cutover. During the five waves, capabilities migrate from legacy to cloud environments 
while maintaining the ability for legacy environments to coexist through explicit system-of-
record ownership, canonical event synchronization, idempotent consumption, correlation-
based compensation and checkpoint-based reconciliation. The analytic model predicts that the 
residual delivery failure rate is 1.25 × 10−4 at 0.05 transient failure rate after three bounded 
retries, versus a transient failure rate of 0.05 and a residual failure rate of 6.60×10−4 for a cold-
turkey cutover, with a weighted score of 4.05 for the dual-run approach compared to 2.60 for 
the cold-turkey cutover. System-of-record transition is not the same as legacy retirement, so 
risk is less because consumers won’t roll back until after transition. The model parameters 
should be calibrated using production measurements, the model be extended to other domains 
and replay governance should be assessed under regulatory audit constraints. 
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