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Abstract
Healthcare organisations capture an unprecedented volume of transactions as the industry
commits to science-based practices. As with traditional large-scale transactional systems,
ensuring the reliability and correctness of these transactions is imperative. However, the need for
fast ingestion creates unique challenges for the underlying data-integration pipelines.
Conventionally, data ingestion achieves high throughput through complex ETL jobs that execute
on long-running schedules, leading to long processing latency. Yet these ingestion jobs often
operate in isolation from the upstream applications that produce the data. Containing data quality
issues—ensuring data accuracy, security, and compliance with regulations such as HIPAA or
GDPR—requires significant additional engineering effort, creates additional costs, and often
introduces delays or failure to analyse or respond to incidents.
With these factors in mind, the teams operating data systems at a healthcare organisation targeting
the design of clinical systems, patient-facing products, and data-integration functions invested in
the design and implementation of ingestion components that actively make use of the data as it
is being ingested. To support the fast-paced nature of modern clinical environments—such as
emergency rooms, tranfsers between care facilities, and life-supporting interventions—the Data
Engineering Team started with the premise of making all data-integration processes as real-time
as possible. A key area of focus was the reliability of data ingestion, viewed primarily as an
extension of preventative maintenance within production environments. With operational
integrity and data quality as core themes, the appropriate architectural foundations ensuring
ingestion reliability were established and best-practice reliability mechanisms proposed.
Ingestion can thus proceed reliably when the appropriate principles are applied, proven patterns
are implemented, and the appropriate controls are in place; but achieving high availability and
quality data requires purposeful and committed effort.
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1. Introduction
Meeting the ingestion needs of online analytical platforms observing fast-moving healthcare
transaction data at scale is no small task. As stewards of vast troves of sensitive data,
organizations must also contend with exhaustive legal, policy, and compliance rigors governing
how such data are handled, ensuring systems address issues of provenance, auditability, and
privacy and security.
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Consequently, the stakes for data ingestion reliability are high: faults are often complex, varied,
difficult to expose and reproduce, and carry consequences for a breadth of use cases extending
far beyond the immediate consumers of streamed or batched data. Several real-world incidence
reports attest that service failure often results from enabling dependencies failing. A recent
incident report, for example, cites a complex chain reaction arising from a producer's increased
latency and a downstream system exiting on high response time, leading to cascading downtimes
across internally and externally dependent services and data moderation lapses affecting the
Twitter users' timeline.
1.1. Research design
This study develops a research design for fault-tolerant ingestion of high-volume healthcare
transactions. The framework focuses on ingesting data from legacy services that operate in a
batch or near-real-time mode or carefully designed custom applications that emit events at a
high frequency, such as authorization requests from a payments platform. Recent trends
towards cloud architectures, processing data in real time or near real time, and generating
extreme burst loads represent important concerns for healthcare data processing pipelines—
both for service level criteria and for regulatory compliance. Recent research has identified
demands for ingestion of healthcare data that integrates privacy controls, data quality
validation, compliance with sector regulations such as HIPAA and GDPR, and risk
mitigation measures.
Evolving these requirements into a coherent design for fault-tolerant ingestion pipelines that can
process transactions at high volume and velocity requires considering several areas of systems
design. Test planning within these domains and detailed analysis of the full evolution lifecycle—
such as quantitative assessment of resilience and validating the integrity of the ingested data—
are crucial steps. Prior work on fault injection and chaos engineering, the risk of introducing data
quality issues in such a critical domain, and the need to balance rapid development with
production readiness remain relevant. The resulting design includes generic mechanisms to
achieve a task and finish pattern of ingesting healthcare data and reusable architecture patterns
that can facilitate resilient ingestion of data within healthcare environments.
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Fig 1: Data Ingestion Pipeline
1.2. Background and Significance
Modernizing healthcare’s foundational data infrastructure is crucial to enabling real-time
insights and supporting advanced capabilities like artificial intelligence. Within healthcare
organizations, ingested data from business transactions forms the bedrock of the data
landscape, and reliable data ingestion is essential to ensuring the accuracy of downstream
analytics and production systems. Possible uses of ingested business transaction data include

driving financial reports, balancing accounts, billing patients, and auditing clinician
862



Frontiers in Health Informatics www. healthinformaticsjournal.com
ISSN-Online: 2676-7104

2022; Vol 11 Open Access

behavior. Stakeholders such as operational departments, finance teams, internal and external
auditors, and risk committees expect data pertaining to their domain to be accurate.

Business transaction data is often ingested via high-volume batch processes; however, such
processes present challenges of increasing complexity. These challenges arise from a
combination of regulatory requirements such as the Health Insurance Portability and
Accountability Act and the European Union’s General Data Protection Regulation, which aim to
safeguard the privacy of healthcare data, and the ongoing deepening of business transaction
systems into operational subdomains that mirror the changes occurring in the patient care domain.
Consequently, failure to adhere to the stated quality goals during ingestion can have costly
repercussions for the business. To mitigate these concerns, the required ingestion systems must
demonstrate fault-tolerant behavior even under high-volume and burst-load conditions so that
they can withstand subcomponent failures without the need for direct operational intervention.
Equation 1: End-to-end ingestion throughput
Let

e N=number of records processed in one batch or window

e T,,= waiting time to form the batch/window

» T,=actual processing time of that batch

e T.= commit/write time to durable storage

e Tio= total time for one processing cycle
Step 1: Total cycle time
A batch first waits, then gets processed, then gets committed:

Tror = Ty + T, + T,

Step 2: Define throughput
Throughput is “records processed per unit time””:

1= N
Ttot
Step 3: Substitute total time
Using Step 1 inside Step 2:
N
A= F——
T, +T, +T,

2. Testing, Validation, and Evolution

A comprehensive testing strategy is critical for ensuring newly developed fault-tolerant data
ingestion pipelines work as intended, yet implementing an exhaustive test suite is not feasible
given typical development team resource constraints. The following validation strategy adopts a
combination of three techniques: (a) incorporating fault-injection tests to verify behavior under
failure conditions, (b) using realistic synthetic data to drive end-to-end testing of data integrity
and privacy before the pipelines enter production, and (c) rolling out changes progressively
behind feature flags whenever possible, to minimize risk.

Fault Injection and Chaos Engineering

A fault-injection testing library for the ingestion pipelines, implementing system-level chaos
engineering techniques, is under development. Initial fault-injection scenarios will inject errors
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into target services, such as corrupting selected fields in the data, and control when the fault is
injected, giving sufficient time for any corresponding alerts to trigger. Several safety and rescue
controls will also be introduced, including the ability to visually preview affected records and
confirm whether rerouting or rollbacks should be enacted.
Once basic functionality is verified, more complex faults will be deployed. For example, attempts
at introducing data inconsistencies through the ingestion stack or dropping match leg records will
be simulated and monitored. Such tests should produce alerts via the normal observability
mechanisms and surface the inconsistency in a service-level dashboard. Ingestion patterns should
then be flagged for detection and assessment, enabling the formulation of preventive measures.
2.1 Fault Injection and Chaos Engineering
Real-world systems must tolerate a range of potential faults. Measured real-time reliability
requires testing systems against unusual scenarios in order to find any weaknesses, validate
means for mitigating those weaknesses, and quantify the consequences of failure. Real-time
healthcare ingestion systems are well-suited for such experiments because privacy controls
can diminish the consequences of injection tests, even when fully disabling the ingestion
system for a short period of time.
Planned fault injections span network failures (partial or full partitions) and endpoints, crawling
data sources to prepare for injections during the next planned maintenance window, and injecting
unnecessary delays or resource spikes in one or more depending services. Panicking the server
or underlying host would confirm that redundancy and natural recovery mechanisms are
functioning. These control measures should allow disruption of each injection-dimensional
coordinate system to measure impact on health from total system failure within expected
operational safety margins.

©
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Fig 2: Fault Injection and Chaos Engineering
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2.2. Synthetic Data and End-to-End Testing
A data generation framework will produce suitable synthetic healthcare transactions; it must
create realistic attributes and relations, as well as patient, practitioner, and hospital identities
devoid of sensitive information. Testing coverage requirements will determine the extent and
plausibility of the generated workload. Anonymized transaction variants will enable end-to-
end evaluations that validate privacy and ensure reliable data delivery to support integrity,
availability, and compliance objectives.
The healthcare sector handles vast volumes of sensitive personal data, making privacy an
essential consideration. Completely eliminating privacy risks from data-process operations is
infeasible but can be significantly mitigated through proper data provenance, use-cases, and
access-control management. Enabler controls should include data deletion, auditing, and
recording of useful metadata about data availability and provenance patterns.
Equation 2: Idempotent effective write count under duplicates
Let
e N,=total received records
e N,=number of duplicate records detected
e N,=number of effective unique writes
Step 1: Start with all received events
All incoming events are initially candidates for storage:
N, = N,

Step 2: Remove duplicates
Each duplicate should not change the final durable state in an idempotent design:
N, =N, — N,

Step 3: Write idempotency as a function property
If fis the write operation, idempotency means

fFUE) = fx)

This says that reapplying the same event has no additional effect.
Step 4: Connect both views
Because repeated application does not change outcome, only unique records count toward the
final state:
N, =N, — N,

2.3. Progressive Rollouts and Compatibility
Staged deployment of complex systems minimizes risk and builds confidence in the solution.
Feature flags in the software support gradual feature exposure to a subset of users or data
over time. In a healthcare context, progressive rollouts are particularly useful for highly
specialized ingestion pipelines that may drive changes to production systems. Compatibility
and durability are critical aspects of production data pipelines. Changes that are broken (e.g.,
a key or field is changed or removed) usually trigger failures in the consumption of such data,
while changes that are additive, semantically-enriched, or non-intrusive in nature can be
rolled out without impact. Testing whether a single change is backward compatible saves
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effort and ensures such incident-free changes. Many infrastructure tools also offer internal

version handling, avoiding the need to manually test backward compatibility of changes to

request payload schemas.
Backward compatibility is also of concern when supporting data from an end-consumer
perspective. Such changes have product, PRD, and TestSOP processes, but may be delivery-
critical if a patch happens to move a customer’s date in the window of delivery to a service that
ingests data. The SLA distinguishes between known backward-compatible changes (e.g., new
fields added) and breaking changes, which trigger support for backward compatibility in the
impact simulation with a warranty-informed end-customer. Backward compatibility for
producers is assured by infrastructure tools and tested using production-MIMIC queries that must
return results against archived versioned raw data. In scenarios where backward compatibility
cannot be offered, data delivery to the end-consumer is suspended while an alternate route is
being deployed. Rollback is relatively simple where the components are behind feature flags.
Backward compatibility is a critical consideration when delivering data to end consumers,
particularly in systems where even minor changes can impact downstream services within tight
delivery windows. While product, PRD, and Test SOP processes govern such changes, delivery
timelines may still be at risk if a patch alters a customer’s data timing relative to ingestion
services. Service Level Agreements (SLAs) differentiate between non-breaking, backward-
compatible updates—such as the addition of new fields—and breaking changes, which require
explicit support for compatibility through impact simulations and, where applicable, warranty-
informed customer handling. For data producers, backward compatibility is maintained through
robust infrastructure tooling and validated using production-mimicking queries that operate on
archived, versioned raw datasets to ensure continuity. In cases where compatibility cannot be
guaranteed, data delivery is temporarily halted while alternative pathways are implemented to
prevent disruption. Additionally, rollback mechanisms are streamlined through the use of feature
flags, allowing rapid reversion of changes with minimal operational overhead.

Pattern Type  Characteristics Use Case Challenges
) High volume in short time Operating rooms, batch Sudden spikes,
Burst Ingestion )
windows systems resource stress

Continuous o Maintainin

. Steady flow of data Monitoring systems . 8
Ingestion consistency
Streaming ) . Critical healthcare Low latency

. Real-time processing .. )
Ingestion decisions requirements

Table 1: Data Ingestion Patterns
3. Architectural Foundations
Core architectural primitives underpinning robust ingestion pipelines for healthcare data. For
example, the characteristics of the data-ingestion pattern drive the design of the pipelines. Thus,
the volume and velocity of the data as well as the timing of the first processing become
paramount. Three patterns are distinguished: burst ingestion; continuous, albeit not necessarily
streaming, ingestion; and sufficiently high-rate ingestion that native streaming ingestion is
imperative. No single pattern is suitable for all workloads. The design must also meet established
fault-tolerance principles—foremost, replication, non-reliance on timing and ordering, well-
defined failover paths, and guarantees of consistent results across population during periods of

transient failure and after catastrophic failure.
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Incoming data quality control is of great importance. Failure to capture and retain adequate
metadata can lead to severe regulatory infringements. Accurate data are differentiated from
merely reliable data; recent work is shown to lead to an automated qualification of incoming data
that establishes correct data under adopted safety principles. When Graal records data online, the
privacy of individuals is paramount, governed by the provisions of the respective privacy laws in
force in the country of origin of the respective data. In particular, it must be impossible to identify
a single individual from the data in Graal (other than from the original event logs), and specialized
transformations must be applied to health-data records, as many such transformations share
generalizable information that may permit identification.
3.1 Data Ingestion Patterns
Transactional data in healthcare systems is normally collected burst or stream patterns. Burst
ingestion features discrete time windows during which very large volumes of data are
received; for classic operating room systems, peaks might reach hundreds of events per
second. A fixed set of users operates concurrently while generating commands for transacting
systems, thus producing wave-like loads on the back-ends. In contrast, transactional data
emanating from continuous monitoring systems are ingested at mostly uniform rates and thus
constitute a streaming pattern. Healthcare data-load characteristics indicate that ingestion
systems must cope with both high velocities and large volumes.
Hitherto discussion considered the extreme cases of streaming and batch patterns. Nevertheless,
they must be appropriately tuned to perform best under service-level requirements. Satisfying the
latency requirement for streaming ingestion relates to maximizing the reward-to-cost ratio for
operations that cannot be practically implemented in a single atomic transaction. The existence
of multiple producers that control the operating theater is normally associated with a latency cost.
Within these constraints, path level aggregation reduces network consumption and network

resource costs assuming geographic or regional replication across cloud resources.
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Fig 3: Data Ingestion, Processing and Architecture Layers
3.2, Fault Tolerance Principles
Fault tolerance in data processing is achieved through redundancy, deterministic behavior,
safe failover, and strong consistency guarantees. Redundant systems are capable of fulfilling
the work of failed components through replication, error-correcting codes, or erasure coding.
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Determinism enables effortless failover and recovery: if two components unavoidably act on
the same data, replaying that data may yield identical outcomes either with or without some
combination of available components. When components can be replicated, special-purpose
hardware is often used. Various types of checksum and hash functions are used to defend
against silent data corruption, and the effects of system misconfiguration and human error
are minimized with comprehensive testing, monitoring, and semantic awareness. Strong
consistency models with all-or-nothing guarantees are recommended, and the service-level
specifications of components are designed to explicitly permit failures.
Automated ingestion of healthcare data from medical devices, laboratory equipment, and hospital
administration systems supports timely, accurate, and efficient clinical decision-making.
However, effective ingestion requires correct, complete, and consistent data. Many components
of the healthcare ecosystem, such as manufacturers of medical devices and equipment, add-on
software developers, healthcare IT vendors, providers, and customer organizations, require
various types of approval and certification from national or regional health authorities before
their products can be used. Compliance with these regulations hinges on enforcing controls on
data accuracy through processes such as data validation, cleansing, and standardization.
Equation 3: Queue backlog growth and stability condition
Let
o A,= producer arrival rate (records/s)

e A.= consumer service rate (records/s)
e B(t)=backlog size at time t
Step 1: Net backlog change
Backlog increases by arrivals and decreases by completed consumption:
dB(t)
dt

=2, — A

Step 2: Discrete-time version
Over a time interval At,
Biyar = By + (/1p — Ac)At

Step 3: Stability requirement
For the queue not to grow without bound, backlog must not increase on average:

dB(t) <0
dt
Hence,
Ap—A. <0
So,
Ap < Ac
3.3. Data Quality and Provenance

Data quality and provenance controls ensure that only accurate, appropriately attributed, and
regulation-compliant healthcare data enters the organization. Ingestion pipelines validate,
cleanse, and standardize incoming data as necessary, and maintain complete audit trails that
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are easily accessed by authorized personnel. Where applicable, data is automatically de-

identified when entering the organization; additional controls mitigate risks associated with

data containing sensitive information, such as diagnostic images.
Accuracy of healthcare data is essential. False positives or negatives in diagnostic images can
lead to misdiagnosis, compromising patient health, and in some cases, leading to death. Other
forms of data, such as lab results, must also be faithfully reflected if clinicians are to respond
appropriately. Care providers have an obligation to patients, and organizations must ensure care
providers possess high quality data in order to provide high quality care. Ingestion solutions
support this responsibility by including validation rules that flag invalid or potentially invalid
data. Flagged entries may be cleansed to address problems where possible, normalized using
standard schemas when required, and auditing mechanisms record the results. High levels of
privacy protection also reduce the risk of inappropriate use of data. Data audits, de-identification
mechanisms, and oversight further enhance protective measures.
Healthcare data also require provenance tracking. Organizations and providers often face public
scrutiny over their data and many regulations mandate strict controls on access, dissemination,
and modification. Data pipelines capture lineages that document the nature of changes to the data
and identify the actors who carried out the changes. Security controls ensure the authenticity of
the provenance information, and controls such as encryption, masking, and access protection
prevent unintended exposure of sensitive data elements. Adherence to HIPAA and GDPR
requirements also ensures that data is properly archived or deleted post-use upon patient request,
and that any high-risk transfers between organizations with joint obligations against a privacy
breach are properly managed.

4. Data Modeling and Schema Management
Data modeling, schema design, and schema management are fundamental tasks for any data
platform. These engineering efforts leverage the business knowledge of various stakeholders—
including systems architects, data platform developers, information security experts, regulatory
compliance officers, and operational personnel working in data governance—to produce schemas
that define the structure and constraints of the platform’s data and resources. Yet schemas can
change over time as the needs and understanding of the people using the data evolve. Accurately
capturing, governing, and implementing these changes are not trivial tasks, yet they are critical
to ensuring reliable data ingestion and interoperability between multiple data sources.
A reliable ingestion pipeline needs to guarantee data quality, including accuracy and integrity.
Ingestion is the first step for all analytical workloads, and respect for the privacy goals of the
wider organization is essential. The ingestion architecture must therefore implement data
validation, cleansing, and standardization processes aligned with organizational acceptance
criteria. Validated, standardized, and cleansed data can then be stored in both structured and
unstructured forms at a low cost to enable quick and easy access. An audit trail should capture
who accessed the data, when, and what operations were performed on it. Its embellishment with
contextual information about where the data originated and how it travelled and transformed
during its life cycle helps to fulfil the increasing demands for data lineage with regard to
regulatory compliance. Provenance tracking should be managed by a formal information security
and data privacy governance program, and the corresponding architecture design should satisfy
the regulatory requirements of specific sectors, such as healthcare in the USA (HIPAA) and
banking in Europe (GDPR).
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Technique Description Purpose Example
o Introd trolled o ti t
Fault Injection n.ro bee COMIOTES Test resilience Corrupting data
failures fields
Simulate real-world Validate system

Chaos Engineering failures Network partition

robustness

Syntheti Dat e E i & .

yn' cHe M Use artificial datasets . nsurf: privacy Fake patient records
Testing Integrity
Progressive Rollout Gradual deployment Reduce risk Feature flags

Table 2: Testing & Validation Techniques

5. Reliability Mechanisms
These elements ensure reliable data ingestion by durably storing input data, processing it
correctly, and enabling recovery from component failure.
Idempotency Properties, Exactly-Once Processing
Most data ingestion pipelines consist of several operations that persist data into durable storage.
External systems or components may inject data into the pipeline multiple times due to errors,
retries, or resubmissions. Such repeated invocations must not alter the outcome. The operations
must be idempotent. For example, a change to a patient’s name can safely be reapplied several
times, but adding them as a donor to a specific organ bank requires exactly-once semantics, as
further additions will throw errors.
External components may also inadvertently send duplicate data. Aggregating duplicates into a
single record can solve this problem; a method needs to be defined for specific use cases. For
transaction records in an electronic health record suitable for creating an audit trail, deduplication
should be on the combination of transaction source and time, so that no events in the transactional
timeline are ignored or incurring potential fraud. Similarly, the same strategy can be applied to
other types of records in an electronic health record where duplication is either not possible or
should not be possible, such as inserting a lab result for the same chemical entity. Outside of
auditable transactional data, a relaxed definition such as allowing n duplicates (where n is more
than 1) may be more suitable.
Globally, it is impossible to provide exactly-once semantics for events transmitted through a
queue. Guaranteeing that each of the events are processed exactly once despite one or multiple
failures becomes a harder problem since returning the acknowledgement signals even after
processing the same event more than once is never an option to ensure exactly once processing.
Durable Queuing Properties, Ordering Guarantees
A distributed environment with several processing nodes is susceptible to the loss of notes, either
due to planned or unplanned restarts. As information at some point in the pipeline can vanish,
queuing provides a simple mechanism for decoupling the producer and consumer. Durable
queues, such as Apache Kafka, can solve this problem and provide data durability across restarts.
Such queues preserve the events long enough to allow consumers to catch up in case of lag,
reducing the operational burden of maintaining the consumers. Based on the capability of the
consumer, events at the queue can also be preserved for any duration, reducing the risk of re-
processing events in case of any failures.
However, persistence alone does not guarantee data processing in order. When several consumers
read from a topic in parallel, the order of events is guaranteed only within a single partition of
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the topic. Ensuring global order at burst volumes adds a lot of complexity. A soft guarantee at
burst volumes can be that data is processed in order within a single range of the data channel,
preferably using logic such as processing by hospital, and post-processing to ensure consistency
after the lower-volume data are consumed.
Equation 4: Replay and rollback recovery time
Let

o ty= failure time

e t,=time of the latest valid checkpoint before failure

e R=replay rate (events/s)

e N, 5= number of events between checkpoint and failure

e T,..=recovery time
Step 1: Events needing replay
If the average ingestion rate between checkpoint and failure is 4, then

Nipse = A(tf — ty)

Step 2: Replay time
If replay occurs at rate R, the replay duration is

Niost
Treplay = It?)s
Step 3: Substitute Step 1 into Step 2
Ay — )
Treplay - R

Step 4: Add rollback overhead

If rollback and checkpoint restoration take T, then total recovery time is
Trec = Trp + Trepiay

Substitute:

Aty — ty)
Trec = Trb + T

5.1 Idempotency and Exactly-Once Processing
Allowing operations to execute multiple times without changing the result is perhaps the
simplest way to achieve fault tolerance. The need to carefully manage duplicate delivery,
external side effects, and concurrent processing requires added complexity, however. Failing
consumers that write to the same location, for example, may require special handling—de-
duplication, such as checking for the arrival of the same record on multiple occasions, is
needed for insert operations, while update operations require that the last write is the only
one considered valid.
Idempotency guarantees as “exactly-once” processing is an over-sell, despite the phrases
popularization in the Kafka user community. Even so, the principle accurately describes the
limited case of idempotent operations with de-duplication on delivery. Finding the solution,
although useful, is not sufficient to solve all data management needs: the service requesting for
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a camera to tune into a region of interest still suffers when the camera belt motor (which on-
command moves the camera into position for photographing) is idempotently commanded to
move to position 1 on request 15 and 16—request 15 is idle at execution time while request 16
executes on the motor happily and indeed impinges the performance of the architecture, just not
the correctness of the result.

Parallel consumers processing the same event

| 33 |
Feed writer service User feed DB Possible data inconsistency |
»(e.g., duplicate notifications, |
= = A4 ‘ incorrect counts) .
t-least-once
User posts a delivery | (} | r‘-']
photo > > >
oos, | =9
Event —
queue Notification service Push notifications
- %]
b -
User comments Analytics service Analytics dashboard

on post

Fig 4: Mastering idempotency saved our event-driven system
5.2 Durable Queuing and Ordering Guarantees
Reliable ingestion pipelines ensure that data is durably queued and that ordering guarantees
are met where required. Durable queuing semantics can be achieved with a persistent queue
implementation, offering exactly-once processing capabilities when data source operations
are idempotent or deduplication strategies are applied. Ordering constraints on the queue can
be respected if the producer emits data in the same order as the consumer should process it.
However, providing global ordering guarantees across all data sources is more complex—
scalability can be improved by splitting data into multiple shards, each with a dedicated
queue, though care must be taken to ensure that the shard assignment remains consistent
over time.
Normal operation should also minimally impact the underlying queues: data-producing
applications should not overwhelm the queues’ buffer capacities, and consumers should not fall
further behind than a given limit during normal operation. Otherwise, if back-pressure
mechanisms cannot sufficiently compensate, the quality of service may diminish even under
normal conditions. Wherever possible, these trade-offs should have defined points of no return,
allowing for controlled degradation of service rather than a sudden, catastrophic failure. Design
for graceful degradation is especially valuable in the context of a cloud- and microservices-based
environment, where full resilience may be unnecessary.
5.3. Replay and Rollback Strategies
Reliable data processing systems continually save state to durable storage to enable recovery
from failure. At checkpoints, the produced state is continually persisted in a fail-safe manner,
and the metadata required to re-construct the state from its components is regularly stored.
Should an error be encountered in the processing stream, the system can be rolled back to
the latest checkpoint. Events that have been executed on the stream model can then be re-
played so that faulty components can be repaired.

Re-play is guaranteed to be safe so long as the application components modify isolated resources,
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do not interleave writes, and retain compensatory semantics. Failures must also be sufficiently
granular for the re-play semantics to apply. If any component is unable to re-process previously
emitted events, for example due to a missing dependency or a validation failure, the system must
be rolled back to the last checkpoint prior to re-play. The rollback checkpoint may also remain
inactive when it is known that later checkpoints can be dropped.
6. Scalability Considerations

Acknowledging that performance could be a limiting factor, patterns must also facilitate
sustained high throughput during periods of heavy load. Reliable ingestion should ideally provide
both horizontal scaling—the ability to spread the workload across multiple processing nodes—
and automatic elasticity, enabling the system to grow and shrink in processing capacity according
to load, in a manner internally coordinated by the system itself yet transparent to the system users.
High-volume times require both additional processing nodes and efficient partitioning of the load
across the nodes, so that HIPAA and GDPR concerns can be alleviated simply by ensuring that
no single node is processing data of credit card holders with missing addresses. Structures to
generate sufficient delays or back-pressure in the system to force producers or streaming data
sources to regulate themselves so that consumers or data storage do not buckle under peak load
without such precautions must also be provided. These protective mechanisms should be put in
place at appropriate buffering points within the ingestion pipeline, with sensible thresholds to
ensure limits remain useful and appropriate to the characteristics of the buffering components.
Ingestion pipelines may thus support either a streaming processing mode, where low latency is
paramount, or a batch processing mode, where latency is less critical while high throughput is
essential. Idempotence could prove to be key in the latter case, as the characteristics of the buffers
at scale may lead to replay attempts of processed data. Design considerations supporting either
mode should preferably not be in conflict, lest fools would not be so productive. Ingestion
pipelines should be capable of sustaining processing of streaming data, processing batching of
streaming sources while providing support for external batch-oriented sources, to achieve full
ingestion coverage even at times of low data input rates.
Equation 5: Horizontal scaling efficiency
Let

e m=number of processing nodes

e u=service rate per node (records/s)

o n=scaling efficiency factor, where 0 <n <1

e A(m)=total system throughput
Step 1: Ideal linear scaling
If every added node contributes fully and there is no coordination overhead:

Aideal (m) =mu

Step 2: Introduce non-ideal efficiency
Real systems incur partitioning, communication, and synchronization overhead, so multiply by
efficiency:

A(m) =nmu

Step 3: Capacity condition for safe operation
To keep up with incoming load 4, total capacity must satisfy
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nmu = A,

Step 4: Solve for minimum number of nodes
M
m=—
nu

Since mmust be an integer:
A
Mmin = L]_Z]

6.1. Horizontal Scaling and Partitioning
Beyond demand-surge handling, long-term growth must also be accommodated. Two levels
of partitioning support horizontal scaling. First, the dataset can be sharded along dimensions
with high cardinality (such as patient identifier, file identifier, or organization identifier).
Within each shard, lower levels of parallelism exist, but throughput is still high enough to
Jjustify partitioned processing. The producer-consumer ratio must be oriented on the side of
consumers—pushing messages to the queue is already fast and requires minimal buffering—
and sharding limits must therefore accommodate distinct producer workloads on different
compute clusters (such as event generators or file extractors) while pulling consumption from
a small number of instances regularly operating at high ingestion speeds.
Second, short-term demand surges are managed using elastic (“scale-to-zero”) compute where
cost is proportional to usage. Service-oriented applications with low average utilization can be
charged via a pay-per-invocation model, automatically scaling resources up and down in response
to load. The repeated-scale-delayed pattern enforces that such services can scale up in response
to demand, while doing so in a controlled manner to avoid resource exhaustion.

| Shard 1

o= /,.»{g L\
- q._ - / \ - A MongoDB

\\ replica sels
Log Processing %'— \
Service

Mongo Routers
Fig 5: Database backend scaling via horizontal partitioning

6.2. Back-Pressure Handling

Back-pressure mechanisms guarantee consistent data ingestion rates and reliability within

distributed producer-consumer systems by avoiding producer overloads or consumer latency.

A back-pressure system sends feedback signals to slow down external producers when the

consumer- or application-side buffering reaches capacity, typically via overflow queues.

Complex processing scenarios may also require monitoring of specific processing stages to
prevent overloading downstream systems.

Preventing overflow in a single producer-consumer path is straightforward. Conventional
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streaming and queuing systems can dynamically manage the producer load to prevent overflow,
either by pausing or restricting data pushing until consumption starts again. More complex multi-
stage flows accessing multiple systems simultaneously are frequently managed by oversizing
buffers or avoiding back pressure at all costs, concentrating exclusively on latency. Data-routing
scenarios, however, clearly need back-pressure implementation as they risk overwhelming
systems at peak-load times. Nevertheless, ignoring back pressure when expedient can have
serious consequences. While speed and throughput should be considered, it is equally important
to be prepared to limit the speed of production when scaling services and systems across a wider
global market. Without it, persistent errors will accumulate, creating cascading failures that
require costly accident management.

Autonomic overload control can be achieved in three ways. First, sudden demand peaks for
services offered by third parties, either through API calls or web requests, can be managed by
establishing tailored relationships and service-level agreements that address acceptable response
times. Services that cannot guarantee near-real-time responses can be mitigated by caching
responses for shorter periods. These two strategies allow an organization to meet customers’
service-level agreements while reducing risk. The third approach involves consulting with third-
party service links to anticipate sudden unexpected periods of congestion. These procedures are
essential for both gradual scaling of a current operation and planning for a future merger or
acquisition with expansion into an area naturally experiencing the sudden public interest.

Control Type Description Importance

Validation Check correctness  of Prevent errors
mput

Cleansing Remove invalid data Improve quality

Normalization Standardize format Consistency

Audit Trails Record all actions Compliance

Provenance Tracking Track data lineage Transparency

Table 3: Data Quality & Provenance Controls
6.3. Streaming VSs. Batch Ingestion Trade-offs
Although the two-word terms might seem similar, stream processing and batch processing
with a short processing time differ significantly in three qualities: latency, throughput, and
consistency. When time is more important than the correctness of the output, a stream-
processing architecture that processes in windows and justifies the avoidance of delay at the
cost of money becomes attractive. On the contrary, systems in which correctness is primary
will use batches of much larger size than can fit in memory even if it is slower, more
expensive, or the detail of small batches is useful. Both extremes have high cost and long
latency; between them, these qualities can be balanced. Consistency, while often ignored, is
also a relevant trade-off when data is aggregated, replicated, or communicated to inconsistent
storage systems.
Most real-time decision support systems in healthcare can tolerate some amount of delay, and
decisions are often only aggregates of low-latency data, such as admission, discharge, transfer,
monitoring, and medication administration events. Therefore, a micro-batching producer-
consumer model is sufficient for healthcare data ingest pipelines, as used in systems like Apache
Flink and Spark Streaming, that run jobs on small batches of past data in a window of size much
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below the time needed for I/O to HDFS.

7. Data Quality and Compliance Controls
Accurate, timely data is critical for effective healthcare delivery—yet unverified incoming data
can propagate errors and pose substantial risks. Consequently, controls encompassing validation,
cleansing, and normalization are vital for healthcare data ingestion. Controls must also address
privacy protections, auditability, and regulatory alignment. It is crucial to incorporate measures
into primary processes rather than resorting to compensatory actions afterward. Ingesting data
that violates accuracy or privacy objectives introduces unacceptable risk. For instance,
transmitting personally identifiable information without appropriate encryption control is
impermissible. Organizations within tightly regulated environments such as healthcare must
therefore implement essential preventive measures tailored to provenance and privacy
requirements rather than fully mitigating use-case risks.
Ensuring accuracy, resiliency, privacy, and regulatory compliance necessitates a layered
framework encompassing validation, cleansing, normalizing, auditing, and security elements.
Validation specifies acceptable input data schemata; cleansing removes items that fail validation;
normalization reformats all acceptable data items uniformly. Audit trails and access controls
assure or demonstrate authorized data usage. Immutable logging records data lineage, enabling
tracking of data creation, modification, transmission, and storage. Facilitating data tractability is
essential for legal processes, security analysis, and risk assessments, while such controls and
supporting infrastructure simplify operational burdens. Concerns include protecting data integrity
and privacy—especially for sensitive records—addressing external regulatory mandates, and
eliminating performance bottlenecks driven by mandatory compliance controls.

Data sources Data Ingestion Data Processing Data users
Databases ETL (Extract, ELT (Extract,
Batch Data Transform, Load) | | Load, Transform) Data Visualization
Processing F
Business
Intelligence
Flat Files
saas Stream Data Data Storage
Applications Processing Data Science
‘ (A1 & ML)
Data
Warehouse
Streaming
data Data Lake/Lakehouse

Data Governance, Orchestration and Monitoring

Fig 6: Data Quality and Compliance Controls of designing fault-

tolerant data
7.1 Validation, Cleansing, and Normalization
Properly validating, cleansing, and normalizing synthetic health data increases its usability,
creates more realistic scenarios for testing and validation of data ingestion pipelines, and

leads to significant speedup in pipelines that would otherwise run forever without any filter
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but more importantly also satisfy data security and privacy regulations.
Data Quality Validation Rules play an important role in ensuring that data are accurate during
storage, used in the right context, and within predefined business rules. Institute Business Rules
that outline data checks that need to be examined. When data do not adhere to these rules, pipeline
design needs rules in the cleaning process. Valid rules drop invalid data, and cleansing rules
sanitize the incorrect values. Set parameters for Data Quality Profiles to monitor data accuracy.
If not maintained, it becomes mission-critical for running core business operations as it impacts
analysis, models, and value-added services on these data. Add alerts to the pipeline when the
accuracy is not maintained. If such situations arise, notify the data provider and business in the
ingest path as these might risk core business functioning.
Synthetic Data Quality Profiles play an equally important role, as they also checks on data
accuracy while ensuring privacy protection. Healthcare data breaches expose the Sensitive
Personally Identifiable Information Vulnerability so that data are sensitive to risk can be
identified and removed. Construct Cleaning Pipelines to remove such risk. Use privacy-
preserving algorithms that while in transit and at rest ensure these can only be used for validation
or mapping to real historical data.

7.2. Auditability and Provenance Tracking

Integrity and compliance for health data require complete and immutable records of data

lineage, along with controls to restrict access and alert legitimate users to unusual behavior.

Auditable environments provide traceability for clinical quality assurance, legal justification,

and security compliance.
Ingestion of healthcare workloads generates audit trails for all raw transactions because all events
are ingested through a single source. However, external components such as ETL or
microservices also read from the data storage system. For each download event, an access log
entry is recorded to capture who accessed the data, when, and for what purpose. These can be
correlated easily if a get-metadata request is made for the downloads.
Provenance tracking captures all modifications made through validation, cleansing, and
anonymization processes. A triplet containing the original event, the purpose of modification,
and the responsible transformation is recorded. An additional column for internal use is
introduced to facilitate future use, such as quality or deeper discussions. This approach captures
the total lineage of the data, from ingestion through all cleansing operations until data delivery.
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Reliability Mechanisms Highlighted by the Article
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7.3. Privacy, Security, and Regulatory Alignment

The ingestion design must incorporate controls to uphold the privacy, security, and regulatory
alignment of personal health information, including the retention of records for audit and
compliance purposes. These requirements are enshrined in regulations including the Health
Insurance Portability and Accountability Act (HIPAA) in the United States, and similar
legislation in other jurisdictions, such as the General Data Protection Regulation (GDPR),
which protects personal information for individuals in European Union member states.
Specific considerations governing these aspects are identified next, with a view to achieving
HIPAA, GDPR, and sector-specific compliance, whilst also mitigating the associated risks.
Risk categories include unauthorized disclosure of patient records; unsuccessful or inefficient
safeguards against unauthorized access or disclosure to unqualified persons; inadequate or
inconsistent audit trails; reduced or erroneous controls due to a failure to carry out assessments;
and ineffective data loss prevention and detection measures. Controls or considerations aligned
with HIPAA and GDPR compliance include enforcing the need for limited access by authorized
personnel only; a complete audit trail; segregating audit functions from operations; securing
physical and technical systems against breaches; encrypting sensitive data at rest and in transit;
addressing segmentation, limiting data exposure, and ensuring that permissions reflect the
minimum needed for specific users; implementing training and incident reporting; activating
alerts, automatic wipes and alerts; considering third-party security; and deploying network-layer
security.
8. Reliability Architecture Patterns
Reusable patterns can help achieve resilient ingestion in healthcare environments. Micro-
batching and windowing techniques define processing windows, expose latency trade-offs, and
address aggregation semantics. Circuit-breaker patterns implement failure detectors, specify
fallback paths, and guide service-level degradation. Durable storage options, replication schemes,
and consistency models within and across regions offer further design guidance.
Micro-batching and Windowing Periodically aggregating events increases throughput and can
significantly reduce operational costs for ingestion pipelines. For high-tempo bursts, local in-
memory aggregation can reduce the load on the downstream system by several orders of

878



Frontiers in Health Informatics www. healthinformaticsjournal.com
ISSN-Online: 2676-7104

2022; Vol 11 Open Access

magnitude. Event-processing frameworks often support windowed queries, where a query
context and input stream automatically track the time period of interest. Such processing
windows can enable client-side batching while also providing a consistent view of the data.
Latency, throughput, and latency jitter both influence the timing expectations of the overall
pipeline. Applications with lower tolerance for latency overhead or jitter over shorter periods
should default to smaller windows. Batch aggregation semantics require consideration of both
possible-responses-in-lieu-of-failure and multiple-responses-to-the-same-event  scenarios.
Because aggregations are inherently reminiscence invariant, the risk introduced by processing
taps, summation operators, or out-of-order delivery must be assessed to eliminate data-loss risks.
Circuit-Breakers and Graceful Degradation Implementing failure detectors, specifying fallback
paths, and guiding service-level degradation are hallmarks of circuit-breaker architectures.
Ingestion systems that support SLA-aware data-routing decisions enable attention-per-event to
be distributed to incoming data. This reduces capacity-related errors while maintaining overall
goodness. The potential failure-mitigating capability of dynamic routing decisions should also
be considered.
8.1. Micro-batching and Windowing
Data processing pipelines often require bursts of input data processing capability. However,
short bursts followed by relatively inactive periods prevent efficient overhead amortization.
One means of achieving nearly real-time ingestion while avoiding the limitations of true
streaming is micro-batching, where data windowing captures a specified volume of data to be
processed together. The processing using such windows may introduce latency when
compared to true streaming ingestion systems, but the overhead can still be significantly
reduced, and transient streaming throughput can be discounted. Depending on the
characteristics of the incoming workload, longer windows can also lend themselves to
aggregation processing semantics without impacting the end-user experience.
Processing windows defined by such micro-batching systems enable the ingestion components
to detect and react to user-defined service-level objectives and configurable service-level
indicators for latency, throughput, and scale. Whenever throughput exceeds a configurable burst
threshold, all input components signal the ingestion component to increase the size of the
processing window so the workload can be aggregated. When userspace bursts cannot be
tolerated and the cache and warm data layer layers are emptying, the components may also trigger
de-aggregation of the incoming processing window into smaller bursts for quicker
responsiveness.
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Derived Emphasis on Ingestion Modes

Micro-batching

Burst / batch
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8.2. Circuit Breakers and Graceful Degradation
Areas of high availability use service meshes or similar technologies to manage fault
tolerance between components. The overall goal is defined with service-level objectives
(SLOs) that indicate reliability targets for the entire service. An error budget provides
measured leeway and establishes error rates over the SLO. The SLO, error budget, and
associated error rate form the basis for deploying a circuit breaker design pattern. The break
condition is set to safeguard the error budget from being consumed rapidly; rollback
decisions are therefore amenable to short-term or less severe interruptions.
Ingestion service areas without a mesh should replicate some of these principles internally. The
rate of data accepted or processed is a broader measure of service health than correctness. Even
ideally sound data can cause degradation, as can component dependencies not under direct
control. Consider creating a “service-level degradation” policy that detects when consumption
(e.g., from a queue or stream) falls below a percentage of intended capacity. On failure detection,
reduce the amount of data passed or create unsafe versions without the downstream guarantee,
while still enqueuing EHRSs for later health checks.
8.3. Durable Storage and Replication
Durable storage minimizes the risk of data loss. When possible, storing ingested data in a
durable system while still in the ingestion pipeline provides an additional margin of safety.
External storage systems, be it open-source ones such as HDFS or commercial cloud ones,
are well suited for housing input data. Replicating such storage across geographically close

data centers increases resilience against regional failures, such as India’s unprecedented
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floods of 2015 or other natural disasters. Data outside India was safe when services in the
Indian subcontinent were severely reduced.
Cloud native data-integration services provide durability out-of-the-box through checksumming
and replication, ensuring low data-loss probability. A service like Kinesis provides the additional
option for processing data in regions close to its source while making it available to other regions
with lower latency and higher throughput than serving it directly from the source. Replication
beyond edge is primarily for failover and compliance with regulatory needs, such as retaining
copies outside the European Union. Latency-sensitive assets benefit from HTTP-based
replication.
For workloads that mandate retaining copies in multiple regions, global storage services forego
custom implementations and your organization’s own service APIs. Services that offer geo-write
along with distributed-consistency or eventual-consistency guarantees ensure that even data
rejected by the protocol can be relayed asynchronously to the protocol.

9. Observability, Monitoring, and Incident Response
Observability, monitoring, and incident response capabilities enable quick detection, diagnosis,
and remediation of problems. Key characteristics must be considered: metrics must include the
health, performance, and reliability of the ingestion pipelines; tracing must track data from its
sources and through data mitigation processes; and logging must provide structured, semantically
consistent information across different scales and locations.
Observability effectively serves a wide variety of operational roles that benefit system operations,
protect customers and business value, foster trust, and form the basis of incident resolution and
learning. Target reliability levels can be tracked over time, together with associated error budgets.
Standard operation procedures enable rapid recovery from predictable problems. Training
through troubleshooting alongside recorded problems strengthens resilience to unpredicted
problems. Enhanced Smarter@Stranger analytics, risk detection, proactive monitoring, and
reliability-domain accountability can all emerge from a detailed observability strategy.
In addition to serving the operational roles of observability, injecting synthetic problems into
production provides a second-order stress test of the operational response. These game-day
simulations are intended to validate the security of protective controls act as a second-order
security check, and determine how both the operational response and the system itself cope under
failure conditions. Consideration is given to metrics early warning rules, failure detection
mechanics, alerting responsibilities, and the handling of alerts during an incident.

9.1. Metrics, Tracing, and Logging
Key metrics continuously summarize system behavior and detect anomalies automatically.
Ingestion latency, volume, and load affect availability and error rates. Key metrics include

successful, failed, delayed, and deduplicated messages; processing time; and hot, cold, and

underutilized upstream and downstream services. SLA breaches by important downstream

consumers indicate adverse impact.
Tracing follows data from source through systems. It provides timing details, progress tracking,
and validation support. If downstream data-path components add tracing, they facilitate end-to-
end timing and help pinpoint delays and errors. Self-describing data makes tracing economical
since it avoids separate side channels.
Adequate logging improves health monitoring, incident diagnosis, and replication of operational
conditions. Logs capture alerts, error notifications, data integrity or verification failures,

undelivered events, adaptive and agile quality checks, and additional debugging details.
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9.2. SRE Practices for Healthcare Ingestion
Service reliability engineering practices define observability targets for data-ingestion
systems using healthcare data. Prioritization considers the novel role of telemetry in
supporting data integrity, privacy compliance, and production workload confidence. Specific
error-budget allocation enables specialized data-quality metrics, observability-depth
tailoring, logging requirements, and service-level-objective definition. The approach draws
from literature on software reliability principles while focusing on applied aspects like
operational playbooks, routing-specific runbooks, and common deviation responses.
Reliable healthcare data ingestion, especially at large scale, cannot be performed flawlessly.
Experience with production stability indicates that the available telemetry should facilitate
awareness of these incidents, their root causes, and the necessary improvement actions for the
system and recovery process. Reliability targets should therefore be defined for incident-prone
areas rather than for flawless operation. Prioritizing artificial-intelligence-based monitoring of
data integrity, compliance requirements (e.g., HIPAA/HITRUST, GDPR), and confidence in
production workloads focuses on correctness during the early stages of deployment. Sufficient
breadth of telemetry coverage enables later reallocation of priority to additional areas.
Data-quality errors logically fall under a separate budget from the traditional time-and-service-
quality-budget relationship, since data produced by the service is consumed by other systems
(often for real-time prediction purposes). Therefore, an additional error budget is defined
specifically for data quality. The two budgets also map to the telemetry depth traditionally
established for service-level objectives: a different resp, depth, and standard are appropriate for
instance-level monitoring of service response versus pipeline generation, strict priority versus
clear awareness of deviations.
The proposed telemetry targets discuss applicable metrics—both readily available and proposed
or non-traditional—that clearly indicate system status, control depth of observation for given
routing, provide adequate automation of deviation responses, and are detailed sufficient to serve
as an automated basis for artificial-intelligence-based-driven incident resolution.
9.3. Incident Management and Postmortems
An incident management workflow that allows for rapid incident detection, diagnosis, and
resolution should be established for each data ingestion pipeline. Standard operating
procedures for responding to health-monitoring alerts should detail the actions to follow
when the traffic volume of ingested data deviates from the established error budget. Error
budgets can be revised as data volume increases, informing users when support for these
pipelines is exhausted. Actions to close incidents should be recorded for validation against
expected outcomes, which should become runbooks for new responders.
The incident-management workflow must close the loop on failures. After a breach of the error
budget, a postmortem should establish the incident's root cause to prevent reoccurrence. It is
further important to maintain meaning associated with each of the health-monitoring signals that
contributed to diagnose the incident, ensuring they do not become stale. Learning must inform
changes to service-level objectives, fostering continual improvement, even under heavily
operated pipelines.
10. Conclusion
Current efforts support the development of large-scale, fault-tolerant data ingestion systems that
operate with privacy-safe, accurate data. Reliable cloud data solutions drive high data

availability, high service-level pushes to operations teams, and very short mean time to recoveries
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for cloud engineering. Mutually redundant systems enable safe parallel-processing of rapidly
accumulating cloud data loads without losing any of the data. These practices promote, and are
promoted by, the reliable continuous publication of data at scale by micro-batching within
healthcare.
Machine leaves behind a rich trail of data on everything it does, is used, or touches. Keeping that
data organized, available, and reliable enhances the productivity of analyses that can be
performed on the data. Talks with multiple internal data consumers and producers highlighted
the importance of Customer Al ingest system operation, the need for accuracy and privacy
controls, and the intent to sometimes even have the data available for very live or near-live
streaming use cases.
While the ingestion of this data was routinely achieved without issue, interviews indicated that
the large peaks of ingestion processing load could sometimes overwhelm the service and that
incidents in production could delay or even pause ingestion for long periods (days and weeks).
To get that reliably published without impacting external services and analyst use was the aim of
the research work.
10.1. Emerging Trends
The contributions presented here establish an essential foundation for achieving fault
tolerance in healthcare data ingestion, supporting high availability and resilience for data
infrastructure at every scale. Ongoing research will explore several emerging trends in this
space. First, many healthcare service provider organizations are working toward the real-
time processing and integration of high-volume endpoint telemetry streams. These efforts rely
on adopting architectural designs inspired by Telemetry Ingestion as a Service (TlaasS)
patterns. Such requirements introduce new performance expectations for ingestion that are
not easily achieved using micro-batching or streaming with large windows. Second, both
privacy and regulatory pressures are pushing toward stronger control mechanisms on
sensitive personal data. Mortalization techniques are now widely adopted across technology
domains but are still maturing within healthcare. Sensitive personal healthcare data is being
kept in separate dedicated stores for compliance reasons, especially when flagged under
HIPAA and GDPR. Organizations in regulated industries must still assure in every
processing step that there is no risk of de-anonymizing the data.
Finally, chaos engineering applied to resilient workflows also includes exploration of data
breaches and privacy violations in the context of sensitive data using violence and hatred as an
assessment lens. Confronting these issues with data breach-injection testing enables evaluation
of both the robustness of incident response plans and the resilient processing of sensitive data in
the context of specific types of risk-enabled monitoring, auditing, and alerting—meaning that,
unlike traditional chaos engineering, the goal is not to cause harm but rather to identify
weaknesses that can be corrected before a real incident occurs.
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