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ABSTRACT
High-performing clinical Al models require large, diverse patient datasets unavailable within any
single institution. Federated Learning (FL) allows for model training through collaboration across

institutions without revealing patient data — only model gradients are shared. This paper presents
MedFedNet, a production-grade FL framework for multi-hospital EHR collaboration addressing three
critical gaps: (1) robust non-IID data handling via adaptive client weighting; (2) HIPAA-compliant
differential privacy (¢=1.1) with minimal performance loss; and (3) a secure aggregation protocol
validated under real-world hospital network latency. Evaluated across seven distributed hospitals on
three clinical tasks — 30-day readmission (AUC-ROC: 0.842), in-hospital mortality (AUC-ROC:
0.901), and AKI onset (AUC-ROC: 0.876) — MedFedNet achieved within 1.8% of centralized
baselines while substantially outperforming local models. Federated training improved minority
subgroup prediction accuracy by 12.4% over centralized models, providing a direct mechanism for
advancing health equity in clinical Al
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I. INTRODUCTION

Machine learning for clinical prediction depends on large, heterogeneous patient datasets unavailable

at any single institution. Centralized data pooling imposes prohibitive HIPAA and GDPR compliance
costs and introduces data breach risks. Federated learning resolves this by training models locally at
each institution and sharing only gradients — not patient data — with a central aggregation server.
MedFedNet is a FL architecture geared towards production deployment across multiple hospitals,
considering issues related to non-IID heterogeneity, privacy compliance, and network limitations.
II. RELATED WORKS

A. EHR Data and Collaborative Learning

Large quantities of structured and unstructured medical data, which have high predictive power, can
be collected by EHR systems in healthcare [5]. Nevertheless, legal and organizational restrictions
prohibit centralization of such data, and models developed in one organization often cannot be applied
to another because of differences in population and other factors [1][9].

B. Federated Learning in Healthcare

It was shown by Sheller et al. (2020) that the federated models reached 99% of the centralized models’
accuracy when used for brain tumor segmentation without any data sharing [8]. Federated learning

was used in predicting ICU mortality rates and COVID-19 outcomes with good performance [10].
Theoretical and empirical advantages of FL — privacy preservation, generalization across
institutions, and equity improvement — are well established.

C. Challenges in Multi-Hospital FL

Non-IID data heterogeneity complicates global model aggregation [2]. Model inversion and gradient
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poisoning attacks require robust differential privacy and secure aggregation [3][6]. Communication
overhead and EHR system heterogeneity create real-world integration complexity [4].
1. METHODOLOGY

A. Study Design

Seven geographically distributed academic and community medical centers participated. No raw
patient data were transferred between sites. Three clinical prediction tasks were evaluated: 30-day
readmission, in-hospital mortality, and AKI onset. Performance was compared against centralized
(upper bound) and local (lower bound) baselines.

B. MedFedNet Architecture

MedFedNet implements FedAvg with: (1) adaptive client weighting based on dataset size and data
quality; (2) Gaussian noise differential privacy at e=1.1 for HIPAA compliance; and (3) cryptographic
masking for secure gradient aggregation. Training proceeded over 35 federated rounds with
validation-loss convergence criterion.

IV. RESULTS

A. AUC-ROC Comparison — All Three Clinical Tasks

AUC-ROC Comparison: Local vs Federated vs Centralized
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Fig. 1: AUC-ROC comparison — Local vs Federated (MedFedNet) vs Centralized across three
clinical prediction tasks.

Readmission Local 0.791 0.752 0.738
Readmission Federated 0.842 0.801 0.789
Readmission Centralized 0.857 0.816 0.804
Mortality Local 0.863 0.821 0.809

723



Frontiers in Health Informatics www.healthinformaticsjournal.com
ISSN-Online: 2676-7104

2023; Vol 12 Open Access

Mortality Federated 0.901 0.856 0.844
Mortality Centralized 0.915 0.869 0.858
AKI Local 0.832 0.794 0.781
AKI Federated 0.876 0.832 0.820
AKI Centralized 0.889 0.845 0.833

Table 1: Model performance comparison across all three clinical prediction tasks
B. Per-Hospital AUC-ROC Improvement

Per-Hospital AUC-ROC Improvement with Federated Learning
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Fig. 2: Per-hospital AUC-ROC — Local vs Federated. Green % labels indicate relative
improvement per hospital.
Federated learning improved AUC-ROC at all seven hospitals by 5.6%—7.9%. The largest gains were
at institutions with smaller local datasets (H4: +7.9%, H2: +6.6%), confirming that collaborative
training benefits resource-constrained facilities most.
C. Federated Convergence Over Training Rounds
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Federated Model Convergence Over Training Rounds
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Fig. 3: Convergence of AUC-ROC of global models across 35 federated training epochs for all
three clinical tasks.
Convergence was consistently reached at Round 35 for all the three tasks, despite the heterogeneous
distribution of the data sets between institutions. The mean time taken for each round of
communications was 2.8 seconds.
D. Privacy Budget vs. Model Performance

Privacy Budget (g) vs Model Performance (AKI Task)
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Figure 4: Trade-off of differential privacy parameter value (¢) and AUC-ROC. Value e=1.1 selected
and indicated by red line; ensures HIPAA-compliance of privacy with just 1.2% performance
Differential privacy at e=1.1 led to a degradation in model performance by around 1.2% compared to
the non-private federated benchmark, a medically tolerable cost for the mathematical proof of HIPAA
compliance.
E. Health Equity — Demographic Subgroup Analysis

Health Equity: AUC-ROC by Demographic Subgroup
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Fig. 5: AUC-ROC of different demographic groups — Centralized vs Federated. Green denotes
improved performance for underrepresented demographics.
Federated models improved minority subgroup AUC-ROC by an average of 12.4 percentage points
over centralized baselines — a direct mechanism for reducing Al-mediated health disparities.
Improvement was most pronounced for Hispanic (from 0.781 to 0.878) and Black (from 0.793 to
0.891) patient subgroups.
V. CONCLUSION

MedFedNet achieves within 1.8% of centralized training performance across three clinical tasks while
providing HIPAA-compliant differential privacy, stable real-world network performance, and
meaningful equity improvements for minority patient subgroups. Federated learning is a technically
feasible, regulation-compliant, and equity-advancing approach to collaborative healthcare Al.
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