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Introduction: The use of electronic prescribing has identified as a 
strategically important policy to improve health care. Therefore, the 
purpose of this study was to review the issues related to security, privacy 
and privacy of electronic copying systems. 

Material and Methods: A comprehensive review of studies were 
conducted that published in English, free access to the full text of the article 
and without time limitation, by searching for keywords in keywords, title 
and abstract of studies in valid scientific databases Web of Science, Scopus, 
PubMed and Embase in June 4, 2021. Two researchers reviewed the title and 
content of searched studies independently. 137 related studies found and 
finally 25 main articles selected. 

Results: In general, the results of the study showed that in some countries, 
there are still no minimum requirements and standards for these systems; 
But the use of security and privacy protocols has been used in various ways. 
However, according to other studies, most patients and physicians are 
concerned about the privacy and security of medical data in the context of 
these systems. In general, security in an electronic healthcare system 
includes the seven main components of user authentication, patient 
confidentiality, licensing issues, scalability, integrity, non-denial, and 
confidentiality of information sent, processed, and stored. 

Conclusion: In this study, different protocols were classified into 7 main 
components. Although there are different protocols to ensure security, 
privacy and confidentiality issues; But the lack of international security 
requirements poses a major challenge to the adoption of electronic 
transcription systems. Given that the majority of patients and physicians 
were concerned about the issues of privacy and security of medical data, it 
is necessary for policy makers and managers in this area to pay attention to 
these issues before implementing these systems and provide a safe 
environment for implementing these systems. Provide patient privacy. 
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INTRODUCTION 

Electronic prescription (EP) is an emerging 
technology that replaces handwritten prescriptions 
and allows healthcare providers (pharmacists, 
doctors, nurses, and the like) to transfer electronic 
prescriptions to smart pharmacies [1]. Electronic 
prescribing systems are key components and drivers 
of digital health and increase patient safety by 

reducing transcription errors [2]. Electronic 
communication of health care data, including 
documents such as doctor prescriptions, laboratory 
research, and counseling, is a growing challenge for 
health care departments, as it can greatly reduce the 
complexity of current documentation, providing 
health care services in a fast and reliable manner. 
Increase and support health care. However, such an 
approach carries serious security risks because any 
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change, exposure to unauthorized persons, or loss of 
health care information may endanger human life. In 
this regard, it is necessary to rely on health care data 
to ensure its accuracy and availability, as this data 
may be the basis for important decisions about 
treatment and medication, the confidentiality of 
personal, medical and administrative information 
due to social effects. Be moral and psychological [3]. 

Health care professionals are legally and ethically 
obliged to protect the confidentiality of patient 
information [4, 5]. However, systems security can 
often lead to less use of them. In general, the more 
secure a system is, the less it is used. Security 
problems often cause users to worry and not accept 
systems. In addition, weaknesses in the security 
infrastructure prevent healthcare providers, 
including physicians, from using it. On the other hand, 
very strong security infrastructures lead to time-
consuming or non-operational systems, which may 
make some or all users prefer to continue using the 
existing paper-based system [4].  

Therefore, for electronic copy systems to be 
successful, a fine balance must be struck between 
security and accessibility. Therefore, the purpose of 
this study is to review the issues related to security, 
privacy and privacy of electronic copying systems. 

MATERIAL AND METHODS 

This review study was performed using a systematic 
search with specific entry and exit criteria. This 
systematic review by searching the keywords 
"Electronic Prescribing", E-Prescription, E-
prescribing, Confidentiality, privacy and security in 
the keywords, title and abstract of studies in the valid 
scientific databases Web of Science, Scopus, PubMed 
and Embase on June 4, 2021 Was explored.  

Studies published in English, free access to the full 
text of the article and no time constraints when 
aligned with the purpose of the study were 
considered as criteria for inclusion in the study and 
were reviewed separately by two researchers. 
Exclusion criteria included studies in the form of 
letters to the editor, conference summaries, lack of 
access to the full text of articles, as well as irrelevant 
studies whose purpose was inconsistent with the 
present study. 

After reviewing the articles and removing duplicate 
articles (65 articles), 72 articles were obtained and 
their screening was evaluated based on the titles and 
abstracts of the article. At the end of the review, 29 
articles that had nothing to do with the purpose of 
this study were deleted. Then, 43 articles were 
selected to review their full text, of which 18 articles 
were deleted and finally 25 articles were reviewed. 
Figure 1 shows the steps for selecting studies using 
the PRISMA chart. In the data extraction phase, the 
two researchers independently reviewed the 

selected articles for the full text. Any differences 
between the extracted data and the results of the 
studies will be resolved through discussion and 
consensus between the parties, and in case of 
disagreement, the third author will give a final 
opinion for review. 

 

Fig 1: Study selection chart 

RESULTS 

The results of the study showed that in some 
countries there are still no minimum requirements 
and standards for these systems [2, 4, 6]. However, 
the use of security and privacy protocols has been 
used in various ways [3, 7-9]. In general, security in 
an electronic health care system includes the seven 
main components of user authentication, patient 
confidentiality, licensing issues, scalability, integrity, 
non-denial, and confidentiality of information sent, 
processed, and stored. Which are as follows: 

1. User authentication: Anyone using an electronic 
transcription system must be reliably identified [7, 
10]. This is to ensure that only authorized 
professionals can access the system, and also allows 
all records and accesses to be accurately recorded 
and reviewed. The process of reliably identifying 
authorized individuals can be accomplished using 
advanced login and password mechanisms or 
authentication tools such as digital certificates stored 
on smart cards to assign patient consent (2-9-9), 
according to a predefined map. Used to access data 
and authorize users to access system resources [1, 4, 
7, 10, 11]. 

2. Patient confidentiality: Confidentiality is to ensure 
that patient details and prescriptions are not made 
available to unauthorized individuals, individually or 
collectively. In the electronic world, data 
confidentiality can be controlled using a private 
network with precise and controlled access, or data 
encryption techniques, or both (by creating unique 
identities for the patient, physician, and access 
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persons). If a private network is to be used instead of 
encryption, it must be ensured that only authorized 
persons can access the network. All access terminals, 
computers, cables, and network ports must be in 
secure physical areas to ensure that unauthorized 
persons cannot connect to the network. Authorized 
users should also be trained to ensure that they do 
not intentionally or mistakenly connect a private 
network to a public network. Of course, maintaining 
completely secure private networks is very difficult 
and must be carefully managed. There is a lot of cost 
involved in this. Encryption techniques allow 
confidential data to be transmitted over public 
networks such as the Internet, provided the 
encryption mechanism is strong enough to prevent 
unauthorized disclosure [1, 3, 4, 10, 12, 13]. 

3. Licensing issues: We need to make sure that only 
authorized personnel have access to the patient's 
confidential data, and that they only have access to 
the data set they need to see. In the world of security, 
this is known as the principle of minimum score. Use 
for them or in absolutely necessary cases. When you 
associate this with electronic transcription, there are 
two consequences [1, 4]. First, pharmacists should 
not have access to all the prescriptions prescribed by 
all GPs; they should only have access to the 
prescriptions that the patient has requested. Second, 
when transcripts are transferred between systems, 
no other authorized professionals should have access 
to them. This means that copies must be encrypted so 
that only authorized recipients can decrypt them [6, 
10]. 

4. Scalability: The electronic prescribing system must 
be available 24 hours a day, 365 days a year, as the 
patient may need a prescription at any time. This 
means that every version and distributor must 
always have access to the EP system under any 
operating conditions [4]. This can be achieved by 
building a robust, strong IT infrastructure [6, 7] and 
using the HL7 [2, 7] protocols. 

5. Integration: Integration is the process of ensuring 
the compatibility of data in the creation, modification 
or destruction of unauthorized data. This can be done 
in the same way as a handwritten signature, but with 
a digital signature mechanism, linking the user 
uniquely to their digital certificate [4, 15, 16]. Other 
solutions include developing international data 
exchange standards (7, 28%) and updating existing 
security requirements and regulations [6, 10]. 

6. Non-refutation: The process by which the recipient 
claims to know the origin of the data so that the 
sender can later falsely deny sending the data (not 
rejecting the source) or the process by which the 
sender claims to send some data. Knows that this data 
has successfully reached the intended recipient (no 
receipt). For example, the use of digital signatures 
and registration, the name of the data registrar in the 
submitted sources [15, 16]. 

7. Confidentiality of information sent, processed and 
stored: It is the process of protecting against 
information that is disclosed or disclosed for 
unauthorized purposes. This can be done using 
cryptographic algorithms and encryption 
mechanisms using XML-based services [3], both at 
the application level (with smart card capability for 
private key storage) and at the network protocol level 
using secure protocols [10, 12, 13, 17]. 

DISCUSSION  

Electronic prescribing systems are key components 
and drivers of digital health and can enhance safety 
[2]. Given that the success of electronic copywriting 
systems depends on a delicate balance between 
security and accessibility. Therefore, the purpose of 
this study is to review the issues related to security, 
privacy and privacy of electronic version systems. 

The results of the study showed that security in 
electronic health care system includes 7 main 
components of user authentication, patient 
confidentiality, licensing issues, scalability, integrity, 
non-denial and confidentiality of information sent, 
processed and stored. Electronic communications of 
medical records carry some serious security risks, as 
most patients and physicians in the study have stated 
that they are concerned about the privacy and 
security of medical data in the context of these 
systems [12, 18-22].  

Therefore, one of the important principles of 
achieving user acceptance of electronic prescription 
systems is to build a strong infrastructure in health 
care services to ensure that electronic systems do not 
pose a threat to their information. To achieve this, 
Bourka et al. Recommend requirements such as 
access only to authorized persons, physician access 
only for a specific purpose, encrypted 
communications, and recording the date and time of 
data entry [3]. Communications must be guaranteed 
with security requirements, accuracy, authenticity, 
non-denial and inflexibility, respectively. One way to 
achieve this type of security countermeasures when 
transmitting electronic transcript data is to encrypt. 
Cryptography is associated with digital signature and 
encryption in electronic transcription [23]. 

Smart card technology also offers a ready-made 
solution to some basic security problems. Smart 
cards enable personal authentication and secure 
communications, thus providing a mechanism for 
strong security, different access to data, and 
definitive audit trails [8, 24]. Yang et al. Proposed an 
electronic version system based on the smart card. 
They considered the issues of privacy and delegation 
in the electronic version system and used the concept 
of group signature and proxy signature schemes for 
presentation [25].  

Li et al. Also recognize block chain as a new way to 
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secure electronic version systems. This technology is 
for data storage in a secure and distributed manner 
that requires a centralized reference to control and 
validate the data [26]. Ullah et al. Also proposed a CB-
PS-certified proxy sign encryption scheme in 
response to the guarantee of confidentiality and 
authentication to combine both encryption and 
digital signature functions in the electronic 
transcription system [10].  

One of the strengths of this study was the 
classification of important security issues and the 
inclusion of various security protocols in electronic 
prescription systems, which leads to a deeper 
understanding of security issues in electronic 
prescription systems, better acceptance and 
facilitates the implementation of these systems. 
Among the limitations of this study, the keywords 
searched may not be sufficient and complete to 
obtain further studies, and some prominent and 
relevant studies may not be included in this study. In 
addition, only studies published in scientific journals 
and conference proceedings are included in this 
study; therefore, it does not cover articles published 
in the gray literature. 

CONCLUSION  

In this study, different protocols were classified into 

7 main components. Although there are different 
protocols to ensure security, privacy and 
confidentiality issues; but the lack of international 
security requirements poses a major challenge to the 
adoption of electronic transcription systems. Given 
that the majority of patients and physicians were 
concerned about the issues of privacy and security of 
medical data, it is necessary for policymakers and 
managers in this area to pay attention to these issues 
before implementing these systems and provide a 
safe environment for implementing these systems. 
Provide patient privacy. 
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