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INTRODUCTION

With the advent of the Internet, the search and
retrieval of information resources have undergone
dramatic changes [1]. Currently, the desire of the

medicine [3].

There is always a need for health information and
news; however, it intensifies when people experience
anxiety and uncertainty about their health status [4,

people to raise public health awareness has increased
more than ever. Accordingly, most people seek to
learn and follow health news from various sources,
including the Internet. In addition, the Internet has
become the first step for people to find information
and news about symptoms, diseases, and health
information [2], and is increasingly used by people to
search for information and news related to health and

5]. Hence, accurate and up-to-date information and
news can help raise awareness, reduce public anxiety,
and reduce the adverse effects of specific and critical
health conditions in communities [6, 7]. Notably, this
kind of information has advantages and
disadvantages [8]. Online health information can
empower people to use health and medical care [9,
10] and make appropriate medical and health
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decisions [11,12]. On the other hand, studies indicate
that the quality of online health information is
alarmingly low [13-17], and the Internet can be
considered a source of rumors and misinformation in
the health area [18-25]. Misinformation can lead
people to misinterpret the symptoms and
information of diseases and lead to unreasonable
concerns and false self-diagnosis [26, 27].

In March 2020, the world health organization (WHO)
declared COVID-19 a pandemic [28]. The high
mortality rate and infectivity of the virus compared to
seasonal flu [29] and the high mortality rate in
patients with underlying diseases (such as diabetes,
hypertension, and heart disease) [30, 31] have
caused fear and anxiety about health among people
[32-34]. Official health organizations strive to keep
people worldwide informed of the virus daily by
providing reliable and up-to-date news. To raise
public awareness, they have also sought to
disseminate proven recommendations in various
areas, including treatment, prevention, prevalence,
diagnosis, and disinfection of the virus. On the other
hand, individuals themselves publish and transmit
news in many virtual media, such as social networks
[35].

False news and rumors published during the COVID-
19 pandemic [36] have damaged people's
understanding of a particular medical condition, as
well as the conditions necessary for crisis
management [35, 37]. Notably, this virus's unknown
origin and nature have caused a lot of uncertainty in
the medical world [38]. Therefore, many rumors and
cyber news about this pandemic have spread in the
communities. These rumors have made it difficult to
control and prevent the virus spread [37] and have
increased the fear caused by this pandemic [38]. For
example, this false news and rumors have aroused
public sentiment in the face of COVID-19 disease in a
conducted study in China [39]. In another case, some
people in some countries, due to false news and
rumors spread on virtual networks, believe that the
COVID-19 virus has spread through the 5G Internet
network; therefore, they destroyed 5G network
equipment [40]. This fake news has also disrupted
public vaccination. For example, misinformation and
rumors have been spread on social media about
infertility in the COVID-19 vaccine [41]. Although this
information is nothing more than a rumor,
disseminating this information on social networks
has led to an increase in Internet searches on
infertility issues in the United States [42]. News and
rumors like this make some people hesitate to get
vaccinated and make it difficult to control and
prevent the pandemic [42, 43].

Rumors published during the COVID-19 pandemic
have damaged people's understanding of a particular
medical condition, as well as the conditions necessary
for crisis management. The present study aimed to

explore the classification, most frequent keywords,
the origin, the portion of each social network and the
country of retrieved misinformation, including Fake,
False, and Misleading news on COVID-19 in two
different periods which are available on the Internet.
Misinformation is defined as “false information that
is spread, regardless of whether there is intent to
mislead.” The intent of misinformation is not to
deceive [44]. Also, Fake news is "purposefully crafted
and includes any information - be it a news report,
personal story, or other - aimed at misleading people
with the wrong information. These deceptive ploys
are created to push a particular political viewpoint,
cause concerns or panic, or in some instances, make
money for dubious companies or individuals."
Finally, false information means incorrect
information [45].

MATERIAL AND METHODS

Study design and sampling

The present study obtained data from "Poynter," a
fact-checking database that unites fake news and
debunks or fact-checks them with supporting articles
from fact-checkers in more than 70 countries,
covering articles published in at least 40 languages
[46]. The Poynter website has a database exclusively
for COVID-19 with over 17000 fact checks. Each fact
check contains the corresponding claim that is being
checked, the rating indicating the type of the claim,
e.g. 'False,' 'Fake," Misleading,' the name of the fact-
checker organization, the explanation for the current
claim, the origin of the claim, and the date when the
fact was checked.

Data collection

The CoronaVirusFacts/DatosCoronaVirus alliance
database, which was developed by the Poynter
Institute, was explored to gather the data [46]. At data
gathering, claims published on this site were
presented in 1182 pages. The claims from this
database rated as 'Fake, False," and 'Misleading' were
collected. The Fake claims were only four pages (47
claims), and all were explored. The first 30 and last
30 pages of the False and Misleading claims were
explored. The last 30 pages presented the news
published at the beginning of the COVID-19 outbreak.
The first 30 pages included the news published
recently.

Each page included 15 news headlines. Among the
pages examined in the three sections rated as False,
Misleading, and Fake, 900 False, 900 Misleading and
47 Fake claims were retrieved. The total number of
retrieved claims were 1847.

Each specific news page presented multiple details
about it. These details included: the title of the news,
the type of news (False, Fake, and Misleading), the
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date of publication of the news, the fact-checker
database, the origination of the claim (news), and the
country of origin of published news. All details were
recorded for each claim. Then, the retrieved claims
were classified into five categories: Treatment,
Prevention, Transmission (Spread), Detection, and
Disinfection of COVID-19. These categories are based
on the categories presented on WHO websites [47].

Moreover, the origination of the retrieved claims was
explored and categorized into three types: social
media, websites, and others. The “others” category
included media owned by Television, Newspapers,
Radio, and Speeches by politicians and celebrities.

The country of origin of the retrieved news was also
explored, and the distribution of retrieved news was
classified in terms of origin into developed and
developing countries.

Regarding the importance of social networks in
individuals® health decision-making [48-50], each
network's contribution to disseminating misleading
claims were also explored. Furthermore, the most
common keywords presented in the retrieved news
title were extracted using Python3 programming
language with PyCharm Community Edition 2022.1
IDE. It should be noted that the conjunctions,
pronouns, and prepositions were excluded (Table 1).

Table 1: Top ten fact-checker databases based on the
number of checks

Fact-Checkers Frequency | Percent
AFP 278 15.1
VoxCheck 147 8
Myth Detector 88 4.8
Taiwan FactCheck Center 76 41
Estadio Verifica 54 29
Vistinomer 53 2.9
StopFake.org 52 2.8
Newtral.es 49 2.7
Teyit 49 2.7
TEMPO 46 2.5

Statistical analysis

The collected data were analyzed by SPSS software
version 18.

RESULTS

The retrieved news was classified in the publication
date and presented in Table 2. The Fake claims were
distributed only in 2021, but the other claims have
been available since the pandemic.

A total of 92 fact-checkers have assessed the claims.
Most of the claims (15.1%) were assessed by the AFP
organization, part of Facebook's third-party fact-
checking program. The VoxCheck and Myth detector,
by checking 8% and 4.8% of the claims, was in the
second and third ranks, respectively (Table 1).

Table 2: Classification of claims based on the date of

distribution
Claim category Date of publication
False (2021) May-August 2021
False (2020) January - February 2020

Misleading (2021) | January- August 2021
Misleading (2020) | January-April 2020
Fake April-July 2021

The classification of the retrieved claims based on the
WHO guidelines [47] is shown in Fig 1. The findings
show that False and Misleading news retrieved in
2020 was primarily related to the transmission
category, while in 2021, most of the False and
Misleading claims were related to the prevention
category. Also, most of the Fake claims were related
to preventing COVID-19. It is generally observed that
the misinformation related to the disinfection of
COVID-19 was the least distributed news through
online media.
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Fig 1: The classification of the retrieved claims based on the
WHO guidelines

The most frequently used keywords in the retrieved
news headlines are shown in Table 1. The findings
showed that after the keywords related to the COVID-
19 virus, the most repetitive keyword was related to
"COVID-19 vaccine". These keywords, exclusively in
the 2021 news, have had a high repetition in the news
and have been the most frequently repeated words
among the false and misleading news published in
2021. Later, words such as China, Wuhan, and Mask
were among the most frequently used words (Table
3).

The origin of Fake, False, and Misleading news on
COVID-19 is presented in Fig 2. The findings indicate
that Fake news was only published on social media
and in other categories has not been detected. Also,
most of the misinformation of all types (fake, false,
misleading) has been distributed through social
media (80.1%). Most of the retrieved news in 2021
and 2020 on social media were False and Misleading
information. Fake news was the least published news
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in all categories. The portion of each social network
disseminating misinformation (Fake, False, and
misleading news) is presented in Fig 3. The findings
show that most misinformation has been published

through the Facebook social

network (59%).

Instagram, YouTube, and Line networks were used
for distributing the least of the misinformation (3%).

Table 3: The most frequent keywords on news headlines

Most common keywords in all type Most common kg(\)/\;olr)ds in False news
Rank Keyword n Rank Keyword n
Coronavirus, COVID-19, Vaccine, vaccines,
1 COVID 1093 1 vaccinated, vaccination 302
Vaccine, vaccines, Coronavirus, COVID-19,
2 vaccinated, vaccination 629 2 COVID 198
3 Chinese, China 180 3 Blood 22
4 Pandemic 87 4 Pandemic 30
5 Wuhan 74 5 Protein 16
6 Masks, mask 72 6 AstraZeneca 14
7 Virus 71 7 Children 14
8 Deaths, death 69 8 Variant, variants 12
9 Patient, patients 55 9 Pfizer 12
Most common keywords in False news Most common keywords in Misleading
(2020) news (2021)
Rank | Keyword n Rank Keyword n
Coronavirus, COVID-19, Vaccine, vaccines,
1 COVID 332 1 vaccinated, vaccination 256
. . Coronavirus, COVID-19,
2 Chinese, China 114 2 COVID 203
3 Wuhan 68 3 Pandemic 21
4 Prevent 21 4 Pfizer 21
5 Cure 17 5 AstraZeneca 16
6 Water 13 6 Infected 16
7 Vaccine 13 7 Masks 13
8 Bat 10 8 Ivermectin 12
9 Tea 10 9 Quarantine 10
Most common keywords in Misleading Most common keywords in Fake news
news (2020)
Rank Keyword n Rank Keyword n
Coronavirus, COVID-19, Coronavirus, COVID-19,
1 COVID 334 1 COVID 29
2 | Chinese, China 59 p | Vaccne, vaccines, 26
vaccinated, vaccination
3 Posts 24 3 Strain 2
4 Facebook 23 4 Blood 2
5 Cure 20 5 Spike 2
6 Patients 17 6 Miscarriages 2
7 Infected 16
8 Twitter 10
9 Prevent 10
500
400
300
200
100
0 || — -— - . .

Social media

mFalse (2021) W False (2020)

Website

others

Misleading (2021)  m Misleading (2020) ~ ® Fake

“Others: media which were owned by Television, newspapers, radio, and speeches by politicians and celebrities

Fig 2: The origin of Fake, False, and Misleading news on COVID-19
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“‘Unknown: The fact-checking organizations had not specified the origin of the explored news.

Fig 3: The portion of each social network disseminating misinformation

H United States M India B Ukraine

M France M Philippines H Taiwan

M Colombia W Mexico Italy

W Germany W Greece M Other Countries

M Brazil W Georgia W Spain
B Turkey H North Macdonia M Indonesia
B Australia M Sri Lanka South Korea

Fig 4: The country of origin of retrieved misinformation

The country of origin of the misinformation is shown
in Fig 4. The findings show that the news retrieved in
this study was published in 103 different countries.
Most of the misinformation (80%) has been
published by only 20 countries. Among them, three
countries were involved in 32% of the
misinformation (52%).

Table 4 indicates the distribution of the retrieved
misinformation based on the development status of
their countries of origin. The findings show that most
misinformation is distributed by developing
countries (45.4%). Also, no Fake news has been
detected originating from developed countries.

DISCUSSION

For the first time, the present study explores the
extent of three types of misinformation on COVID-19
available on the Internet using 92 fact-checker
databases within two years of the onset of the
pandemic. “Misinformation concerning health has
particularly severe consequences concerning

people's quality of life and even their risk of
mortality" [46]. Undoubtedly, there are already cases
of unsubstantiated claims about COVID-19 leading to
death [51, 52]. Increasing public knowledge is
necessary to make people calmer [52].

Table 4: The countries connected to misinformation based
on development status

Country Frequency (%) Total
Type False | Misleading | Fake

Developed | 299 251 (45.6) 0(0) 550

(54.4) (29.7%)
Developing | 432 404 (48.1) 3 839

(51.5) (0.4) (45.4%)
Other/ 169 245(53.5) | 44 458
Overlap (36.9) (9.6) (24.9%)

The present study on 1847 claims related to COVID-
19 showed that False and misleading news is the
most common type of claim on the Internet, and only
a small portion of claims belong to fake news.
Moreover, findings revealed that both False and
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Misleading news started to be disseminated since the
onset of the pandemic in January 2021, while Fake
news was published a year later and only between
April-July 2021. Moreover, the results demonstrated
that false news had a faster spread than Misleading
and Fake news, e.g.,, in one month, 450 False news
were published in different countries, while
Misleading news reached this extent in about three
months. Therefore, the spread of false news about a
pandemic happens in a shorter time. However, there
is a need for further studies in this regard.

The present study's findings revealed that False and
Misleading news in 2020 (the first year of the
pandemic onset) is mainly related to the
transmission category, while one year after the
pandemic onset, most of the claims are related to the
Prevention category. Furthermore, news on the
transmission of COVID-19 has significantly decreased
in the second year of the pandemic.

According to the findings, the Fake claims about
COVID-19 are related to the Prevention category. The
Internet can be an excellent tool for self-education
[53], and online health information impacts the
health decision-making of individuals [54, 55].
However, the current study's findings showed that
people who have gone through the Internet to gather
information on COVID-19 might have been exposed
to fake information. Given that misinformation has
impacted people's anxiety regarding COVID-19 [56]
and may reduce the preventive activities of audiences
of such information [57, 58]. Therefore, healthcare
providers, especially the Ministry of Health of all
countries, should inform people about the quality of
claims available on the Internet and guide people to
credible resources such as the WHO website to collect
trustable information on health issues, including the
COVID-19 pandemic. Also, there is a clear need to
understand better how people comprehend claims
related to COVID-19 on the Internet, as studies show
that the readability of COVID-19 information is over
the recommended level and may lead to the
misunderstanding of that information [13, 59, 60].

In this study, the origin of claims on COVID-19 was
also explored. Findings revealed that social media are
the most commonly used vector of misinformation on
COVID-19. Accordingly, Facebook, followed by
Twitter, had the most considerable portion of
published misinformation. The role of social media in
disseminating misinformation related to the COVID-
19 pandemic has been seen in several studies [42,
61]. The misinformation on social media has
impacted vaccine hesitancy as a study on Lebanese
students showed that the use of Facebook created the
worst attitude towards vaccination compared to
other social networks [62]. Another study indicated a
highly polarized and active antivaccine conversation
primarily influenced by political and nonmedical
Twitter users. In contrast, less than 10% of the tweets

stemmed from the medical community,
demonstrating a lack of active healthcare
professional connectivity in addressing COVID-19
misinformation [63]. Social media are probably used
for the possible viral dissemination of information
due to the lack of strong or centralized editorial
policies. However, due to the importance of the
problem, it is worth noting that Facebook and Twitter
closely collaborate with WHO [59] to inform their
subscribers of misinformation available on COVID-19
on those networks.

The present study's findings revealed that the vaccine
and mask-related keywords have the highest
frequency among the titles of misinformation. Among
them, keywords related to the AstraZeneca vaccine
were much more prevalent than other vaccine
brands. These results confirm the findings of a study
that indicates online platforms present several
challenges in the form of misinformation, including
'anti-vaxx' messaging [54]. Moreover, issues related
to vaccine hesitancy [64] and mask avoidance can
result from disseminating misinformation on the
Internet because online information is a resource for
people's education and self-education is a crucial
component of vaccination decision-making [53].
Notably, that emerging technologies such as text
mining or natural language processing techniques
can be applied to recognize Fake or False health
information related to health topics, including the
COVID-19 pandemic. The latest data mining
algorithms can successfully identify fake news and
remove them from online platforms [65, 66]. Using
these technologies, Facebook has removed false
claims, as flagged by leading global health
organizations that could lead to physical harm [59].

According to this study, websites included a small
portion of misinformation related to COVID-19.
Therefore, websites seem to be a more reliable
source of COVID-19 information than social media.
Nevertheless, in many studies on other health topics,
it has been mentioned that health information
websites are not a reliable source of health
information [13, 14, 67]. So, possibly small number of
specialized websites are possibly involved in the
current phenomenon. However, more studies are
needed in this regard.

The country of origin was also explored in this study.
The findings demonstrated that developing countries
are connected to a large portion of misinformation
than developed ones.

The three most involved countries in the spreading of
misinformation were the United States of America,
Ukraine, and India. These findings prove the alert of
the chair of a US representatives committee, which
has indicated, “Since the pandemic began, Americans
have been targeted by an unprecedented level of
misinformation about the coronavirus [61].
Additionally, the findings of the present study are
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consistent with the results of a study by the United
Nations Development Programme (UNDP), which
showed that Ukrainians’ health could be damaged by
an ongoing “Infodemic” of False and Misleading
information about the novel coronavirus pandemic
and the Infodemic is a real threat to public health in
Ukraine [68]. Coronavirus misinformation spreads
wildly online, including on social networks like
Facebook, Twitter, and YouTube" [61].

Finally, it seems that spreading misinformation can
lead to more disease prevalence in the community.
This can be considered an alert for countries with
high dissemination of misinformation in the current
pandemic and in epidemics and pandemics that may
happen in the future.

CONCLUSION

This study concluded that the primary
misinformation published about COVID-19 falls into
the Prevention and Transmission categories that,
over time since the onset of the outbreak, the
percentage of misinformation in the field of
prevention has increased gradually.

Currently, misinformation in preventing this
pandemic can be one of the most significant
challenges for health systems because they make the
disease more difficult to control and prevent, and
make the way to end the outbreak more difficult.

Social networks have an elevated share in
disseminating misinformation, and the social
network Facebook was recognized as the most
popular one in terms of disseminating such news.
Therefore, to control the pandemic, which has
disrupted many aspects of human life, social
networks need many efforts to reduce the spread of
misinformation related to this disease.

Both developed and developing countries have
poorly performed in disseminating misinformation
news. Among these countries, the United States,
Ukraine, and India had the worst situation in this
regard. These conclusions highlight the importance
of preventing misinformation news as a factor in
preventing the spread of disease in communities and
is a wake-up call for countries with high levels of
misinformation news, not only in the COVID-19
pandemic but also in possible future epidemics and
pandemics. Therefore, it is suggested that social
networks make more efforts to prevent the spread of

this type of news. Besides, the WHO and health-
related institutions should prevent the spread of this
news by informing and using the latest technologies
and trying to reduce this information to pave the way
for a pandemic to move towards control or possible
termination. Moreover, empowering people in the
assessment of internet-related information seems
critical [69]. Furthermore, studying the psychological
mechanisms increasing people's sensibility to fake
news and considering the role of fear of disease but
also the socio-political factors contributing to the
popularity of such phenomenon (i.e., feeling of
inequity, lack of confidence in local authorities, social
inequities, etc.) are of importance.

Limitations

The study is based only on Poynter and may not take
into account all the news available on the Internet
however Poynter had some advantages including
having a database that unites fake news and debunks
them with supporting articles from fact-checkers in
more than 70 countries and 40 languages.
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