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Abstract

Any unauthorized action that interferes with the regular functioning of a wired or wireless network is
referred to as an intrusion. Wireless mesh networking (WMN) technology has been essential in providing people
with ubiquitous access to the Internet at a reasonable and affordable price. Such networks provide universal,
high-speed, and cost-effective connection, which is critical for many public services. Malicious attacks,
particularly in multi-hop environments, can take advantage of WMNs' decentralized design and accessible
media. As a result, it is vital to design these networks with privacy, security, and resiliency. Intrusion detection
systems (IDS) are a great way to detect both internal and external attacks. In this work, we used modern
technologies such as machine learning to automate IDS. We used publicly available CICIDS2017 data
downloaded from the internet for IDS purposes. The raw data was pre-processed to prepare it for analysis.
Significant features were chosen using three separate algorithms.: Mutual Information (MI), Correlation-based
Feature Selection (CFS), and Particle Swarm Optimization (PSO). These selected features were then fed into
Machine Learning (ML) models, specifically Support Vector Machine (SVM), K-Nearest Neighbors (KNN),
Random Forest (RF), and Attention-based AutoEncoder (AAE). Accurate IDS relies on determining the best
combination of Feature Selection (FS) and ML model. Through experimental study, we discovered that the
combination of PSO and AAE produced the best accuracy of 99.54%, with the lowest false prediction rates of
0.48% and 0.44%. Following closely, the combination of PSO and RF yielded higher results, with an accuracy
of 98.9%.
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Introduction

WMN designs are divided into two categories: infrastructure-based and infrastructure-less [1].
To provide broadband service coverage over a large region, an infrastructure-based WMN uses mesh
clients, gateways, and routers. With the multi-hop connection mechanism, mesh routers may be easily
set up and expanded to cover large areas [2]. The further you are from the gateway, the slower your
internet speed will be. Both mobile and stationary nodes can be supported by WMNs with the right
configuration. Ad hoc networks, on the other hand, can function without mesh routers or gateways, in
contrast to infrastructure-free WMNSs. Instead, these WMNs establish routing capabilities between
source and destination nodes through a multi-hop pathway. In situations characterized by frequent
movement and change, infrastructure-free WMNSs are preferable [3].

Infrastructure-less WMNSs are limited in scope due to memory restrictions, processing speed
constraints, limited bandwidth, and energy consumption. As a result, it is preferable to incorporate
WMN characteristics that are more energy-efficient and consume fewer resources [4]. Conventional
WMN s are vulnerable to a wide range of active and passive network security risks, including Denial
of Service attacks. Multi-hop decentralized and heterogeneous networks, such as WMNs, have several
features and weaknesses that academics are working to address. A secure network is built on three
pillars: availability, integrity, and privacy. At present, WMNs may be safeguarded in a variety of
methods. However, many solutions are insufficient, either because they are overly specific to a single
application or because they fail to handle a wide range of security risks. It's worth mentioning that the
bulk of the proposed solutions have centered on the network layer of WMN. Network layer security
approaches can manage a few routing attacks, but they cannot handle physical, transport, or Medium
Access Control (MAC) attacks [5].

A lightweight IDS is ideal for WMNSs as it can detect and prevent a variety of security threats
[6]. An IDS is not the ideal initial line of defense against network security breaches due to its passive
nature. IDSs detect security risks and alert relevant parties when triggered by programmed alarms. In
reality, there are two main forms of IDS. Rule-based IDSs get their information from a database of
previously documented attack signatures. In contrast, anomaly-based IDSs monitor network patterns
and identify any deviations from the usual potential intrusions. When identifying IDS using the
provided detection method, a third kind may be seen. Specification-based IDSs identify suspicious
activity by labeling certain program behaviors. IDS affects all three levels of the OSI model, although
the MAC, physical, and network layers have attracted the majority of study focus [7].

In WMNS, IDSs play a vital role in ensuring network security. To automate the IDS process,
ML models are employed in conjunction with FS techniques. Three ML models are utilized for
automatic IDS in WMNs: SVM, RF, and KNN. These ML models are chosen for their effectiveness
in handling complex datasets and their ability to classify network intrusion accurately.
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Literature Survey

This section provides a review of the most recently published works on IDS in WMNSs. The
article [8] proposes an IDS for BLE mesh networks that is based on ML. To detect known threats in
the BLE mesh network, such as black hole and grey hole attacks, the IDS employs a single watchdog
node. Data from the network layer is regularly updated by the watchdog configuration into the Message
Queuing Telemetry Transport (MQTT) broker. The database also keeps the BLE mesh packets that
have been timestamp-encoded. To test IDSs, the target attack node can switch between attacks with
the touch of a button. The technology uses machine-learning techniques to detect network breaches.
In this project, they alter the watchdog's position and test its ability to detect threats. The ML model
categorizes assaults as legitimate, grey-hole, or black-hole. It all boils down to a web app that shows
the detection status of the BLE mesh network. Stacked ensemble learning, as explained in the article
[9], integrates numerous ML approaches to increase attack detection, as opposed to classical learning,
which focuses on a single algorithm. To assess the stacked ensemble system's performance, researchers
utilized NSL-KDD as a benchmark and compared it to other well-known ML techniques. Compared
to other methodologies currently available, the experimental results show that stacked ensemble
learning is the best strategy for attack categorization. The recommended solution outperforms rival
intrusion detection approaches.

The paper [10] proposes an enhanced empirical-based component analysis for FS. This
proposed FS strategy combines the advantages of principal component analysis with empirical mode
decomposition to conserve the majority of significant traits. The author utilized LSTM (Long Short
Term Memory) to categorize the attack node based on the selected criteria. When compared to state-
of-the-art techniques, the suggested framework validated the datasets. In terms of performance
measurements, a comparison with existing approaches revealed that the suggested solution was
effective. An intrusion detection system (IDS) for mobile ad hoc networks (MANETS) that makes use
of stacked autoencoders is the subject of research [11]. A Stacked autoencoder-based MANET
approach (Stacked AE-IDS) is proposed in the study to model essential traits with high-level
representation and decrease correlation. This technique applies a correlation reduction to the
autoencoder's output, making it identical. The proposed DL-based intrusion detection system use
labeled datasets for intrusion detection and focuses on Denial of Service (DoS) attacks, particularly
those that target mobile network routing services. By implementing the proposed Stacked AE-IDS
method, MANET security can be improved. This method enhances the effectiveness of IDS.
Researchers [12] employ ML algorithms for intrusion detection. A further use of FS is in selecting the
most effective and efficient features. An approach to FS that combines the RF model with the Pearson
correlation coefficient is suggested in the study. Train and test the ML models using the TON IoT
dataset. This dataset contains whole new types of attacks and attributes. Train and evaluate multilayer
perceptrons (MLPs) and LSTMs. The three primary criteria for evaluation are recall, precision, and
accuracy. The results show that employing Decision Trees (DT) for ML and MLP for DL yields
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optimal accuracy with low false-positive and false-negative rates. The results also suggest that ML
algorithms are effective at detecting network breaches.

The fundamental goal of the study [13] is to evaluate the endurance of ML-based IDSs. The
testing dataset accounts for the development of both attack types and network architecture, allowing
the proposed approach to more properly assess the long-term effectiveness of an ML-based IDS. We've
included six of the most popular ML models for IDSs. The studies using the CIC-IDS datasets showed
that ANN and SVM are the most resistant to overfitting. Furthermore, while both DT and RF perform
well on the training dataset, the experimental findings show that they are the most prone to overfitting.
However, when the difference between the two datasets is small, all of the models may perform well,
according to the LUFlow dataset research. Research [14] provides an investigation of ML-based IDS
in the IoT that incorporates a variety of feature extraction approaches and many ML models.
Several feature extractors, including image filters and TL models like DenseNet and VGG-16, were
examined in this work. Examined different ML methods while considering all of the identified feature
extraction methodologies. Using the IEEE Dataport dataset, the study evaluated all integrated models
comprehensively. The findings showed that the most accurate approach was the combination of VGG-
16 with stacking.

Methodology

The primary aim of this study is to develop an IDS for WMNSs. To accomplish this objective,
publicly available intrusion data specific to WMNs is utilized. However, as this data may contain
imperfections, various data pre-processing techniques are applied to enhance its quality. Following
data pre-processing, the most pertinent features are selected using three distinct methods: MI, CFS,
and PSO. These FS techniques help identify the key features that contribute significantly to the
detection of intrusions in WMNs. Subsequently, the selected features from each technique are inputted
into three different ML models: SVM, KNN, RF and AE. The performance of each combination of FS
technique and ML model is then evaluated using various performance measures. Through this
evaluation process, the optimal combination of FS and ML model for IDS in WMNss is determined.
The research flow of the ML-based IDS methodology is visually represented in Figure 1.

The CICIDS2017 dataset [15] was created by the Canadian Institute of Cyber Security as an
element of the intrusion traffic categorization method. There are seven different types of attacks
employed in this dataset. The test infrastructure has been split into two separate networks: the attack
and the victim. In both networks, we discovered the usual suspects: routers, firewalls, and switches.
This dataset was created with attack variety, anonymity, available protocols, comprehensive network
traffic and interaction capture, and entire network configuration definition. The CICFlowMeter
application was used to tag the 2,830,540 flows in the CICIDS2017 dataset, each of which had nearly
80 attributes. As a result, the dataset is high-dimensional, multi-class, and unevenly distributed among
classes. There are 11,522,402 packets in total, representing network activity in packet format.
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Fig. 1. Research flow of IDS using ML in WMN.

It is common practice to process raw data before preparing it for use in an ML model [16]. This
is the first and most critical step in creating an ML model. Data cleansing entailed filtering out
undesired noise. At this phase, the study addressed missing values by either removing them or
replacing them with an average value. All outliers and superfluous features were removed from the
data, making it usable. At this point, we standardized the data by scaling the features to a common
range, where necessary. Normalization is defined as the scaling of attribute values in a dataset [17]. It
is a data preparation approach. Normalization occurs when data dimensions are changed to match those
of a standard distribution. In the last phase, the dataset was divided into two parts: training and testing.
To determine the standards, use Equation (1):

— XiTH
z =% [1]

Let z represent the normalized value of x, x; represent the individual data point, p represent
the mean of the dataset, and o represents the standard deviation of the CICIDS2017 dataset.

Feature Selection

In this section, we focus on the selection of important features from the dataset using three
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distinct FS methods: MI, PSO, and CFS.
MI

MI is a prominent FS method that accurately identifies important features irrespective of data
distribution [18]. Because of this quality, it is perfect for use in early detection instances when there
aren't enough attack patterns in the data. Ml is a statistic that quantifies the amount of information that
two discrete variables have about one another. Equation (2) provides the computation for MI.

where p(x) and p(y) are the marginal distributions of x and y, respectively, and p(x,y)
denotes the joint distribution of x and y, and H (X|Y) is the conditional entropy of X given Y. Equation
(3) is used to calculate entropy H (X).

H(X) = Txex p(x)log(p(x) [3]
To determine the conditional entropy H(X|Y), we use Equation (4).
HXIY) = =% ey () Zxiex p(x:ly;) log(p(xily)) [4]

Equation (5) represents the generic expression for the linear combination of Shannon
information elements.

J(Xy) = 1(X); Y) — ﬁZXjesl(Xj;Xk) + VZXjESI(Xj;Xkly) [5]

This Expression consists of equations (6) and (7), representing relevancy and redundancy.
Equation (6) represents the relevancy term, whereas Equations (8) and (9) combine marginal and
conditional redundancy to form the redundancy term. The weights of these two factors, represented by
parameters 3 and y, range from 0 to 1.

1(Xi;Y) [6]
B Xxes (X5 Xi) + v Zxjes 1 (Xj Xe|Y) [7]
B Zxes 1(Xj3 Xi) [8]
¥ Xxjes 1(Xj XiY) [9]

1(X;Y) denotes the candidate feature X} ’s MI with the label Y, while I (X X k|Y) denotes the
conditional MI with other features X; in the set § given the label Y.
CFS

Classical filter algorithms, such as CFS [19], select features based on the results of correlation-
based heuristic assessment functions. If a subset's features are closely related to the class but not to
one another, this function will favor that subset. Features with poor class linkages should be ignored,

1018



Frontiers in Health Informatics www.healthinformaticsjournal.com
ISSN-Online: 2676-7104

but features with strong relationships to other features should be prioritized when selecting recurring
features. The extent to which a feature anticipates classes in parts of the instance space not previously
anticipated by other features is the criterion for recognizing the feature. The CFS function for
evaluating feature subsets is as follows:

M, - My [10]

/k+k(k—1)+m
Eq. (1) denotes the heuristic evaluation for a IDS feature subset s with k features as M. Here,
7¢r 1s the average degree of correlation between features and the category label, and 77 is the average
degree of inter-correlation among IDS features. A technique that uses feature-subset-based correlation
can be used to evaluate CFS. An approach's evaluation value will rise if it identifies smaller 7¢; or
larger 7;rsubgroups in the acquired data. The training and testing sets are reduced using the features
that have the highest evaluation value.

PSO

Kennedy and Eberhart [20] developed the PSO algorithm based on evolutionary computation
swarms. This meta-heuristic method constructs a less complex model by taking cues from avian actions
and habits. By first examining what is known as the "local best" response on an individual particle
level, PSO eventually determines the "global best" solution by combining the findings of all procedures
[21]. Each practice has two features: position and velocity. The former shows the direction of travel,
while the latter denotes the rate of progress along that route. Throughout the search phase, the
algorithm is constantly updating the velocity and position features; iteration ceases when the algorithm
reaches the termination condition. The PSO method uses the following five steps to achieve optimal
searching. To begin, specify the beginning population and velocity for each particle.

The initial velocity is determined in the first step, and each particle seeks an optimal solution.
Every particle in each loop is assigned a solution that matches the local best, which affects how fast
particles move. When it comes to particles, the best strategy is one that functions on a global level. In
this stage, the velocity is updated as indicated in Equation (11):

17]§+1 = a)vj(i) + (01 * rl(localbestj - xf)) + (cz * Ty (globalbestj - x}))  Umin < vji < Vmax [11]

where v(i) is the velocity of the ith iteration, x(i) is the position of each particle, w is the
inertial weight coefficient, r; and r, are interval numbers, and I is the number of repetitions. Following
the measurement and updating of the particles' velocity, each particle searches in the search space with
a new velocity. The fitness function is then used to compute and update the fitness level. The fitness
value is utilized to refine the local and optimal solution. Here is a description of the local best update:

Xj.i+1 = Xj(i) + vj(i+1);j =12, ...,n [12]
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After ensuring that the termination criteria have been met, the search procedure proceeds;
otherwise, it returns to Step 2. Finally it write the important IDS features from the CICIDS2017 dataset.

Machine Learning Model

After FS, the most important features are fed into three ML models: kNN, SVM, RF and AE.
In this section, we will delve into the workings of each ML model.

KNN

The kNN algorithm, one of the most common ML algorithms, has long been used to solve a
variety of real-world problems [22]. In the feature space, the kNN algorithm assumes that if the
majority of its k-nearest neighbors belong to the same category, the sample must as well. With kNN,
each new instance is allocated to the class with the most occurrences among the k training examples.
The k-nearest instance appears instantly in the training data set. The k-value setting, distance
measuring method, and decision rules all influence the classification outcome of kNN. Among these,
"the minority obeys the majority" is a typical rule for reaching a consensus. The k-value and distance
tests are frequently used as optimization objectives.

In kNN, the only parameter is the k value. When using kNN for prediction, the k value you
select makes a significant difference. Using a moderate k number will result in large prediction errors
and may introduce noise. Underfitting will occur if the k-value is large. The prediction model is
oversimplified in this scenario. It is also a significant factor influencing kNN prediction for spatial
sample distance measurement. The angle cosine distance, the Mahalanobis distance, and the Euclidean
distance are some of the most commonly used distance measurements [23]. For the sake of the
calculation, a closer proximity between the two samples implies a strong likeness, while a greater gap
between them suggests low similarity. If the D-dimensional feature has two samples, x; and x;, we

may simply describe x; = (i1, X, ..., X;p) and x; = (le, Xj2y enees x]-D). The wvalue of
d(xi, xj)indicates the distance between two representative samples. As shown in Equation (13), kNN
frequently uses the Euclidean distance to measure sample similarity.

d(x; %) = \/Z;€=1(xik - x3)’ [13]
SVM

Vapnik [24] introduced SVMs for pattern detection and classification. SVMs employ the
concept of inductive structural risk minimization from statistical learning theory to construct sets of
high-dimensional hyperplanes. The primary objective of SVMs is to identify a hyperplane in an n-
dimensional space that effectively separates points belonging to different classes [25]. The functional
margin, representing the distance between the hyperplane and the training data point, serves as a
measure of the classification's reliability. In maximum margin classifiers, hyperplanes with the largest
functional margin to the nearest training data point are considered optimal for data separation. These
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nearest points in the training data set are referred to as support vectors.
f) = Qi ayix) ' x +b [14]
= Y1 ayi(x, x) + b [15]

Let x be a vector with n dimensions that represents the data to be categorized. x; is the feature
vector of a training data and y; is equal to 1 or -1. If x; is a member of either class 1 or class 2, «;
represents the Lagrange multiplier, and (, ) represents the inner product operation. The membership
status of x can be determined by the sign (+ or -) of f(x) computed using Equation (14). While there
may be finite-dimensional classification problems in practice, discriminations requiring sample data
are frequently non-linear, necessitating more complex separation procedures within this finite space.
The data is projected onto a high-dimensional space to aid separation, as these samples cannot be
separated linearly. Next, we can recast the decision function as follows:

f(0) = Xty aiyi(p(x), p(x)) + b [16]

The change from the initial, lower dimension to the higher one is represented by ¢. The
hyperplanes are displayed as groups of points with a constant dot product when a vector is present in
the higher-dimensional new space. Hyperplanes are vectors that can be considered as such. Dot product
calculations in three-dimensional spaces might be tricky, but the kernel function is there to help. An
accurate definition of a kernel function would be one that:

K(x,z) = ($(x), $(2)) [17]

On a low-dimensional space, the inner product (¢(x;), p(x)) can be easily computed using
K (x;, x). As aresult, the proper specification of kernel parameters and the functional margin determine
SVM accuracy. It is possible to accurately separate small data samples using appropriate Support
Vectors, but additional data points may necessitate more complicated mappings.

RF

One of the most well-known ensemble learning approaches, RF, is frequently used for
classification issues [26]. It is an advance over bagging in that it employs feature randomness to
generate a network of autonomous DTs. The RF method averages the results of numerous DTs to
arrive at the final decision [27]. The RF algorithm combines predictions from several DTs, making it
an excellent example of ensemble learning. Its classification and regression capabilities make it an
adaptable tool. Follow these steps to finish the RF learning process.

e To begin, RF divides the initial training data into pieces using bootstrap sampling.

e The RF randomly selects a subset of features for each DT. It is usual practice to utilize the
"max_features" hyper-parameter to define how many features should be included in the subset.
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e DTs for each subset are created by combining the bootstrapped sample with a randomly selected
feature subset.

e Following the construction of each DT, predictions are created by averaging or voting on each
tree's predictions, depending on the task at hand. When creating a prediction in a classification
task, the most voted class is selected.

An RF ensemble with N DTs can be defined. Every DT, T;, is constructed from the first training
dataset, D, with a bootstrapped sample, D;. Furthermore, for each tree, a random subset of features (F;)
is selected. One approach to describing the RF prediction function for classification tasks is:

Ypreda = argmax (wm(l\]ﬂ) ,i=1toN) [18]

Tree predictions for input features X are denoted as T;(X), Ypreq is the predicted intrusion, and

the class with the most votes is returned by the function argmax (*). Here is a definition of the RF
prediction function for regression tasks:

Vprea = 2000) 1 o [19]

The predicted intrusion is denoted as yprq, and the prediction of tree T; for input features X is
represented as T;(X).
Attention-based Autoencoder

In the proposed attention-based autoencoder, encoder, decoder, and attention module are built
using dense layers of a feedforward neural network. The encoder module encodes the input features
into a latent space, which the decoder subsequently reconstructs back to the original input dimensions.
Equations (20) and (21) express the two components of the autoencoder as follows:

$p:x—Z [20]
Y:Z->x [21]
Where ¢ represents the encoder function, y represents the extracted features, Z represents the

latent representation (LR), which is the compressed feature space learned by the encoder, 1 represents
the decoder function, and ¥ represents the reconstructed output.

Encoder: This module learns to compress the input data's dimensions to encode the LR of the
features, while the decoder reconstructs the output from this encoded LR. The encoder in this design
consists of three dense layers, with 64, 32, and 16 neurons, respectively. Equations (22) and (23)
represent the first and last layers, respectively.

Z, =o0(W; *x; + by) [22]
Zy =0(W;s x [c(W, x [c(W; * x1 + by) + by] + b3) [23]
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Where, x; represents the input data, W,, W,, W5 and b, b,, b3 represents weight and bias, o
represents activation function, and Z;, Z; represents the outcome of the first and last layer.

Attention: This module employs a probability operation to predict the result from the bottleneck
vector representation. Multiplying the predicted result produces a context vector. The decoder then
uses this context vector as input and reconstructs the data to the original dimensions encoded by the
encoder. Equation (24) computes the attention score using a single neural network (NN) layer e;; ,

following Luong's multiplicative attention mechanism.

Where, e;; represents the NN outcome, W and b represents the weight and bias, and Z
represents the LR. The result value o;; is derived using the sigmoidal function, as shown in Equation
(25). The obtained result values o;; are then multiplied by the encoder’s LR, as calculated in Equation
(26).

1

- 1+exp™*

Cr = Xj=10ij *Z; [26]

O'l'j [25]

Where, C, represents the attention vector of the final layer and Z; represents the encoder’s LR.

Decoder: This module reconstructs the LR which consists of 3 layers with 32, 64, and 128
neurons, respectively. The first two layers employ the ReLU, while the final layer uses a sigmoid to
determine the probability distribution. The initial and final layer is indicated by the Equation (27), and
(28).

01 == U(Wl * Ct + bl) [27]
03 = o(W3 * [c(W; * O1 + by) + by] + b3) [28]

Where, C; represents the context vector, W;, W,, W5 and b4, by, b3 represents weight and bias,
o represents activation function, and O3 represents the final decoder reconstructed output.
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Finally, the Categorical Cross-Entropy Loss is determined by comparing the actual intrusion
Xy With the anticipated intrusionX,,;.

Loss = — XN X1 yijlog (pi)) [29]

Where N stands for the sample size, C for the number of classes, p;jfor the anticipated

probability that sample i belongs to class j, and y;; for the binary indicator (0 or 1) that class label j is

the correct classification for sample i. The AE model uses the RE function for network intrusion
detection tasks, which involves identifying suspicious network traffic samples.

Experimental Outcome

Intrusion detection is critical for improving the WMN’s security. In this investigation, we used
the publicly accessible IDS dataset CICIDS2017. Following the requisite preprocessing, which
included managing missing values and feature scaling, the dataset with many features was submitted
to FS methods such as MI, CFS, and PSO. The selected features from each approach were then fed

1024



Frontiers in Health Informatics
ISSN-Online: 2676-7104

www.healthinformaticsjournal.com

into three machine learning models: SVM, KNN, RF, and AE. The goal was to find the optimal
combination of FS and ML models for IDS. Performance was evaluated using a variety of metrics,
including accuracy, specificity, sensitivity, precision, F1 score, false rejection rate (FRR), and false
acceptance rate (FAR) [28, 29].

The combination of MI and ML models produced encouraging results. The accuracy of KNN,
SVM, RF, and AAE was 95.76%, 96.08%, 96.72%, and 97.25%, respectively. SVM has the highest
accuracy of the three models. Other parameters, such as specificity, sensitivity, accuracy, and F1 score,
were all high, with RF displaying the highest values. Furthermore, AAE had the lowest FRR and FAR
scores at 2.24% and 3.07%, respectively.

Table 1. ML model performance using MI features for IDS

Model KNN SVM AAE

Accuracy 95.76 96.08 96.72 97.25
Specificity 95.9 96.36 96.27 97.05
Sensitivity 95.61 95.79 97.19 98.4
Precision 95.69 96.1 96.17 97.56
F1 95.65 95.95 96.67 97.97
FRR 4.39 4.21 2.81 2.24
FAR 4.1 3.64 3.73 3.07

When using CFS features, AAE demonstrated the highest positive metrics and the lowest
negative metrics. All positive metrics were greater than 98.5%, while negative metrics were lower than
1.5%, indicating excellent performance.

Table 2. ML model performance using CFS features for IDS

Model KNN SVM AAE

Accuracy 96.38 98.16 97.52 99.2
Specificity 96.18 98.11 97.75 98.7
Sensitivity 96.58 98.21 97.3 98.89
Precision 96.16 98.13 97.76 99.04
F1 96.37 98.17 97.53 98.47
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FRR 3.42 1.79 2.7 1.24

FAR 3.82 1.89 2.25 0.86

Evaluation of PSO features with ML models revealed superior performance compared to the
other methods. The metrics of PSO+AAE surpassed 99.5% for positive metrics, while negative metrics
were very low, less than 0.5%.

Table 3. ML model performance using PSO features for IDS

Model KNN SVM RF AAE

Accuracy 97.86 97.95 98.9 99.54
Specificity 98.31 98.3 99.04 99.56
Sensitivity 97.42 97.6 98.76 99.52
Precision 98.32 98.29 99.04 99.56
F1 97.87 97.94 98.9 99.54
FRR 2.58 24 1.24 0.48
FAR 1.69 1.5 0.96 0.44

Comparing the performance of the three FS methods with the four ML models, the combination
of PSO features with AAE showed the best overall performance. The positive metrics comparison of
various FS methods with three different ML models is illustrated in Figure 3, while the negative
metrics are depicted in Figure 4. These results demonstrate the effectiveness of PSO in combination
with AAE for enhancing IDS in WMN:Ss.
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Fig. 4. Negative performance comparison for different combinations of feature selection and ML models

Our evaluation indicates that the proposed PSO+AAE method achieves superior results for IDS
in WMN. To assess the performance, we compared our results with four existing works from the years
2022 and 2023, all of which utilized the same CICIDS2017 dataset for IDS evaluation. The detailed
comparison is summarized in Table 4. The study referenced as [30] implemented a Decision Tree
model, resulting in an accuracy of 94.72%. The work cited as [31] utilized a Convolutional Neural
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Network (CNN), significantly improving the accuracy to 98.61%. This marked improvement
highlights the potential of deep learning models in enhancing IDS performance. In reference [32], a
hybrid model combining CNN with Gated Recurrent Units (GRU) was employed, further boosting the
accuracy to 98.73%. Reference [33] also employed a CNN model, achieving a slightly higher accuracy
0f 98.96%. However, our proposed PSO+AAE method surpasses all the compared methods, achieving
an accuracy of 98.99%. This result signifies the potential of our approach in providing more reliable
and secure WMN environments.

Table 3. Comparison of our proposed method with existing works

Model [30] [31] [32] [33] Proposed
Method

Accuracy 94.72 98.61 98.73 98.96 98.9
Specificity - - - - 99.04
Sensitivity 99.33 96.95 - 99.2 98.76
Precision 98.38 97.05 - 98.7 99.04

F1 86.93 98.09 - 98.94 98.9
FRR - - - - 1.24
FAR - - - - 0.96

Conclusion
Security is a significant concern in WMNSs. An IDS protects against these threats by monitoring

data flow in real-time. In our research, we endeavor to address this critical need for network security
by proposing a comprehensive methodology for automatic IDS within WMNs. This methodology is
structured around four key steps. First, the data is collected and processed. Second, FS methods (MI,
CFS, PSO) are employed to identify important features. Third, the selected features are used as input
for ML models (SVM, KNN, RF, and AE) to detect intrusions. Finally, the best combination of FS
and ML models is identified using performance measures. The PSO method combined with the three
ML models yields better results than the other two methods. Among the three ML models, AAE
achieves the highest accuracy of 99.54%. While we use publicly available data in our research, in the
future, we aim to compile our dataset utilizing state-of-the-art simulation tools like Network Simulator
3 (NS-3). This will allow us to verify and expand our findings. We aim to enhance the reliability and
practicality of our proposed technique by supplementing it with real-world data.
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