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ABSTRACT 
Modern society relies extensively on digital technology, which plays a critical role in various domains, including 
banking, e-commerce transactions and cyber security such as managing computer passwords. This widespread 
integration highlights the importance of secure, efficient digital systems in our daily lives. Therefore, safeguarding 
information during storage and sharing is essential. Cryptography is the study of secure communication that uses 
advanced mathematical algorithms to transform an original message into an unreadable format. Cryptography is the 
science of protecting information by transforming it into a secure format so that only authorized parties can understand 
it. It involves techniques and algorithms that convert plain data, or "plaintext," into an unreadable format, called 
"ciphertext," using encryption methods. Graph theory is utilized in cryptography since graphs can be easily transformed 
into matrices. This paper introduces a novel link between graph theory and symmetric cryptography to safeguard 
information from unauthorized access. The suggested method uses a matrix as the secret key, which increases the security 
of the cryptosystem. It transforms the plaintext into multiple graphs and displays these graphs in matrix form. 
Keywords:  
Multiple graph, Encryption, Matrix, Symmetric key cryptography. 
1.Introduction 
The field of cryptography is generally divided into two main branches: cryptography and cryptanalysis [5]. Cryptography 
refers to the science and practice of designing secure communication systems. Its primary goal is to create methods and 
algorithms that ensure the confidentiality, integrity, authentication, and non-repudiation of information. This includes 
encryption algorithms, digital signatures, hashing functions, key exchange protocols, and more. Cryptanalysis is the art 
and science of breaking cryptographic systems. It involves studying encryption methods in order to find weaknesses or 
vulnerabilities, allowing an adversary to decrypt data without the secret key or otherwise compromise the security of the 
system. Cryptanalysts often attempt to break cryptographic systems by discovering patterns or exploiting mathematical 
weaknesses.  In essence, cryptography focuses on securing communication, while cryptanalysis focuses on breaking that 
security. Both fields work together to improve the strength and reliability of cryptographic system. 
 In a cryptographic system, the sender is the individual or system that creates and sends the original message (plaintext), 
while the receiver is the intended recipient who receives and interprets the message. The attacker is an unauthorized 
entity who tries to intercept, read, or manipulate the message in an attempt to compromise the system's security. To 
protect the message from being intercepted by attackers, the sender uses encryption, which converts the plaintext into an 
unreadable format (cipher text) using an encryption algorithm and a key. Once the encrypted message reaches the 
receiver, they use decryption to transform the ciphertext back into its original form (plaintext) using a decryption key, 
allowing them to read the message. In symmetric-key encryption, both the sender and receiver use the same key for both 
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encryption and decryption, which must be kept secret between them. This type of encryption is efficient but requires a 
secure method for sharing the key between the communicating parties. Symmetric Key Cryptography and Asymmetric 
Key Cryptography are two fundamental types of encryption techniques used to secure communication and data. 
1.1 Symmetric Key Cryptography 
In symmetric key cryptography, both the sender and the receiver use the same key for both encryption and decryption. 
The key must remain secret between the two parties to ensure the security of the communication. This type of encryption 
is efficient and fast, making it suitable for encrypting large amounts of data. However, the challenge lies in securely 
sharing the key between the sender and receiver. If the key is intercepted by an attacker during transmission, they can 
decrypt the message. Common algorithms that use symmetric encryption include AES (Advanced Encryption Standard) 
and DES (Data Encryption Standard) 
1.2 Asymmetric Key Cryptography 
In asymmetric key cryptography (also known as public-key cryptography), two different keys are used: a public key and 
a private key. The public key is shared openly with anyone, while the private key is kept secret by the owner. In this 
system, the sender encrypts the message using the receiver's public key, and only the receiver can decrypt it using their 
private key. This eliminates the need to share a secret key ahead of time, solving the key distribution problem present in 
symmetric key cryptography. Asymmetric cryptography is slower than symmetric cryptography because of the more 
complex mathematical operations involved. Symmetric key cryptography uses the same key for both encryption and 
decryption, making it fast but requiring secure key sharing. Asymmetric key cryptography uses a pair of keys (public 
and private) to encrypt and decrypt messages, which provides more secure key exchange but is slower. 
In [2], a new way of applying graph theory in cryptography is discussed. The original message is represented in terms 
of a graph, such as a Hamiltonian graph (a graph that contains a Hamiltonian cycle, meaning a cycle that visits each 
vertex exactly once). This can paths in the graph.This graph is then converted into several matrices and sends to the 
receiver.In [2], a novel approach to utilizing graph theory in cryptography is introduced. The original message is 
encrypted into a Euler graph, which is subsequently transformed into multiple matrices and transmitted to the receiver. 
In [4], a modified Affine cipher algorithm is presented. In this method, each character of the plaintext is transformed into 
a numeric value, which is then represented as points on a graph. This graphical representation is transmitted to the 
receiver. In [1,3],a novel encryption algorithm introduced based on graph theory. In this approach, the plaintext is divided 
into multiple blocks, which are then transformed into graphs. The graphical representations are subsequently transmitted 
to the receiver. 
This paper proposes a novel algorithm for encrypting and decrypting messages using graph theory, specifically 
leveraging the properties of Hamiltonian graphs in symmetric key cryptography. The remaining sections are organized 
as follows: Section II presents the mathematical preliminaries essential to the proposed algorithm. The methodology is 
detailed in Section III, while Section IV provides the conclusion and final remarks. 
2.Theoretical preliminaries 
2.1 Graph-  
A graph is a pair G= (V,E) ,where V={ v1,v2,v3,….} is a set of  vertices (also called nodes) and E={e1,e2,e3……} is a set 
of edges that connect pairs of vertices. The edges can be directed or undirected, depending on whether the connections 
have a direction (like arrows) or not. 
2.2 Complete Graph- 
A complete graph is a type of graph in which every pair of distinct vertices is connected by a unique edge. In other 
words, a complete graph has an edge between every possible pair of vertices. A complete graph with 𝑛 vertices is denoted 
by Kn. A complete graph with n vertices has n(n-1)/2 edges (in an undirected graph) [6]. 
2.3 Hamiltonian Graph- 
A Hamiltonian graph is a graph that contains a Hamiltonian cycle. A Hamiltonian cycle is a cycle that visits each vertex 
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of the graph exactly once and returns to the starting vertex. Every complete graph Kn (where n≥3) is a Hamiltonian graph. 
 
 
2.4 Weighted Graph- 
A weighted graph is a graph in which each edge is assigned a numerical value, called a weight. These weights typically 
represent costs, distances, or other metrics associated with traversing the edges between vertices [6]. 
2.5 Adjacency Matrix- 
An adjacency matrix is a square matrix D=(dij) used to represent a graph G = (V,E), where each element indicates whether 
pairs of vertices are adjacent or not in the graph. It is especially useful for representing weighted and unweighted graphs. 
For an unweighted graph, the matrix contains 1s (or True) to indicate that an edge exists between two vertices, and 0s 
(or False) otherwise. For a weighted graph, the matrix contains the weight of the edge between the vertices if an edge 
exists, and 0 (or some other marker, like infinity) if no edge exists. 
3. Proposed Methodology 
Table-1 Encoding Table 
A B C D E F G H I J K L M 
0 1 2 3 4 5 6 7 8 9 10 11 12 
N O P Q R S T U V W X Y Z 
13 14 15 16 17 18 19 20 21 22 23 24 25 
a b c d e f g h i j k l m 
26 27 28 29 30 31 32 33 34 35 36 37 38 
n o p q r s t u v w x y z 
39 40 41 42 43 44 45 46 47 48 49 50 51 

3.1 Steps of Encryption– 

1) Select a key (K) which is a square invertible matrix. 

2) Define the values for a and b satisfying the conditions;  and   where m=52. 

3) Convert each character of the plain text in to a numeric value , using the encoding table(Table-1). 

4) Obtain the letters , corresponding to the value , using the encoding table. 

5) Obtain the numeric values where z is the UTF-8 (Decimal) value of y. 

6) Obtain the letters , corresponding to the value ,using the encoding table. Here r is the 
difference between maximum and minimum indexes of the encoding table. 

7) Divide these letters into several blocks of size n-1 If block size<n-1, add padding characters to complete 
the block size. 

8) Represent each character of the block as vertices. Connect each vertex with a weighted edge. 

9) Make the graph complete by adding extra edges with random weights greater than m. 

10) Identify a special character for each block. If it is the initial block, then the special character is the letter 
corresponding to the summation of elements in K. If it is not the initial block, then the special character is 
the last character of the previous block. Add this special character to the beginning of the block. 

11)  Construct the corresponding adjacency matrix (M). 

12) C = M×K and send C to the receiver.. 

3.2 Steps of Decryption– 

1) Receive several matrices as cipher text (C). 

2) Calculate the matrix (M) where M =C×K-1 

3) Draw the weighted graph whose adjacency matrix is M. 
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4) Identify the special character of the initial block by using K. 

5) Convert all the vertices into letters using the encoding table and the edge weights 

6) 6) Convert all the characters (ignore the special characters) into numeric values (s), using the encoding 
table. 

7) Let p=s+(m×q) where  

8) Obtain the letters (y) whose ASCII value is p+r. 

9) Obtain the corresponding numeric value (x) of y using the encoding table. 

10) Obtain the letters corresponding to the value  a-1(x-b) which is the plaintext. 
3.3 Example– 
Suppose the plain text is “SeptembEr Lastˮ. 
Let a=19, b=43 and 

 
determinent of K = 8 is ≠0 .Hence

  exists. From the encoding table, 
m=52 , r=51-0 = 51, from K, n=5. 

 
 
 
 
Table-2 Encryption 
mechanism 
 

plaintext S e p t e m b E r L a s t 

x 18 30 41 45 30 38 27 4 43 11 26 44 45 

(19x+43)mod 52 21 41 42 14 41 37 36 15 28 44 17 47 14 

y V p q O p l k P c s R v O 

z 86 112 113 79 112 108 107 80 99 115 82 118 79 

(z-51)mod52 35 9 10 28 9 5 4 29 48 12 31 15 28 

d j J K c J F E d w M f P c 

 
Table-2 shows the calculations that need to be done in order to obtain the first set of ciphertext. 
 

 
 

 
 
Convert each character of the block into vertices and connect these vertices with weighted edges. See Figure1 
below. 

      
 

       
      
      
      
      
      
      
      

K=-145-32510701 0 5 5 2 1 0 -4 6 -1 -25-233
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Figure1: Weighted graphs 
The weights of the edges are given by using the encoding table. 

For example,  the  weight of the edge is calculated as follows: 
Weight  =(index of J)-(index of j) 
   = 9-35 
   = (- 26) 
Make these graphs complete by adding extra edges with random weights greater than m. 
Next, identify the special character for each block. 

           Special character of the initial block= char((sumK)mod m) 
                                                                           =char(44 mod52)  
                                                                              =char(44)   = s 

Special characters of the other blocks are assigned to be the last character of the previous block. Add these special 
characters to the beginning of each block. Figure 2 shows the complete weighted graphs with the special characters 
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The adjacency matrices (Mi) of the resulted graph are multiplied with the key matrix (K).  (Here i is the index 

of the block.) 
Ci = Mi*K 
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To decrypt, multiply the received ciphertexts (C1) with K-1 

Mi = Ci × K-1  

K-1 =
8

1
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M3 = 
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Now the  graphs of whole adjacency matrices are Mis. see Figure 3 below 
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Figure 3 Simplified graph 

We Know, 
           Special character of the initial block =char((sumK)mod m) 
                                                                           =char(44 mod52) 
                                                                           =char(44) 
                                                                            =s 
i.e. 0th vertex = s 
next, convert all the other vertices into letter using the encoding table. 
For example, 1st vertex can be converted into a letter as follows: 
1st vertex -0th vertex = (-9) 
1st vertex -44 = -9; because from the encoding table s=44 
1st vertex = -9+44=35 
1st vertex =j; from the encoding table 
Similarly, obtain the letter representation of the other vertices as well. Ignore the letters from special characters. 
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                                                             Table-3 Decryption Mechanism 
Ciphertext j J K c J F E d w M f P c 
       s 35 9 10 28 9 5 4 29 48 12 31 15 28 
P=s+(52*q) 35 61 62 28 61 57 56 29 48 64 31 67 28 
    P+51 86 112 113 79 112 108 107 80 99 115 82 118 79 
      y V p q O p l k P c s R v O 
      x 21 41 42 14 41 37 36 15 28 44 17 47 14 
(19)-1(x-43) 
Mod52 

18 30 41 45 30 38 27 4 43 11 26 44 45 

plaintext S e p t e m b E r L a s t 
 
The calculation to be done in order to obtain the plaintext is in Table-3. 
Ignore the last three characters as they are the padding characters. 
Therefore,  
Plaintext = SeptembErLast 
 
Discussion- 
In modern society, digital tools are integral to daily life, making the protection of shared information a critical task. 
Numerous algorithms have been developed to safeguard data from unauthorized access. An algorithm is considered 
secure if its ciphertext remains concealed even when an attacker possesses complete knowledge of the algorithm. Thus, 
the security of an algorithm depends on factors such as the difficulty of guessing the secret key and the challenge of 
deducing the plaintext from the ciphertext, even if the attacker has full access to it.  
The proposed method produces a ciphertext larger than the plaintext, enhancing security. It employs a 𝑛×𝑛 matrix as the 
secret key, which significantly increases the difficulty of guessing the key. Ciphertext is generated using matrix 
multiplication, adding another layer of protection to the plaintext. Moreover, the method creates multiple matrices as 
ciphertext, reducing the likelihood of an attacker obtaining the complete ciphertext and strengthening the algorithm's 
resistance to cryptanalysis. 
CONCLUSION 
Symmetric key cryptography uses the same key for both encryption and decryption, making it fast but requiring secure 
key sharing.In symmetric key cryptography, both the sender and the receiver use the same key for both encryption and 
decryption. The key must remain secret between the two parties to ensure the security of the communication. This type 
of encryption is efficient and fast, making it suitable for encrypting large amounts of data. However, the challenge lies 
in securely sharing the key between the sender and receiver. This paper proposes a new methodology to overcome this 
difficulty using graph theory.The proposed method effectively demonstrates the integration of graph theory and 
cryptographic techniques, leveraging Hamiltonian graphs and matrix transformations to achieve secure encryption and 
decryption. By introducing a unique approach to convert graphs into matrices and incorporating a secret key, the 
methodology ensures robust security. The inclusion of a practical example illustrates the feasibility and efficiency of the 
proposed process. Future work could explore enhancing scalability, optimizing computational efficiency, and applying 
the technique to diverse data formats, paving the way for broader applications in secure communication systems. 
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