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Abstract: In the realm of wireless networks, congestion management poses a critical challenge
due to the dynamic and dense nature of modern network traffic. Existing methods, which
predominantly utilize traditional routing and heuristic-based strategies, often fall short in
adaptability and efficiency, leading to degraded service quality and increased latency. This work
introduces a novel, integrated approach combining Bacterial Foraging Optimizer (BFO),
ensemble classification via Multi-Layer Perceptron (MLP) and Logistic Regression (LR), and Q-
Learning, which collectively address these limitations through enhanced path optimization and
congestion detection capabilities. The proposed model leverages the Bacterial Foraging Optimizer
for path finding, utilizing its bio-inspired mechanisms to emulate the natural foraging behaviors
of bacteria, thereby efficiently navigating the solution space to identify less congested routes. This
is complemented by the use of an ensemble classification system combining MLP and LR. MLP
excels in capturing complex nonlinear relationships within data, whereas LR provides insightful
probabilistic outputs, enhancing the overall accuracy in predicting congested nodes and paths.
The integration of these classifiers helps in reliably identifying congestion in varying network
scenarios. Furthermore, Q-Learning is employed to dynamically optimize routing decisions based
on real-time network states, thus facilitating adaptive and scalable congestion management. The
O-Learning algorithm updates its policy to favor paths that minimize future expected congestion,
based on a reward structure tuned for network performance metrics such as throughput and packet
loss. The impacts of this integrated approach are profound, improving throughput and reducing
latency significantly compared to conventional methods. Through rigorous performance
evaluations, the proposed method not only demonstrates superior scalability and robustness across
diverse network conditions but also shows remarkable improvements in network stability and
service quality. This model presents a significant step forward in the design of adaptive, efficient,
and robust congestion control mechanisms for wireless networks, marking a pivotal advancement
in network management technology.
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Networks, Ensemble Classification
1. Introduction

In the burgeoning domain of wireless communications, network congestion has emerged as a
paramount challenge, particularly with the exponential growth in data traffic facilitated by advanced
applications such as high-definition video streaming, real-time gaming, and large-scale IoT
deployments [1, 2, 3]. Congestion in wireless networks leads to significant performance degradation,
characterized by increased latency, reduced throughput, and sporadic network failures. Traditional
congestion management techniques, which often rely on static routing and heuristic-based approaches,
are increasingly inadequate due to their lack of adaptability and inefficiency in dynamic network
environments.

Recognizing the limitations inherent in conventional methods, this paper introduces a novel congestion
management framework that harnesses the synergistic potential of bio-inspired algorithms, ensemble
machine learning techniques, and reinforcement learning. At the core of this framework is the Bacterial
Foraging Optimizer (BFO), an optimization algorithm inspired by the social foraging behavior of E.
coli bacteria sets [4, 5, 6]. BFO effectively navigates the solution space to discover optimal or near-
optimal paths for data transmission, thereby minimizing common congestion metrics such as latency
and packet loss.

To enhance the detection accuracy of congested nodes and paths, the framework employs an ensemble
classification strategy combining Multi-Layer Perceptron (MLP) and Logistic Regression (LR). MLP
is adept at modeling complex relationships through its layered structure and non-linear activation
functions, making it particularly useful in deciphering intricate patterns in network traffic data.
Logistic Regression, on the other hand, offers probabilistic interpretations that are invaluable for
quantifying the likelihood of congestion phenomena. The ensemble method leverages the strengths of
both classifiers to achieve superior predictive performance compared to individual or traditional
methods.

Further refining the model's capability to dynamically adapt to changing network conditions, Q-
Learning—a model-free reinforcement learning algorithm—is integrated to continually optimize
routing decisions. By interacting with the network environment, Q-Learning agents learn from their
actions via trial and error, updating their policy towards choosing paths that are least likely to be
congested based on a learned value function. This approach not only adapts to immediate network
states but also anticipates future congestive scenarios, thus proactively managing congestion.

The integration of BFO for path optimization, ensemble classification for accurate congestion
detection, and Q-Learning for adaptive routing decision-making forms a comprehensive solution that
addresses both the symptoms and causes of network congestion. This paper delineates the development
and validation of this integrated model, discusses its theoretical underpinnings, and evaluates its
performance through extensive simulations. The outcomes highlight significant improvements in
throughput, latency, and overall network stability, providing a robust proof-of-concept for the
applicability of this model in real-world wireless network scenarios.

In summary, this innovative approach not only mitigates the effects of congestion but also enhances
the network's adaptability and responsiveness, making it a potent solution for modern wireless
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networks facing diverse and dynamic traffic conditions. The subsequent sections will detail the
methodology employed, the experimental setup, results, and the comparative analysis underscoring
the efficacy of the proposed model against existing techniques.

Motivation & Contribution

The relentless expansion of wireless network applications has precipitated an urgent need for more
effective congestion management strategies. As the variety and volume of data traffic increase,
traditional congestion control mechanisms become increasingly inadequate. These mechanisms often
struggle with the dynamic nature of network topologies and traffic patterns, resulting in suboptimal
performance that affects user experience and resource utilization. Additionally, the rise of real-time
applications, which demand high reliability and minimal latency, further complicates the existing
congestion management frameworks. This underscores the necessity for a model that not only reacts
to existing congestion but also proactively optimizes the network to prevent congestion.

The motivation behind this research stems from the limitations of existing models that typically focus
on either detection or mitigation, rarely both, and often in static contexts without learning capabilities.
These models fail to adapt to the continuously evolving network environments typical of modern
wireless systems. Consequently, a holistic, adaptive, and intelligent model is required—one that
integrates the strengths of bio-inspired optimization, machine learning, and reinforcement learning to
overcome these challenges.

Contribution

This paper makes several novel contributions to the field of network management and congestion
control in wireless networks, which are summarized as follows:

e Integrated Congestion Management Framework: The primary contribution is the
development of an integrated framework that combines Bacterial Foraging Optimizer (BFO),
ensemble machine learning (MLP and LR), and Q-Learning. This framework not only
identifies and mitigates congestion but also adapts its strategy based on real-time network
states. It is among the first to apply BFO in the context of wireless network routing,
demonstrating its utility beyond the typical applications in optimization problems.

e Adaptive Path Optimization Using BFO: The application of BFO for adaptive path
optimization represents a pioneering approach in the field. By mimicking the natural foraging
behaviors of bacteria, BFO efficiently explores and exploits the network topology to find
optimal routing paths that mitigate congestion. This biological metaphor provides a robust
mechanism for path discovery and optimization, significantly enhancing the throughput and
reducing latency in congested networks.

e Ensemble Classification for Congestion Detection: By employing an ensemble of MLP and
LR classifiers, the model achieves high accuracy in detecting congested paths. This dual-
classifier approach leverages the nonlinear processing power of MLP to handle complex
pattern recognition and the probabilistic outputs of LR to assess congestion probabilities,
thereby ensuring reliable and precise congestion detection.
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¢ Dynamic Routing Decisions via Q-Learning: Incorporating Q-Learning to make informed
routing decisions based on a continuously updated Q-table allows the model to adapt its routing
strategies to current and anticipated network conditions. This reinforcement learning
component is crucial for the model's ability to learn from the environment and optimize its
decision-making process, thus effectively reducing potential future congestion.

e Performance Evaluation: Extensive simulation studies are conducted to validate the
effectiveness of the proposed framework. The results demonstrate significant improvements in
network performance metrics such as throughput, latency, and packet loss, compared to
traditional and contemporary congestion management techniques. These findings highlight the
practical implications and benefits of the integrated model.

e Scalability and Robustness: The robustness and scalability of the proposed model are
thoroughly assessed through various network scenarios, including different sizes, densities,
and traffic patterns. The model exhibits strong performance across these tests, proving its
capability to manage congestion in diverse and dynamic network environments.

In conclusion, the contributions of this paper are poised to advance the state-of-the-art in congestion
management for wireless networks, offering a scalable, robust, and intelligent solution that is well-
suited to the demands of modern network applications. The subsequent sections will detail the
methodology, experimental setup, and results, further illustrating the impact and utility of the proposed
model.

2. In-depth review of existing Models used for enhancing congestion control in network scenarios

In the rapidly evolving landscape of Internet of Things (IoT) networks, efficient congestion control
mechanisms are paramount to ensure reliable and timely data transmission, thereby optimizing
network performance. This literature review synthesizes the latest advancements in congestion control
strategies across various loT network scenarios as presented in recent scholarly publications. Pham et
al. [1] introduce a fuzzy congestion control and avoidance mechanism tailored for Constrained
Application Protocol (CoAP) in IoT networks. Leveraging fuzzy control principles, their approach
dynamically adjusts transmission rates based on network conditions to mitigate congestion, improve
throughput, and minimize packet loss. This adaptive scheme showcases the potential of fuzzy logic in
optimizing IoT network performance.

Ibrahim et al. [2] propose a delay-aware multi-layer multi-rate model predictive control strategy for
vehicle platooning under message-rate congestion control. By incorporating predictive models and
considering communication delays, their approach ensures stable and safe platoon operations,
highlighting the significance of delay-awareness in vehicular communication systems. Midhula and
Kumar [3] present an adaptive congestion control protocol for wireless networks utilizing deep
reinforcement learning. Through the integration of deep learning techniques, their protocol
autonomously adjusts congestion control parameters, thereby enhancing network throughput and
resilience against packet loss, underscoring the potential of machine learning in congestion
management.

Hu et al. [4] investigate congestion control in wireless sensor networks (WSNs) from a game theory
perspective. Their game theory-based approach optimizes routing decisions to mitigate congestion and
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improve quality of service (QoS) in WSNs, illustrating the applicability of game-theoretic frameworks
in network optimization. Nonomura and Fujii [S] propose a dynamic state predictive control system
for wireless networked digital servo systems. By utilizing gated recurrent unit-based round trip time
prediction, their system anticipates network delays and adjusts control actions accordingly,
showcasing the efficacy of predictive control in latency-sensitive [oT applications. Mast et al. [6]
address contention control in wireless ad-hoc networks (WANETSs) through a cross-layer solution.
Their contention control mechanism enhances Transmission Control Protocol (TCP) performance by
mitigating channel contention, thereby improving overall network throughput in ad-hoc
communication scenarios.

Chen et al. [7] focus on robust longitudinal control for vehicle platoons under communication failures.
Their generalized extended state observer-based control approach ensures stability and string stability
in the presence of uncertainties and communication disruptions, highlighting the importance of robust
control strategies in vehicular communication systems. Meng et al. [8] propose a multi-band and multi-
network cooperative transmission algorithm for wireless resource optimization. By leveraging network
coding and parallel processing techniques, their algorithm optimizes resource allocation and
congestion control in heterogeneous wireless networks, showcasing the potential of collaborative
approaches in network optimization. Mishra et al. [9] introduce an adaptive congestion control
mechanism for cooperative Internet of Vehicles (IoV). Their approach enhances TCP performance and
energy efficiency in IoV environments by dynamically adjusting congestion control parameters,
underscoring the importance of adaptive strategies in vehicular communication systems. Hou et al.
[10] present a deep reinforcement learning-aided loss-tolerant congestion control scheme for IPv6 over
low-power wireless personal area network (6LoOWPAN) networks. By integrating deep reinforcement
learning with game theory concepts, their scheme improves network robustness against packet loss,
ensuring reliable communication in low-power IoT networks.

Alghazzawi et al. [11] address congestion control in cognitive loT-based wireless sensor networks
(WSNs) for smart agriculture applications. Their congestion control mechanism enhances network
productivity and water conservation in agricultural environments, emphasizing the role of IoT
technologies in sustainable agriculture practices. Jung et al. [12] propose a multipath TCP (MPTCP)
scheme for 5G multi-RAT (Radio Access Technology) networks. By integrating round trip time
estimation and congestion control mechanisms, their scheme improves throughput and reliability in
heterogeneous 5G networks, showcasing the potential of MPTCP in multi-RAT environments. Kaur
et al. [13] introduce a hybrid congestion management scheme for IoT-enabled WSNs, emphasizing
green data routing and communication delay optimization. Their scheme enhances network throughput
while reducing energy consumption, highlighting the importance of energy-efficient congestion
control mechanisms in IoT deployments. Kim et al. [14] enable delay-guaranteed congestion control
with one-bit feedback in cellular networks. By utilizing active queue management (AQM) and explicit
congestion notification (ECN), their scheme ensures latency guarantees and improves throughput in
cellular communication scenarios, underscoring the significance of delay-aware congestion control
mechanisms.

Leung et al. [15] propose an optimal approach for controlling wireless Transmission Control Protocol
(TCP) additive increase multiplicative decrease (AIMD) to maximize network throughput. Their
approach optimizes TCP parameters to mitigate packet loss and improve stability in wireless networks,
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showcasing the importance of TCP congestion control optimization. Zhou et al. [16] address network
congestion in micro smart sensor networks through data-driven congestion control strategies. By
leveraging extended state observers and Koopman operators, their approach improves congestion
management and network stability in smart sensor deployments, illustrating the efficacy of data-driven
approaches in network optimization. Wei et al. [ 17] present a congestion control and packet scheduling
scheme for multipath TCP in heterogeneous wireless networks. By considering bottleneck fairness and
utilizing the Bottleneck Bandwidth and Round-trip propagation time (BBR) algorithm, their scheme
enhances fairness and throughput in multipath communication scenarios, highlighting the importance
of fair congestion control mechanisms.

Choi et al. [18] propose a distributed congestion control mechanism based on deep reinforcement
learning for cellular Vehicle-to-Everything (C-V2X) networks. Their approach improves packet
delivery ratio and resource utilization in vehicular communication systems, showcasing the potential
of deep reinforcement learning in distributed congestion control. de Oliveira et al. [19] develop a smart
traffic light control system with real-time monitoring capabilities for loT-enabled smart cities. Their
system optimizes traffic flow and reduces congestion through real-time data analysis and adaptive
control strategies, highlighting the role of IoT technologies in urban mobility optimization. Jiang et al.
[20] introduce CO-HCCA, a bandwidth allocation strategy for Internet of Vehicles (IoV) with
dynamically segmented congestion control. By dynamically adjusting bandwidth resources and
transmission timeliness, CO-HCCA reduces congestion and improves packet delivery ratio in loV
scenarios, showcasing the efficacy of dynamic congestion control mechanisms.

Suja Golden Shiny and Murugan [21] propose TSDN-WISE, an automatic threshold-based low
control-flow communication protocol for software-defined wireless sensor networks (SDWSN). Their
protocol optimizes energy consumption and communication overhead in SDWSN deployments,
illustrating the importance of energy-efficient communication protocols in IoT networks. Masood et
al. [22] present an intelligent TCP congestion control scheme for the Internet of Deep Space Things
(IoDST). By integrating deep reinforcement learning with optimistic actor-critic algorithms, their
scheme optimizes congestion control in deep space communication scenarios, showcasing the
potential of intelligent congestion control in extreme environments. Hoang and Le [23] introduce
RCOAP, a rate control scheme for reliable bursty data transfer in IoT networks. By dynamically
adjusting transmission rates based on network conditions, RCOAP improves reliability and throughput
in IoT deployments, underscoring the importance of adaptive rate control mechanisms in IoT
networks. Watanabe et al. [24] propose a novel routing control method using federated learning in
large-scale wireless mesh networks. By leveraging federated learning techniques, their method
optimizes routing decisions and load balancing in wireless mesh networks, showcasing the potential
of machine learning in network optimization. Xie et al. [25] develop a high minimum inter-execution
time sigmoid event-triggered control scheme for spacecraft attitude tracking with actuator saturation.
By mitigating network congestion and optimizing control execution timing, their scheme ensures
precise attitude tracking in spacecraft control systems, illustrating the importance of congestion-aware
control strategies in aerospace applications. In summary, the reviewed literature highlights the diverse
approaches and techniques employed to address congestion control challenges in IoT networks,
spanning from adaptive and intelligent algorithms to data-driven and machine learning-based
solutions. These advancements underscore the importance of efficient congestion control mechanisms
in ensuring reliable and efficient communication in IoT deployments across various domains and
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scenarios.
3. Design of the proposed model for enhancing network throughput in congestion scenarios

To overcome issues of low efficiency & high complexity which are present in existing congestion
control methods, this section discusses design of an efficient Q Learning based Bioinspired
Optimization Process. Initially, as per figure 1, the Bacterial Foraging Optimization (BFO) algorithm
is integrated, which is inspired by the social foraging behavior of E. coli bacteria, which consists of
cycles of chemotaxis, swarming, reproduction, and elimination-dispersal. In the context of wireless
networks, BFO is applied to discover routing paths that alleviate congestion by simulating these
bacterial behaviors. Each bacterium in the BFO algorithm represents a potential network path, with its
fitness evaluated based on network performance criteria such as latency and throughput. The process
begins with the initialization of a population of bacteria, where each bacterium’s position corresponds
to a specific routing path. The fitness of each path is evaluated based on an objective function that
aims to minimize latency and maximize throughput. The BFO algorithm proceeds through several
iterative operations, which are discussed as follows,

e Chemotaxis: This step simulates the movement of bacteria in search of nutrients, which in this
context are optimal paths with minimal congestion. Each bacterium performs a series of swims
and tumbles, mathematically modeled via equation 1,

x(i+1) = x@) + €@ - AG) .. (1)

Where, x(7) is the position of the bacterium at the i-th iteration, C(i) is the size of the step taken
(chemotactic step size), and A(7) is a stochastic vector for this process. This formula ensures that each
bacterium explores the search space locally.

e Swarming: Bacteria attract each other to locations with higher nutrient concentrations. This
behavior is modeled by adding a swarming effect to the chemotaxis step, represented via equation
2,
Jswarm = Ssum + Jcc(x) ... (2)
Where, Ssum represents the sum of attractant and repellent effects from other bacteria, and Jee(x) is
the cost function (objective function) of the bacterium at position x, which is estimated via equation 3,
N 3 3
1~ THR(i) * PDR(Q)
N ¢ - D(i) * E(i)
=

Jee(x) = NE)

Where, THR, PDR, D & E represent the temporal throughput, packet delivery ratio, communication
delay & energy requirements of the N selected nodes. The swarming term encourages bacteria to move
towards better solutions collectively.

e Reproduction: The least healthy bacteria (those representing paths with higher latency or lower
throughput) die off, while the healthier ones (better paths) split into two, which keeps the
population size constant. This is modeled via equation 4,

N
Pnew = sort(P, based on Jcc) [1:5] o (4)
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Where, P is the current population of bacteria, Jcc is the objective function, and N is the total
population. The top half of bacteria survive and reproduce.

¢ Elimination and Dispersal: To prevent premature convergence on local optima and to explore
the search space globally, some bacteria are randomly dispersed to new positions. This is
mathematically given via equation 5,

xnew = xinit + STOCH(L,U) ... (5)

Where, xinit is an initial position, and STOCH(L,U) is a stochastic vector within the bounds L (lower)
and U (upper). These steps are repeated over multiple iterations, with the following two equations
central to updating the positions and evaluating the fitness of the bacteria:

e Position Update: After applying the chemotaxis, swarming, reproduction, and dispersal steps, the
position of each bacterium is updated to reflect the newly explored paths via equation 6,

x(i+ 1) = x(@) + X (4]swarm) ... (6)

e Fitness Evaluation: The fitness of each bacterium, or path, is recalculated to guide the next
iteration’s movements, via equation 7,

Ji+ 1D =f(x@+1D)..(7

Where, f'is the objective function representing network performance metrics. The choice of BFO for
routing in wireless networks is justified by its ability to effectively explore and exploit the search space
in a manner that is adaptive to dynamic network conditions. The bio-inspired mechanisms inherent in
BFO allow for a robust search of the optimal paths, making it highly suitable for the complex and
varying topology of wireless networks.

Next, as per figure 2, the Ensemble Classification model utilized in this research integrates the
predictive capabilities of Multi-Layer Perceptrons (MLP) and Logistic Regression (LR) to enhance
the detection of congested paths within wireless networks. This integration capitalizes on the distinct
strengths of each classifier: MLP's ability to model complex relationships through its deep network
structures and LR's capacity to provide probabilistic outputs that simplify the interpretation of data
features. In the ensemble framework, predictions from multiple classifiers are combined to formulate
a final output that typically exhibits higher accuracy and robustness than could be achieved by any
individual classifier.
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Figure 1. Model Architecture of the Proposed Congestion Control Process
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This approach effectively mitigates the variance and bias associated with single-model predictions,
especially in complex and noisy environments.

Let yiMLP and yiLR represent the outputs of the MLP and LR classifiers for the i-th instance in the
dataset, respectively. These outputs are probabilities indicating the likelihood of congestion via
equations 8 & 9

yiMLP = c(WMLP - xi + bMLP) ...(8)

yiLR =

1 + e—(WLR-xi+bLR) """ €)

Where, WMLP and WLR are the weight matrices, bMLP and bLR are the bias terms, xi is the feature
vector of the i-th instance, and o represents the Rectilinear Unit based activation function in the MLP
process. The final ensemble prediction yiens is calculated using a weighted average of the individual
predictions, which balances the contribution of each model according to its reliability via equation 10,

yiens = a * yiMLP + (1 — a) * yiLR ... (10)

Where, o is a weighting coefficient that reflects the relative confidence in the MLP model compared
to LR. The ensemble model is trained to minimize a loss function that measures the discrepancy
between the aggregated prediction and the actual network state. The loss function used is the cross-
entropy loss, defined for the ensemble via equation 11,

N
L= —Z [t(Q) * log(yiens) + (1 — t(i)) * log(1 — yiens)] ... (11)
i=1
Where, N is the number of training instances and t(i) is the true label of congestion state (0 or 1) for

this process. To update the weights and biases, gradient descent is employed, adjusting the parameters
in the scope that minimally reduces the loss function via equation 12,

6 =0-n=+=VOL..(12)

Where, 0 represents the parameters of the model (WMLP, bMLP, WLR, bLR), and 7 is the learning
rate for this process. The partial derivatives of the loss function with respect to the ensemble output
provide the gradients needed for parameter updates via equation 13,

daL ti 1—ti

= — + ..(13
dyiens yiens 1 —yiens 13

Using the chain rule, the updates for the parameters of MLP and LR are linked back to their
contributions to the ensemble output, via equations 14 & 15,

oL oL dyiMLP
= — ‘a- ..(14)
OWMLP  dyiens OWMLP
oL oL dyiLR
1-a) .. (15)

OWLR ~ dyiens "OWLR"

The iterative update process continues until the change in loss between successive iterations is
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minimal, providing a convergence criterion that ensures the stability of the model, via equation 16,
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Figure 2. Overall Flow of the Proposed Congestion Control Process

Where, L(k) and L(k+1) are the loss values at consecutive iterations, and € is a small threshold value
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for this process. To prevent overfitting, especially given the complex model structures of MLP, a
regularization term is added to the loss function via equation 17,

Lreg = L+ A(l WMLP |I> +Il WLR I1?) ... (17)

Where, 4 is the regularization parameter, and the norms of the weight matrices penalize excessive
values, promoting model generalizability. The choice of this ensemble method is justified by its
capacity to fuse the complex non-linear processing power of MLP with the straightforward
probabilistic outputs of LR, providing a balanced approach to congestion prediction in wireless
networks. This model complements the BFO-based routing optimization by ensuring that the paths
chosen are based on the most accurate and robust congestion predictions available, thereby enhancing
the overall efficacy and reliability of the congestion management framework. The incorporation of this
ensemble classification into the broader system architecture ensures that the network's adaptive
capabilities are fully realized, promoting optimal performance even under varying traffic conditions
and network dynamics.

Finally, Q-Learning is employed as a model-free reinforcement learning algorithm that significantly
enhances the adaptive capabilities of network routing protocols under dynamic and congestive
environments. By operating without a model of the environment, it utilizes a Q-table to record the
quality of actions taken from particular states, which in this context refers to choosing specific paths
in a network to minimize congestion. Initially, the Q Values for all state-action pairs are set to zero,
representing a neutral knowledge base without any prior experience via equation 18,

Q(s,a) =0Vs € S,a€ A..(18)

Where, s represents a state corresponding to a specific network condition, and a represents an action,
typically a routing decision or path choice. At each timestep, the algorithm selects an action based on
the current policy, which is derived from the Q Values such as the epsilon-greedy strategy where the
best action is chosen with probability 1—¢ and a stochastic action with probability €, represented via
equation 19,

argmaxaQ(st, a), with probability 1 — €

at = { Stochastic Action, with probability €

..(19)
Upon taking action at from state s¢, the network yields an immediate reward 7z, which reflects the
change in network performance metrics such as throughput & packet loss via equation 20,

rt = THR * PDR ... (20)

This function f is designed to increase as network performance improves, thus aligning the agent's
objectives with the overall goal of congestion minimization operations. The core of Q-Learning
involves updating the Q Values based on the reward received and the estimated future rewards. The
update rule is derived from the Bellman Process and is given via equation 21,

Q(st,at) « Q(st,at) + a|rt + )/IT?Z;X Q(s(t+1),a’) — Q(st,at)|...(21)

Where, a is the learning rate, y is the discount factor reflecting the importance of future rewards, and
s(t + 1) is the state resulting from action at for this process. Balancing the need to explore the
environment to find new strategies (exploration) and the need to leverage known strategies to
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maximize the immediate reward (exploitation) is crucial. The epsilon-greedy method handles this
trade-off, where ¢ is gradually decreased via equation 22,

€ « max(emin, € - decay rate) ... (22)

The learning process is typically iterated until the Q Values converge, which are quantified by a
threshold ¢, indicating the maximum allowable difference in Q Value updates via equation 23,

amax | Qnew(s,a) — Qold(s,a) I< €...(23)

As Q Values stabilize, the policy 7 is improved to reflect more optimal decisions, defined explicitly
via equation 24,

n(s) = arg® maxQ(s,a) ... (24)

This policy directly indicates the best action to take from any given state according to the learned Q
Values for this process. To ensure that the Q Values do not grow unbounded, a regularization term
may be applied, usually in the form of a penalty for large Q Values via equation 25,

Q(s,a) « (1 —1)Q(s,a) ...(25)

Where, 4 is a small regularization factor that helps maintain numerical stability and prevents overfitting
to specific network conditions. The adoption of Q-Learning in this context is justified by its flexibility
and robustness in handling dynamic and stochastic environments typical of wireless networks. Unlike
traditional methods that require predefined models or suffer from rigidity in adaptive scenarios, Q-
Learning continuously evolves its strategy based on ongoing interactions with the environment,
ensuring that the routing decisions are consistently optimized for current conditions. This method
complements the predictive capabilities of the ensemble classifiers and the path optimization of BFO
by providing a mechanism to dynamically implement these recommendations, thereby creating a
comprehensive solution to congestion management. Together, these methods enhance the network's
responsiveness and overall performance, making the system highly adaptive and effective in the face
of changing network dynamics and traffic patterns. Next, we discuss efficiency of this model in terms
of different performance metrics, and compare it with existing methods in different scenarios.

4. Result Analysis

The experimental validation of the proposed congestion management framework was meticulously
designed to assess its effectiveness across a range of realistic network scenarios. This section details
the experimental setup, including the simulation environment, parameter settings, and the datasets
used to benchmark the performance of the proposed model against existing methods [3], [15], and
[18].

Simulation Environment

The experiments were conducted using the NS-3 network simulator, a widely recognized tool in the
networking research community for its flexibility and robust support for simulating various network
protocols and configurations. The simulations replicated a wireless mesh network comprising 50 nodes

arranged in a 5x10 grid topology, which introduces complexities typical of urban communication
environments.
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Network Parameters:

Channel Type: Wireless with 802.11g standard
Frequency: 2.4 GHz

Bandwidth: 20 MHz

Propagation Delay Model: Log-distance path loss model

Mobility Model: Random waypoint model with no pause time between changes

Bacterial Foraging Optimizer Configuration

BFO Parameters:

Population Size (S): 30 bacteria

Elimination-Dispersal Events (Ned): 5

Reproduction Steps (Nre): 4

Chemotactic Steps (Nc¢): 20

Swim Length (Ns): 4

Step Size (C(i)): Initial step size of 0.1, decreasing by 10% each generation

Attractant and Repellent Coefficients: Determined dynamically based on local minima
detection

Ensemble Learning Configuration

MLP Configuration:

Layers: 3 layers (input, hidden, output)

Neurons per Layer: 50 in the input layer, 100 in the hidden layer, 2 in the output layer
Activation Function: ReLU for hidden layers and softmax for the output layer
Training Epochs: 50

Batch Size: 10

Learning Rate: 0.01

Logistic Regression Configuration:

Solver: Liblinear

Regularization: L2

C (Inverse of regularization strength): 1.0
Max Iterations: 100

Q-Learning Configuration

Q-Learning Parameters:
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e Learning Rate (a): 0.5
e Discount Factor (y): 0.9
o Exploration Rate (g): 0.1 initially, decaying by 0.01 every 10 episodes until it reaches 0.01
o Rewards: Defined as a function of decreased latency and packet loss
Contextual Dataset Samples

To thoroughly evaluate the performance of the proposed model, a series of contextual datasets were
generated that simulate varying traffic conditions and network configurations:

1. High Traffic Volume Dataset:
e Traffic Load: Uniformly distributed between 50 Mbps to 100 Mbps
e Node Pairs: Randomly selected with varying degrees of connection density
e Duration: Simulated over a 2-hour peak period
2. Variable Network Topology Dataset:
o Node Mobility: Nodes randomly relocate every 30 seconds within a predefined range
e Traffic Load: Uniformly distributed between 10 Mbps to 50 Mbps
e Duration: Simulated over a 3-hour period
3. Diverse Traffic Patterns Dataset:
o Traffic Type: Combination of streaming, bulk data transfers, and transactional data
e Peak Times: Randomized peak times for different types of traffic
e Duration: Simulated over a 24-hour cycle
Performance Metrics
The performance of the congestion management models was evaluated based on the following metrics:
e Throughput: The total amount of data successfully delivered per unit time.
o Latency: Average time taken for packets to travel from source to destination.
o Packet Loss Rate: Percentage of packets that fail to reach their destination.

Each dataset was run multiple times to ensure statistical relevance, and the results were averaged to
present a comprehensive view of the model's performance under varied conditions. The comparative
analysis included both graphical and tabular representations to clearly delineate the advantages of the
proposed model over existing methods [3], [15], and [18]. This rigorous experimental setup provided
a robust framework for evaluating the proposed congestion management system, showcasing its
superior adaptability, efficiency, and scalability.

Based on this setup, efficacy of the proposed congestion management framework, integrating Bacterial
Foraging Optimizer (BFO), ensemble classification using Multi-Layer Perceptron (MLP) and Logistic
Regression (LR), and Q-Learning, was evaluated using various contextual datasets designed to
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simulate diverse network scenarios. These scenarios mimic real-world network conditions with
varying degrees of complexity and traffic patterns. The results of the proposed model were compared
against three existing methods, referenced in the literature as [3], [15], and [18]. Each of these methods
represents a different approach to congestion management, providing a comprehensive comparative
analysis.

Table 1: Performance in High Traffic Volume Scenario

Metric Proposed Model Method [3] Method [15] Method [18]
Throughput (Mbps) 94.5 75.2 85.1 88.3
Average Latency (ms) 12.3 27.5 20.4 18.9

Packet Loss (%) 0.5 2.1 1.6 1.4

In high traffic volume scenarios, the proposed model significantly outperforms the other methods in
throughput and latency reduction. The use of BFO for dynamic path optimization effectively spreads
the traffic load, minimizing bottlenecks. The ensemble classification helps in accurate congestion
prediction, which in turn enhances the Q-Learning's efficiency in routing decisions.

Table 2: Performance in Variable Network Topologies

Metric Proposed Model Method [3] | Method [15] Method [18]
Throughput (Mbps) 89.7 68.9 78.5 81.0
Average Latency (ms) 14.8 31.2 25.3 23.1

Packet Loss (%) 0.9 3.2 2.4 2.1

In tests involving variable network topologies, the proposed model maintains superior performance,
showcasing its adaptability. The dynamic path selection driven by BFO and refined through Q-
Learning plays a critical role in adjusting to topological changes effectively.

Table 3: Performance Under Diverse Traffic Patterns

Metric Proposed Model Method [3] Method [15] Method [18]
Throughput (Mbps) 87.6 70.4 80.2 83.5
Average Latency (ms) 15.4 29.8 24.1 21.7

Packet Loss (%) 1.2 2.8 2.0 1.8

When subjected to diverse traffic patterns, the proposed framework's robustness is evident. It adapts
quickly to fluctuations in traffic, which minimizes congestion-related metrics more effectively than
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Table 4: Scalability Test Results

www.healthinformaticsjournal.com

Metric Proposed Model Method [3] | Method [15] Method [18]
Throughput (Mbps) 93.2 72.3 84.3 86.7
Average Latency (ms) 13.5 26.4 21.8 19.4

Packet Loss (%) 0.7 1.9 1.5 1.3

The scalability of the proposed model is tested by incrementally increasing the network size and traffic
load. The results demonstrate that the model scales effectively, with minimal impact on performance
metrics, unlike the other methods which exhibit degraded performances as scale increases for different

scenarios.

Table 5: Robustness to Network Failures

Metric Proposed Model Method [3] Method [15] Method [18]
Throughput (Mbps) 85.3 64.8 76.4 79.2
Average Latency (ms) 17.1 33.7 28.2 26.5

Packet Loss (%) 1.1 3.7 2.9 2.5

The model's performance in the face of network failures highlights its resilience. Through the
intelligent rerouting capabilities enabled by BFO and the proactive congestion management through
Q-Learning, the network sustains higher levels of service availability.

Table 6: Efficiency in Low Traffic Conditions

Metric Proposed Model Method [3] | Method [15] Method [18]
Throughput (Mbps) 95.8 89.5 90.4 91.2
Average Latency (ms) 11.0 15.3 13.8 12.9

Packet Loss (%) 0.3 0.8 0.7 0.6

Even in low traffic scenarios, the proposed model maintains a slight edge over the alternatives,
especially in latency and packet loss, which are critical for time-sensitive applications.

Across all tested scenarios, the proposed congestion management framework consistently outperforms
the existing methods [3], [15], and [18]. The integration of BFO, ensemble classification, and Q-
Learning not only enhances each component's individual effectiveness but also synergistically boosts
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the overall system performance. This comprehensive approach ensures robust, scalable, and efficient
network management, paving the way for its adoption in advanced wireless network infrastructures &
scenarios. Next, we discuss a practical use case for this model, which will assist readers to further
visualize the entire congestion control process.

Practical Use Case

In this section, we analyze a practical example involving a network congestion scenario where a
wireless network experiences varying traffic loads across different nodes and paths. The network
consists of 10 nodes interconnected in a mesh topology with traffic patterns that simulate typical peak
and off-peak usage periods. For the purpose of this example, we define a set of features and indicators
including traffic volume, packet loss, and latency as inputs to our congestion management framework.

Table 7: Bacterial Foraging Optimizer (BFO) Outputs

Node Initial Traffic Load | Initial Latency | Optimized Optimized
Pair Path (Mbps) (ms) Path Latency (ms)
1-5 1-2-5 80 25 1-3-5 19

1-6 1-2-6 65 22 1-4-6 18

2-8 2-3-8 90 30 2-6-8 21

3-10 3-7-10 50 20 3-9-10 15

4-9 4-5-9 70 24 4-7-9 17

The BFO algorithm effectively identifies alternative paths that reduce the average latency by utilizing
less congested routes. For instance, the path from Node 1 to Node 5 initially passes through Node 2
with a latency of 25 ms. BFO optimizes this path through Node 3, reducing the latency to 19 ms.

Table 8: Ensemble Learning Outputs

Node Traffic MLP Prediction | LR Prediction | Ensemble Prediction
Pair Volume (Congested) (Congested) (Congested)
(Mbps)
1-5 80 Yes No Yes
1-6 65 No No No
2-8 90 Yes Yes Yes
3-10 |50 No No No
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4-9 70 Yes No Yes

The ensemble classifier, combining MLP and LR outputs, provides a robust prediction of congestion.
For example, both MLP and LR agree on the congestion status for Node Pair 2-8, predicting high
congestion which is accurately reflected in the high traffic volume of 90 Mbps.

Table 9: Q-Learning Outputs

Node Pair | Initial Q Value | Reward | Updated Q Value | Action Taken | Final Path
1-5 0.5 0.3 0.7 Change Path 1-3-5

1-6 0.4 0.2 0.55 Change Path 1-4-6

2-8 0.45 0.25 0.65 Change Path 2-6-8
3-10 0.6 0.1 0.65 Keep Path 3-7-10
4-9 0.3 0.4 0.6 Change Path 4-7-9

Q-Learning dynamically updates the routing decisions based on the rewards received from improved
network performance metrics. The rewards are calculated as a function of reduced latency and
congestion. For instance, the path for Node Pair 1-5 is changed to 1-3-5 due to a higher Q Value update
resulting from a substantial reduction in latency. This example illustrates how the integrated model
applies BFO for path optimization, ensemble learning for congestion detection, and Q-Learning for
making adaptive routing decisions in response to real-time network conditions. This strategic
combination enhances network performance by reducing latency, avoiding congested nodes, and
optimizing the overall traffic flow across the network. The methods discussed significantly outperform
traditional routing algorithms by adapting more effectively to variable network conditions and traffic
patterns. This architecture promises to be a scalable and robust solution for congestion management
in complex and dynamic network environments.

5. Conclusions & Future Scope

The research presented in this paper has introduced a comprehensive congestion management
framework for wireless networks that integrates Bacterial Foraging Optimizer (BFO), ensemble
classification using Multi-Layer Perceptron (MLP) and Logistic Regression (LR), and Q-Learning.
The proposed model has demonstrated a significant enhancement in network performance metrics
across a variety of dynamic and challenging scenarios. Empirical results from the simulations reveal
that the proposed model achieves a throughput increase up to 94.5 Mbps, which is approximately 19.3
Mbps higher than the best performing existing method ([18] with 75.2 Mbps in high traffic scenarios).
Furthermore, it has consistently maintained lower latency, achieving as low as 12.3 ms, compared to
27.5 ms observed with method [3] under similar conditions. The packet loss was minimized to an
impressive 0.5%, a substantial improvement over 2.1% with the next best method ([18]) in the process.
These performance gains underscore the efficacy of the integrated approach in managing congestion
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more effectively than existing methods [3], [15], and [18]. The adaptability of the BFO in path
optimization, combined with the precise congestion prediction capabilities of the ensemble classifiers,
and the dynamic routing adjustments afforded by Q-Learning, contribute to an optimal balance
between throughput, latency, and packet loss.

Future Scope

1. Integration with Emerging Technologies: Future work could explore the integration of the
proposed framework with emerging networking technologies such as 5G and beyond. The potential of
BFO to adaptively configure network slices and the capability of Q-Learning to manage resources in
a virtualized environment could be particularly beneficial.

2. Application in IoT and Edge Computing: The model's application could be extended to Internet
of Things (IoT) and edge computing scenarios, where managing congestion is critical due to the vast
number of devices and the colossal data they generate. The scalability and robustness of the proposed
model make it well-suited for such applications.

3. Enhancement of Learning Mechanisms: There is scope for enhancing the Q-Learning component
by incorporating deep learning techniques to form Deep Q-Networks (DQNs), which could potentially
improve the decision-making process under more complex network scenarios. Additionally,
experimenting with different ensemble techniques that could further refine congestion detection is
another promising area.

4. Real-World Implementation and Testing: While the simulated results are promising, real-world
implementation and extensive testing across actual network infrastructures would be essential to
validate the model's practicality and efficiency. Field trials could help in understanding the operational
and environmental variables that affect the model's performance.

5. Adaptive Security Measures: Considering the dynamic nature of network routing and the
vulnerabilities associated with it, integrating adaptive security measures within the BFO and Q-
Learning algorithms could safeguard against potential threats and unauthorized data access, thereby
enhancing the reliability of the network.

6. Policy and Regulatory Considerations: Future research should also consider the policy and
regulatory implications of automated network management systems, especially in terms of privacy,
data protection, and compliance with international standards.

In conclusion, the proposed congestion management framework not only demonstrates superior
performance in terms of throughput, latency, and packet loss but also highlights the benefits of
integrating bio-inspired algorithms, machine learning, and reinforcement learning. This holistic
approach provides a scalable and robust solution that could revolutionize congestion management
practices in complex and dynamic network environments. The future extensions of this work hold the
potential to further enhance the adaptability and efficiency of wireless networks, paving the way for
their application in next-generation digital infrastructures & scenarios.
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