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Published:-2024-07-03 server approach, where full access rights of the system are given to the

central authority. Here, the privacy and confidentiality of EHR data might
Keywords: be questionable, because the one who share data don’t have any right to
Blockchain, EHR, Data Privacy, access his data and neither control over their data with whom it has been
Access control shared with. Blockchain is a distributed, immutable, peer-to-peer,
cryptographically secure ledger. Blockchain technology has shows
potential solutions to address the challenges of the EHRs, such as data
security, interoperability, confidentiality, and patient privacy. This paper
reviewed blockchain based solutions for the EHRs, the role of smart
contracts for managing data and automating process along with its
integration for the cloud-based technology. It also explores the role of
Internet of Thing (IoT)along with blockchain technology in the healthcare
industry for addressing issues of Access control and Data security along
with smart contract. Finally, it also provides outlook for the future
direction to make blockchain based solution for the large scale EHR system
in the healthcare industry.

INTRODUCTION

The healthcare industry is rapidly changing, with digitization playing a critical role in enhancing patient care,
operational efficiency, and access to medical services. A key part of the given digital transformation is the handling
of Electronic Health Records (EHRs). Traditionally, EHRs have been managed through centralized database
management system, which is only accessible by the providers and with patients. This centralized approach may
create significantissues like data privacy, data security, interoperability, handling sensitive health information across
multiple healthcare providers. Exchanging patients’ healthcare information such as disease details, treatment
history, reports across multiple healthcare provides for providing effective and timely treatment. Key advantage of
exchanging treatment history is that health care provides can easily get complete information about patient’s health
treatment. During the emergency, selection of the treatment is critical, which also depends on the previous medical
treatment for certain diseases. In such and any other situation, sharing of electronically stored health records can be
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done smoothly over a network with different health service provider. These stored health records are known as
electronic health records (EHRs) [1].

An Electronic Health Record (EHR) is a detailed archive of all the health-related information about a person through
in their life [2]. To create single continuous document for the individual patent’s EHR record, we should place it at
central location. The given documents contain individual’s information about health as well as personal information.
Any security threats on the availability of given information in the public domain can lead to data privacy and
confidentiality. However, there is an advanced technology for handling this metadata, they still face many issues
related to security, availability, data interpretability, data privacy. In the other side to improve medical diagnosis
decisions, knowledge of a patient’s health history like tests, previous diagnoses, and treatments can be useful. So EHR
should be in such away that Health Information Exchange (HIE) and data access is reliable and secure with whole
history of patient’s treatment. If unauthorized users acquire access to data, it could be traded or leaked or exploited,
putting personal information at risk of being revealed to anyone.

To archive a high level of security in any EHR system, there are many technical solutions such as Encryption,
Authentication, Role-based access control (RBAC). In the EHR system, all the access event of the data must be
documented in the log file, which should maintain historical access records and overall log records can be severs as
a legal document. There are two major challenges to create patient centred approach for smooth exchange of
information across the provider; one is time it takes to transfer past records while protecting the patient's
confidential health information (PHI) from remote healthcare facilities and second is the risk of gaining access to
patient’s data by the health service provider without prior concern of the patient [3]. Apart from this, below are the
challenges for the establishment of patient-centred approach:

(1) Security and privacy regarding data visibility, sharing, and accessibility concerns can lead to legal chastisement,
(2) Unauthorized access to the health records may cause data breaches, (3) Discrepancy between the EHR data
provided by the remote provider and the recipient can lead to data inconsistency.

BACKGROUND

A. EHR Systems

Health Information Exchange (HIE) or exchanging health information is one of the key features of EHR. Various health
institutes have implemented EHR system with various levels of technical and operational proficiency with different
structure and terminology. So, there are not any globally accepted standards exist. Hence, we need database system,
that is compatible with different types of the data source, easily integrated and shared across different system.

B. BLOCKCHAIN TECHNOLOGY

In 2008, Satoshi Nakamoto introduced concept of blockchain and it is recognized for use in the Bitcoin
cryptocurrency network [4]. As shown in the figure-1, blockchain formed by connecting each block with its previous
block using block’s hash to form chain and each block contains three items - data, hash of the current block and hash
of the prior block. The hash contains by block is SHA256 hash which is 64 characters long. Major services and
techniques of the blockchain are Distributed P2P Networking, hash cryptography, Smart Contract, Immutable Ledger,
and Consensus Protocol [5].

e Consensus protocol: Consensus protocol is the access rights mechanism to validate the transaction before adding
to the blockchain network.

e Hash cryptography: Blockchain adds a transaction using SHA256 hash. The length of the hash is 64 characters.

e [mmutable ledger: Immutable property of the blockchain indicates that once transaction is recorded, then it
cannot be modified or edited.

e Distributed P2P network: It is useful to broadcast and distribute the transaction to updated data of other users.

e Provenance: In indicates that full data and its historical assessment log are accessible on the blockchain network.

e Smart contract: It contains set of self-executive codes stored in the blockchain network which executes when
triggered event occurs.
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Block 1 Block 2 Block 3

Figure 1. Chain of blocks in the Blockchain

The Benefit of blockchain:

e Decentralized: To avoid single point bottleneck, data are distributed on the network.

e Data Transparency: It ensures that data is of temper-proof when on blockchain network.

e Security and Privacy: Stored data and other information are secured using cryptographically

e Provenance: It ensures whole data and its assessment log availability on the network.

o Finality: Ensures about committed transaction on the blockchain network, which cannot be reversed or modified.

Along with above benefits, blockchain technology also have drawbacks. First one is that creation of blockchain
network is a complex task and needs more time and technical in-depth knowledge [6]. Furthermore, data on the
blockchain may be vulnerable to breaches and anonymity analysis attacks if suitable authentication procedures are
not followed to protect privacy [7]. Improper management of private keys can lead to the “51% attacks” on the
blockchain network [8].

TYPE OF BLOCKCHAIN NETWORK

According to the network node’s access right, we can classify blockchain system into three types.

A. Public Blockchain: Anyone who wishes to join the network can do so at any time and receive rewards by joining
as a miner or join as a simple node. Ethereum and Bitcoin are popular public blockchain platforms.

B. Private Blockchain: There are access control rules to participate in the private blockchain network. To join the
private blockchain participants must obtain an invitation or permission to join. Well-known examples of private
blockchain are GemOS and MultiChain.

C. Consortium Blockchain: It is the semi-private lays between public and private blockchains. Group of
organizations have access rights for managing the blockchain network and they are collaborated for the business
application. Hyperledger Fabric is a business consortium blockchain framework. Ethereum also supports developing
consortium blockchains.

CONSENSUS

The mining process which validates the transaction of blockchain are known as consensus algorithm,

Consensus algorithm is the mining process used to validate the transaction of the blockchain. It defines set of
protocols or rules to validate the nodes for inclusion in the network. Consensus protocol also ensures about suitable
response will be received by the contributing nodes as per the transaction order. It takes the decision about inserting
the block in the network [9][10].

Several protocols designed for validation of the block for adding nodes in the blockchain. Few of them are as below:
e Proof-of-work (PoW): It is consensus mechanism to validate nodes which gives complex mathematical puzzle to

the miners. Amongst the miner, first one who solve puzzle will get the rights to validate node and its created nodes
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will be added into the transaction and miner will get rewards such as cryptocurrency. To solve complex puzzle,
miner spent their energy.

e Proof-of-stake (PoS): Its an improved and energy saving version of PoW. The validation nodes are selected based
on stake (e.g. currency) in the chain. Its likely that having more stake a node have higher likelihoods to validate
node and it control the legitimacy of the block [11] [12].

e PBFT (Practical Byzantine Fault Tolerance): Its consensus protocol that allows a faulty node having a Byzantine
fault [13]. It uses three phase protocol- one is pre-prepared, second is prepared, and third is commit. To attain
consensus, it requires response from 2/3 valid nodes from each phase. This protocol generates valid nodes if
quantity of malicious byzantine replicas nodes are less than 1/3. This consensus protocol is used by Hyperledger
Fabric for the validation of the nodes.

o Raft: The core part of Raft algorithm is based on the leader-follower model. It works in two phase- leader election
and log replication. In each peer organization of the Raft, ordered nodes are created and initialize them as leader
node, follower node, or candidate node and periodically elect a leader node [14]. The decision of the selected
leader node is broadcasted and replicated by follower node. After broadcasting transactions, the leader node
waits for follower nodes to write the transaction. The transaction will be committed when leader node receives
feedback from the follower node and perform log replication. Private/Consortium blockchain having 50% crash
node tolerance capacity prefer Raft protocol.

e Proof of Authority (PoA): In PoA, each node needs to pass a preliminary authentication, only authenticated nodes
have the right to generate new blocks. Though, centralized authentication mechanism is followed by this
consensus mechanism.

e Proof of Capacity (PoC): Instead of computing resource, this protocol utilizes disk storage. The probability of
creating a new block is higher for the miners having high storage capacity.

e Proof of Elapsed Time (PoET): This consensus algorithm selects block based on the waiting time of participant in
the network.

SMART CONTRACT

Every transaction must follow rules or protocols defines

Smart contract defines is a collection of rules or a protocol that must be adhered by transaction in an automated and
digital way in the ecosystem of blockchain [15] [16]. It enhances security and reliability in the blockchain. Smart
contracts provide role-based access that brings greater flexibility to transactions [17] [18]. Ethereum, the first open-
source platform that enables smart contract executed in the decentralized way, without any need of central authority
and provide facility to the developer for building solution.

LITERATURE SURVEY

The given section classifies solution provided by the researcher for blockchain based solution for the healthcare
industry.

A. Blockchain for EHR

The integration of blockchain technology into Electronic Health Records (EHR) systems is rapidly gaining attention
to address several long-lasting issues in the healthcare industry, particularly related to privacy, security, and
interoperability. Traditional EHR system is based on the centralized storage server and with the technological
advancement, it shifted paradigms to the cloud-based solution. For storing and managing electronics health data,
cloud-based data sharing system emerges as the key promising solution. This system provides sharing of the Patient
Health Information (PHI) across the multiple medical institutes in a convenient way, with keeping the privacy-
preservation and security of the data intact. Despite the given advantages of the cloud-based solution, the chances of
cloud hijacking or attack can create issues of possible abuse, loss, leakage, or theft of data despite the availability of
the cryptographic techniques. To mitigate the security challenges of cloud-based solution, Blockchain has been
suggested as a beneficial solution. It offers a decentralized and immutable method for maintaining and sharing a

Page 1782



FrontiersinHealthInformatics www.healthinformaticsjournal.com
ISSN-Online: 2676-7104

growing list of health records. In the e-Health system, where patients’ records are managed are different health
institute, Blockchain based Patient Health Information (PHI) sharing offers a secure distribution of EHR.

Blockchain overrides security challenges by maintaining auditable history of data access of hospital, patients and
orderer. Existing systems are based on the central authority where patients did not have full control on the sharing
of medical records across different stockholders. The ledger stores the transaction performed by the medical staff
and patient and it contains different types of medical records generated at different time stamp. Thus, Ledger acts a
registry for storing the patients record in EHRs [19] [20].

Tanwar et al. [5] proposed effective data sharing techniques using blockchain to overcome drawback of traditional
client-server architecture. They have proposed access control policy and implemented it in the Hyperledger-based
electronic healthcare record (EHR) sharing system [5]. They measured performance using blockchain evaluation and
compared proposed methodology using Round Trip Time (RTT), latency, throughput. Zhuang et al. [3] presented
novel concept of personalizing data segmentation using “allowed list” which contains list of clinicians allowed to
access patient data and performed large scale simulation using patient-centric HIE -a programmable self-executing
protocol running on a blockchain. This protocol ensures about patients’ data privacy, data governance and gives full
access to patients on their health records.

Shahnazetetal. [21] implanted blockchain based framework by defining granular access rules for the users to access
the data and provide secure storage of electronic health records. Also discuss scalability issues of the blockchain and
how off-chain storage of the data can be useful to overcome it. Christo et al. [22] proposed three phase blockchain
based approach for granting access right on the medical reports of the patient. The three phases introduced by the
researcher are - Authentication, Encryption, and Data Retrieval. Quantum Cryptography based authentical
techniques are used while AES based encryption is performed and SHA algorithm-based data retrieval techniques
are used to circumvent frequent attacks.

Hirtanet et al. [23] have proposed system design based on access policies defined by the patients to share medical
analysis information across hospitals, medical clinics, and research institutes using blockchain. In the given system
they involved two types of chain for protecting sensitive data- One is Private chain known as side chain to preserve
information about read ID of patient and second is public chain- known as Main chain to store patients’ health data
marked with a temporary ID. Zhanget et al. [24] anticipated privacy-preserving PHI sharing protocol (BSPP) based
blockchain based system to improve data sharing and diagnosis in the healthcare industry. They introduced two
blockchains- Private blockchain, and Consortium blockchain to design secure health care sharing system. Based on
the access rights given by the patients using PHI data sharing protocol, doctor can explore and search patients’
historical health record to recommend better diagnosis.

Many research work has introduced to organise and handling electronics health records but little work has been done
to manage uncertainties arise during emergency. In the conventional record keeping system, patients cannot give
any access rights on his EHR data to emergency staff. Furthermore, there is a lack of secured EHR management system
about patients’ confidential information about his/her disease, symptoms, and who accessed it. To unravel the given
problem, Rajput et al. [25] proposed smart contract rule-based system to share and define time limit on the
emergency access of Personal health records (PHR) for managing the PHR permissions.

B. Cloud-based Blockchain in Healthcare

For easy and convenient access to EHR or EMR data which are large, it is recommended to store them in the cloud-
based storage system. Cloud based storage system is convenient and efficient for sharing EHR data across various
health care provides. However, cloud servers also prone to security vulnerabilities such as authentication, data
integrity, data privacy, and risk of reviling patients’ information also there.

Chen et al. [26] proposed a blockchain-based searchable encryption scheme for EHRs. In the given work, logic
expression-based index for EHR is created and stored in the blockchain. Users can utilize logical expression to search
index. Index is propagated across the blockchain while original EHR data is stored in the public cloud in the
encryption format to make it secure. This mechanism provides full access to the patient on their EHR data. Thus,
integration of blockchain system with cloud can ensures about data integrity, and traceability of the EHR index.
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Xiaetal.[27] introduced access control challenge based blockchain data sharing platform for the sensitive data. They
stored data using built-in autonomy and immutability properties of the blockchain in the cloud. Only invited and
verified users are allowed to access data. Data are stored in the cloud while access log of the data is stored in the
blockchain.
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Figure 2. Blockchain with cloud server [40]

Xia et al. [28] designed Medshare system for sharing EHR data across the different users to provide security and data
access control using cloud-based services and blockchain. Wanget et al. [29] proposed attribute-based encryption
method for secured sharing of health records using blockchain. They ensured about traceability and data integrity of
the EHR data using smart contract. Liu et al. [30] present a framework in which they proposed CP-ABE-based access
control (CCAC) to store the EHR data using cloud for secure storage.

C. Blockchain in Log Management

Blockchain stores data in the decentralized way and adding a block is independent of any blockchain platform. To
make a secure health record management system, we need to store data in the secure storage, and keep all the access
to the health data in the database. So, along with secured storage of data, we need to ensure about all logs of queries,
such as select, alter, insert, delete, etc. must be secure and unchanged. Blockchain provides summary of all the logs
and mechanism to store access logs in secured environment and maintain integrity of the logs.

Yang et al. [20] proposed blockchain based framework for safeguarding integrity of the data and tracks all the events
of the data to advance interoperability of the system. Guoet et al. [31] proposed novel architecture using edge nodes
and blockchain for access control on EHR data. In the given solution, role of blockchain is to manage identity and
control policy and ensure about temper-proof log of access events. EHR data are stored using edge nodes and
attribute-based access control policy specified by Abbreviated Language For Authorization (ALFA) is applied on the
EHR data to manage logs.

D. Blockchain and IoT in Healthcare

Recent development in the field of internet of things (IoT) has given rise to the number of connected devices for the
enrichment of human life. One of the core aspects of human life is health, and it takes benefits from the various digital,
smart, and comprehensive internet of things devices dedicated for the health care services, form a new dimension
known as Internet of Health Things (IoHT) [32]. This kind of devices broadly contains three major components to
form large digital healthcare system- One is wearable sensing devices, second is an internet gateway device and third
is cloud-based data centre. The interaction among the given components is shown in figure-3. Patients’ health data
such as heart rate, oxygen level are collected through sensors of the wearable devices and observed by it and give
alert message if it goes beyond threshold. Apart from it, these data are also stored in the chain and stored through
transaction and alerted to the doctor.
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Badr et al. [33] presented a novel protocol named - Pseudonym Based Encryption with Different Authorities (PBE-
DA) to attain privacy preservation on the healthcare data using blockchain platform. Access rights to view and update
patients’ sensitive data on the EHRs system is given by PBE-DA.

Bhawiyugaet at el. [34] proposed different component-based system to integrate IoT with blockchain and cloud
servers. The components are- HTTP based API gateways -works as gateway to blockchain interface, peer node,
orderer, and membership service providers (MSP). Sensing data from IoT gateway devices are accepted by the API
gateways. API gateway calls chain code which is installed in the each blockchain peer

By transmitting transaction to peers, APl gateway, who perform role of client, calls chain code installed in each
blockchain peer. As the transaction is received by the peers, it executes it and send approved transaction data to the
client. When ordered received collected endorsement from various peers, it starts building a block having ordered
transaction received from all the client and broadcast that block across all the peers. After receiving block by each
peer, they perform a final verification and do commit all the ordered transaction of that block into its local ledger.
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Figure 3. Sensor data interaction in IOT using blockchain

Griggs et al. [35] presented smart contract based [oT enabled Remote Patient Monitoring (RPM) system to secure
and manage sensors and medical devices during communication. Record ofall the events are stored in the blockchain
with the secure ledger using smart contract. To resolve security vulnerabilities associated with RPM, automatic event
notification is implemented and ensure about trustworthiness of the wearable medical devices to the patient.

To monitor big data and provide secure management in Remote Patient Monitoring (RPM) system, Dwivediet et al.
[36] modified blockchain for the IoT devices based on the distributed and other network security characteristics.
These security and privacy characteristics in the framework are the integration of private and public keys,
blockchain, and other lightweight cryptographic primitives to enhance the access control of patients.

Table 1shows summary of security features of Blockchain-based EHR systems.

TECHNICAL CHALLENGES OF USING THE BLOCKCHAIN IN HEALTHCARE

There are many different application areas and multi-disciplinary concept for the potential implementation of the
blockchain, still many challenges are there. The researchers also endeavouring to overcome these challenges,
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herewith we have enumerated challenge when researcher applied blockchain technology in the healthcare area [37]
[38][39].

A. Security

Blockchain based framework is prone to the one of the major security threat - “51% attack”. It indicates that when
any attacker/ group of them gains control of 51% of the network computation power, then its security could be
conceded. The developer of the system should design framework such that it can mitigate such attacks on the
healthcare system otherwise reliability of the organization vanished.

B. Resource consumption

The mining process of the blockchain technology is highly computationally intensive and it requires large resource
to make it active and alive. In the healthcare system, large number of devices varies from wearable devices to the
large operational devices are required to monitor patients” health, which needs large computing, and energy costs.
To manage the given devices, organization needs large investment.

C. Usability

Handling of blockchain based solution is very complex and required in-depth technical expertise. To make it usable
for the health care professionals, need to create user friendly features as well as require training to manage the
system. Hence, usability is also one of the main challenges for the blockchain based healthcare solution.

D. Centralization

Nature of the blockchain is the decentralized structure, but some blockchain based approaches require centralized
miner. This dependency on the centralized miner creates a bottleneck when this node is vulnerable and its control is
gained by the malicious attacker.
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Table I SECURITY FEATURE(S) OF BLOCKCHAIN-BASED EHR SYSTEMS

Paper

Main security feature(s)
provided
by Blockchain

Method/ Objective

Tanwar et al. [5]

Decentralization, Access
control, Privacy

Proposed Hyperledger based EHR system that utilize
chaincode concept

Zhuang Y et al. [3]

Encryption, Access control,
Privacy

Presented allowed list to make personalizing data
segmentation and access on health data

Shahnazet al. [21]

Secure storage, Scalability

Secure storage of health record by defining granular
access rules.

Christo et al. [22]

Authentication, Encryption,
and Data Retrieval

Quantum Cryptography to grant security in accessing
medical reports.

Hirtan et al. [23]

Data security, Access control

To protect data they frame two types of chains: one
isprivate and second is sidechain.

Zhang et al. [24]

Decentralization, Access
control, Encryption, Data
security

Presented PHI sharing protocol to improve diagnosis by
preserving privacy

Rajput et al. [25]

Access control

Emergency access permission to PHR in emergency
situation.

Chen et al. [26]

Integrity, Access control

Blockchain based searchable encryption scheme for EHRs.

Xia etal. [27]

Immutability, Access control,
Log management

Blockchain based medical data sharing framework

Xia et al. [28]

Access control

Blockchain and cloud storage based data sharing
framework

Wang et al. [29]

Encryption, Integrity,
Traceability

Attribute based Blockchain cryptosystem for EHR
system with Cloud.

Liu et al. [30]

Integrity, ABE based Access
control

CP-ABE based Access control for data sharing
and store EHR data on cloud

Yang et al. [20]

Log management, Access
control, Integrity

To ensure the integrity and improve interoperability by
tracking every event occurs in system

Guo etal. [31]

Attribute based Access control,
Log management

Blockchain and edge node based hybrid approach to
manage EHR data access.

Badr et al. [33]

Encryption, Access control

To enhance communication between healthcare entities in
an e-health platform, proposed pseudonym based
Encryption with multiple authorities,

Bhawiyuga et al.
[34]

Access control, Decentralization

Proposed HTTP-based API gateway serves as the interface
between devices and the blockchain.

Griggs et al. [35]

Data security, Access control,
Decentralization

[IOT-RPM based smart contract to manage medical
device security while communicating with smart device

Dwivedi et al. [36]

Privacy, Access control, Data
security, Encryption

Framework that modifies blockchain for IOT devices for
distributed network security.

CONCLUSION

Integration of the Blockchain technology has shown a promising solution to the challenges associated with the

Electronics Health Records (EHRs). Despite the significant advancement in Information Technology, existing EHR
systems are service provider centric and faces critical issues related to patients’ data management, integrity,

reliability, and interoperability. Decentralized and immutable nature of the blockchain offers a unique approach to
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address given challenges by enhancing data privacy and security and integrity issue. Moreover, it enables patient’s
centric effective interoperability, and trustworthy system to offer solution to the issues such as data breaches,
unreported clinical trials, and erroneous data. Through the systematic review existing research work, this paper
highlights key innovations to address issues of the EHRs and ongoing challenges of the blockchain based solution for
the healthcare industry.

Although blockchain has shown considerable potentials, still further research is needed to address several key
challenges. Scalability is one of the major issues for blockchain based solution for the large volume of the data. For
smooth interoperability across different health service provider, there is a need of standardized framework. In
addition to this, also explore the legal and regulatory challenges of the patient’s data and consent for the
authorization. Despite the given challenges, integration of blockchain with internet of things (IoT) and cloud
technology has the potential to create a more secure, transparent, and efficient healthcare system for both healthcare
providers and patients.
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