Frontiers in Health Informatics www. healthinformaticsjournal.com
ISSN-Online: 2676-7104

2024; Vol 13: Issue 8 Open Access

Explainable Ai Integration Blockchain Fraud Detection System For Secure
Financial Transaction

Dr. Munish Kumar', Sumedha Arya’, Manpreet Singh Gill®

'Business Strategy Manager (IT), Nebraska Department of Labor (NDOL), Dublin, OH 43016, USA
Email: munish2012@gmail.com

T Project Manager, Cardinal Health, Dublin OH - 43016, USA

Email: arya.sumedha@gmail.com

3 Assistant Professor, Department of Computer Science and Applications,
Akal Degree College, Mastuana Sahib, Sangrur, Punjab, India,
Email: gillkotra@gmail.com.

Cite this paper as: Dr. Munish Kumar, Sumedha Arya, Manpreet Singh Gill (2024) Explainable Ai Integration
Blockchain Fraud Detection System For Secure Financial Transaction..Frontiers in Health Informatics, Vol.13,
No.8, 8270-8277

ABSTRACT

Financial fraud represents one of the most critical threats to global economic stability, with estimated annual
losses exceeding USD 5.1 trillion worldwide. Traditional rule-based detection systems have proven inadequate
against increasingly sophisticated attack vectors, including synthetic identity fraud, account takeover (ATO)
attacks, and coordinated transaction laundering. This paper presents AIBChain, a novel framework that
synergistically combines deep learning-based anomaly detection with a permissioned blockchain ledger to deliver
real-time fraud detection with sub-100ms latency. Our architecture integrates a Graph Neural Network (GNN)
module for transaction relationship mapping, a Long Short-Term Memory (LSTM) autoencoder for temporal
pattern recognition, and an Explainable Al (XAI) layer powered by SHAP values for regulatory compliance. The
immutable blockchain audit trail ensures tamper-proof forensic evidence. Experimental evaluation on three real-
world datasets PaySim, IEEE-CIS Fraud Detection, and a proprietary banking dataset comprising 47 million
transactions demonstrates that AIBChain achieves an F1-score 0f 0.9741, AUC-ROC 0f 0.9923, and reduces false
positive rates by 67.3% compared to state-of-the-art baselines. Smart contract-mediated consensus reduces inter-
bank fraud dispute resolution time from 72 hours to 8.4 minutes. Our results conclusively establish AIBChain as
a production-ready solution for next-generation financial security infrastructure.

Keywords: Blockchain, Fraud Detection, Graph Neural Network, LSTM Autoencoder, Explainable Al, Smart
Contracts, Real-Time Analytics, Financial Security

INTRODUCTION

The global financial ecosystem processes over 1.8 billion transactions daily across banking, e-commerce, and
cryptocurrency platforms [11]. The rapid proliferation of digital payment channels has simultaneously expanded
the attack surface available to fraudsters, who now leverage automation, artificial intelligence, and cross-border
obfuscation to exploit system weaknesses at unprecedented scale [12-13]. According to the Association of
Certified Fraud Examiners (ACFE) 2023 Report to the Nations, organizations lose approximately 5% of annual
revenues to fraud, translating to catastrophic losses for individuals and institutions alike.

Contemporary fraud detection methodologies suffer from three fundamental limitations: (1) centralized
architectures create single points of failure and data manipulation vulnerabilities [14-15]; (2) static rule-based
engines exhibit high false positive rates (often exceeding 30%) that impose substantial operational costs and
degrade customer experience; and (3) siloed data repositories prevent cross-institutional pattern recognition that
could identify coordinated fraud rings. Blockchain technology offers a compelling solution to the first challenge
through its inherent properties of decentralization, immutability, and transparency, yet naive blockchain
deployments lack the computational intelligence required for proactive threat detection.

2. RELATED WORK
2.1 Machine Learning for Fraud Detection.
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Early ML-based fraud detection systems employed logistic regression and decision tree ensembles. Dal Pozzolo
et al. (2015) [1] pioneered the use of random forests on imbalanced credit card datasets, achieving AUC-ROC of
0.87. The advent of deep learning brought significant improvements: Pumsirirat and Yan (2018) [6] applied
autoencoders for unsupervised anomaly detection, while subsequent work by Nguyen et al. (2020) [5]
demonstrated that LSTM networks capture temporal spending patterns more effectively than feedforward
architectures. Graph-based approaches gained traction as researchers recognized that fraudulent actors form
detectable relational networks; Wang et al. (2021) [2] achieved state-of-the-art results on the Yelp and Amazon
datasets using heterogeneous GNNs, reporting F1 improvements of 12—18% over non-graph baselines

2.2 Blockchain in Financial Security

Nakamoto's (2008) [4] Bitcoin whitepaper introduced the foundational blockchain paradigm, subsequently
adapted for enterprise use by the Hyperledger consortium. Dinh et al. (2018) [2] comprehensively benchmarked
blockchain platforms for financial applications, identifying Hyperledger Fabric as superior for permissioned
enterprise deployments due to its pluggable consensus and channel isolation. Smart contract-based fraud evidence
storage was explored by Alzahrani and Budiarto (2020) [8], though their work lacked Al integration and real-time
processing capabilities. More recent work by Li et al. (2022) [3] proposed a blockchain-Al hybrid for insurance
fraud but was evaluated only on synthetic data and exhibited detection latencies exceeding 5 seconds, precluding
real-time deployment.

2.3 Research Gap

A critical examination of'the literature reveals that no prior work simultaneously achieves: (i) sub-second detection
latency at production transaction volumes [16], (ii) cross-institutional federated learning without raw data sharing,
(ii1) blockchain-anchored explainable Al verdicts satisfying regulatory requirements, and (iv) demonstrated
production deployment metrics. AIBChain directly addresses this gap.

3. PROPOSED AIBChain FRAMEWORK
3.1 System Architecture Overview

AIBChain adopts a four-tier architecture comprising: (T1) Transaction Ingestion Layer, (T2) Federated Al
Processing Layer, (T3) Hyperledger Fabric Blockchain Layer, and (T4) Governance & Compliance Dashboard.
Figure 1 illustrates the complete system architecture with data flow pathways.
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Figure 1. Four-tier AIBChain system architecture. All inter-tier communication uses mTLS
encryption.

8271



http://www.healthinformaticsjournal.com/

Frontiers in Health Informatics www. healthinformaticsjournal.com
ISSN-Online: 2676-7104

2024; Vol 13: Issue 8 Open Access

3.2 Graph Neural Network Fraud Scorer

Transactions are modelled as a heterogeneous directed graph G = (V, E, X, A) where nodes V represent entities
(accounts, merchants, devices), edges E encode transaction events, X represents node feature matrices, and A
denotes the adjacency matrix. The GNN performs message-passing operations across k = 3 graph convolution
layers: where o is the LeakyReLU activation, W and B are learnable weight matrices, and N(v) denotes the
neighborhood of node v. The final fraud probability score p_fraud € [0, 1] is computed via a sigmoid readout
layer applied to the concatenated node embedding and edge features.

3.3 LSTM Temporal Autoencoder

Temporal behavioral anomalies are detected using a stacked LSTM autoencoder trained to reconstruct normal
transaction sequences. The encoder E compresses a sliding window of T = 30 sequential transactions into a latent
representation z € R"64, while decoder D reconstructs the sequence. The reconstruction error € = ||x - D(E(x))|]
serves as the anomaly score [17]. Transactions with € exceeding the 99.5th percentile threshold t (dynamically
calibrated using rolling statistics) trigger a fraud alert. The composite fraud score integrates both signals:

3.4 Explainable Al Integration

Regulatory frameworks mandate that automated financial decisions be explainable to affected customers.
AIBChain computes SHAP (SHapley Additive exPlanations) values for every flagged transaction within the
inference pipeline, identifying the top-5 contributing features. These explanations, along with the fraud verdict,
are cryptographically hashed and stored on-chain via IPFS content addressing, creating an immutable, auditable
decision record that satisfies GDPR recital 71 and European Banking Authority (EBA) guidelines [18].

3.5 Smart Contract Workflow

Four Chaincode contracts govern the fraud management lifecycle on Hyperledger Fabric: (SC1) FraudAlert
receives Al inference results and broadcasts immutable alerts to consortium members; (SC2) EvidenceAnchor
commits SHAP explanation hashes and transaction metadata to the ledger; (SC3) DisputeResolver manages multi-
party fraud dispute workflows with automated SLA enforcement; and (SC4) ModelGovernance tracks federated
learning model versions, audit logs, and participant contributions. The consensus protocol uses Raft ordering for
crash fault tolerance with 2f+1 = 5 ordering nodes (Table 1).

Table 1: Smart Contract Fraud Resolution Workflow
STEP ACTION LAESCY
1 Tran'sact'ion received at APl Gateway; schema validation & de- <3
duplication
2 GNN graph feature extraction & neighborhood aggregation (3-hop) <35
3 LSTM autoencoder temporal anomaly scoring on 30-txn window <28
4 SHAP explanation computation; composite score fusion (a-weighting) <14
5 SC1 FraudAlert executed; IPFS evidence commit; consortium broadcast <10
TOTAL | End-to-end detection pipeline (P99 observed latency in production) <95
4. EXPERIMENTAL SETUP
4.1 Datasets

Three datasets are used for comprehensive evaluation. PaySim (Synthetic): 6.36 million mobile money
transactions generated by a multi-agent financial simulator, with 8,213 labelled fraudulent transactions (0.13%
prevalence). IEEE-CIS Fraud Detection (Benchmark): 590,540 e-commerce transactions from Vesta
Corporation's real-world payment protection system, with 20,663 fraud cases (3.5% prevalence). Proprietary
Banking Dataset (Production): 40.2 million retail banking transactions from our Tier-1 partner bank (2021-2023),
with ground-truth fraud labels provided by the bank's existing investigation team (fraud rate 0.09%). All datasets
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underwent stratified 70/15/15 train-validation-test splits with temporal ordering preserved to prevent data leakage.

4.2 Baselines and Implementation

AIBChain is benchmarked against six competitive baselines: (B1) XGBoost with SMOTE oversampling; (B2)
Isolation Forest; (B3) Vanilla LSTM sequence model; (B4) GraphSAGE without temporal module; (BS)
FraudBERT (transformer-based); and (B6) state-of-the-art Pick-and-Choose GNN (PC-GNN). All models were
implemented in PyTorch 2.1 with CUDA 12.2 acceleration on NVIDIA A100 80GB GPUs. The blockchain layer
ran on a 5-node Hyperledger Fabric v2.5 cluster deployed on AWS EC2 r6i.4xlarge instances. Training used
AdamW optimizer (Ir=2e-4, weight decay=1e-5) with cosine annealing and a focal loss function (y=2) to address
class imbalance.

5. RESULTS AND ANALYSIS
5.1 Fraud Detection Performance

Table 2 presents the comparative evaluation results across all three datasets. AIBChain consistently achieves
superior performance across all key metrics, most notably on the production banking dataset where class
imbalance is most severe and detection difficulty is highest.

Table 2. Comparative Performance on Three Evaluation Datasets
Model Precision Recall F1-Score AUC-ROC FPR (%)
é(il)go"“ * SMOTE 0.8712 0.8234 0.8467 0.9102 12.41
Isolation Forest (B2) 0.7891 0.7103 0.7476 0.8654 18.73
Vanilla LSTM (B3) 0.8934 0.8567 0.8747 0.9312 9.87
GraphSAGE (B4) 0.9123 0.8891 0.9006 0.9534 7.62
FraudBERT (B5) 0.9234 0.9012 0.9122 0.9643 6.14
PC-GNN (B6) 0.9389 0.9201 0.9294 0.9751 5.41
AIBChain (Ours) 0.9813 0.9671 0.9741 0.9923 3.94

Table 2 presents a comparative performance evaluation of the proposed AIBChain framework against six state-
of-the-art fraud detection models across key classification metrics. Traditional machine learning approaches such
as XGBoost with SMOTE (B1) and Isolation Forest (B2) achieved F1-scores of 0.8467 and 0.7476, respectively,
indicating moderate effectiveness in identifying fraudulent transactions. Deep learning-based Vanilla LSTM (B3)
improved performance, achieving an F1-score of 0.8747 and an AUC-ROC of 0.9312, demonstrating the benefit
of temporal transaction pattern learning. Graph-based approaches, including GraphSAGE (B4) and PC-GNN
(B6), further enhanced fraud detection capability by capturing relational dependencies among transaction entities,
obtaining Fl-scores of 0.9006 and 0.9294, respectively. FraudBERT (BS5), leveraging transformer-based
contextual representations, achieved an F1-score of 0.9122 and an AUC-ROC of 0.9643. However, the proposed
AIBChain model significantly outperformed all competing methods, achieving the highest Precision (0.9813),
Recall (0.9671), F1-Score (0.9741), and AUC-ROC (0.9923), while simultaneously recording the lowest False
Positive Rate (3.94%). Compared with the strongest baseline, PC-GNN, AIBChain improved the F1-score by 4.47
percentage points and reduced the false positive rate by approximately 27.17%. These results demonstrate that the
integration of blockchain-enabled transaction integrity, graph neural network-based relationship modeling,
LSTM-driven temporal feature extraction, and explainable artificial intelligence components enables superior
fraud detection accuracy, robustness, and reliability in complex financial transaction environments.

5.2 Latency and Scalability

AIBChain achieves a P50 end-to-end detection latency of 67ms and P99 latency of 95ms under peak load
conditions of 12,000 transactions per second (TPS), well within the 100ms real-time requirement for payment
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authorization systems. Figure 2 presents the latency distribution and throughput scaling characteristics.

Latency Percentile Profile (ms) Throughput vs. Node Count
PI:  23ms = 20000
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Figure 2. Latency percentile profile (left) and horizontal throughput scaling (right) .
5.3 Ablation Study

To quantify the individual contribution of each AIBChain component, Figure 3 presents an ablation study
comparing variants with progressively added components against the full model.

Performance Evaluation

1.2
0.8
0.6
0.4
0.2
0

LSTM GNN + LSTM GNN +LSTM + GNN + LSTM + AIBChain Full

Blockchain XAI (GNN + LSTM

+ XAI + BC)

mF1-Score ®WAUC-ROC ® AF1 vs Full

Figure 3: The blockchain layer contributes 1.29% F1 improvement via tamper-proof feature
integrity.
5.4 Production Deployment Results

AIBChain was deployed in a 90-day production pilot at a major Indian commercial bank (5.8 million active
accounts, USD 2.1 billion in daily transaction volume). Figure 4 summarizes the key operational outcomes
demonstrating real-world effectiveness.
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Table 3: 90-Day Production Pilot Results Summary

KPI Pre-AIBChain Post-AIBChain

Fraud Prevention Rate 63.4% 94.1% (+30.7%)
False Positive Rate 11.7% 3.94% (—67.3%)
Detection Latency (P99) 4,200 ms 95 ms (—97.7%)
Dispute Resolution Time 72 hours 8.4 min (—99.8%)
Annual Fraud Losses USD 23.1M USD 8.9M (=61.5%)
(estimated)

Prevented Losses (90 days) — USD 14.2M
System Uptime 99.1% 98.7%
Customer Complaints (fraud- 1,847/month 293/month (—84.1%)

rel.)

5.5 Comparative Analysis with State-of-the-Art

Table 3 summarizes the results of a 90-day production pilot deployment of the proposed AIBChain framework.
The findings demonstrate substantial operational and financial improvements after implementation. The fraud
prevention rate increased significantly from 63.4% to 94.1%, representing a 30.7% improvement in fraud
detection effectiveness. Simultaneously, the false positive rate decreased from 11.7% to 3.94%, reducing
unnecessary transaction investigations by 67.3%. AIBChain also achieved remarkable efficiency gains, lowering
detection latency from 4,200 ms to just 95 ms and reducing dispute resolution time from 72 hours to only 8.4
minutes. Financially, the framework reduced estimated annual fraud losses from USD 23.1 million to USD 8.9
million, while preventing approximately USD 14.2 million in losses during the 90-day pilot period. Although
system uptime experienced a marginal decrease from 99.1% to 98.7%, it remained within acceptable enterprise-
grade operational standards. Furthermore, fraud-related customer complaints dropped dramatically from 1,847 to
293 per month, reflecting an 84.1% improvement in customer experience and trust. AIBChain surpasses all
surveyed approaches across the critical dimensions of detection accuracy, explainability, immutability, and
latency. The 67.3% reduction in false positive rate is particularly significant from an operational standpoint—at
the pilot bank's transaction volume of 1.4 billion annual transactions and an average investigation cost of USD 18
per case, this reduction translates to operational savings of approximately USD 7.8 million per annum exclusive
of fraud loss prevention. The blockchain-enabled dispute resolution acceleration from 72 hours to 8.4 minutes
represents a 99.8% improvement that fundamentally transforms inter-institutional fraud response capabilities.

6. DISCUSSION

Our results empirically validate three theoretical propositions: (i) that GNN-based relational modeling and LSTM
temporal modeling provide complementary, non-redundant fraud signals (ablation A of 0.0735 and 0.0994
respectively confirm their independent contributions); (ii) that blockchain immutability materially improves
model robustness by preventing adversarial feature manipulation in the detection pipeline; and (iii) that
explainability components (XAI/SHAP) do not introduce prohibitive latency—our implementation adds only
14ms to the pipeline while generating full regulatory-compliant audit trails.

Three limitations warrant acknowledgement. First, the federated learning component requires all consortium
participants to maintain compatible model architectures, limiting flexibility for institutions with proprietary legacy
systems. Second, AIBChain's GNN module exhibits degraded performance on cold-start accounts with fewer than
10 historical transactions, achieving F1 = 0.8832 in this subgroup versus 0.9741 overall. Third, while the
Hyperledger Fabric deployment provides Byzantine fault tolerance, the consensus overhead introduces irreducible
latency that precludes deployment in ultra-low-latency environments (< 50ms requirements) without further
optimization.
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7. CONCLUSION

This paper presented AIBChain, a comprehensive Al-empowered blockchain framework for real-time fraud
detection in financial transactions. Through the synergistic integration of Graph Neural Networks, LSTM temporal
autoencoders, SHAP explainability, and Hyperledger Fabric smart contracts, AIBChain achieves an F1-score of
0.9741 and AUC-ROC 0f 0.9923 on a 40.2-million-transaction banking dataset a 4.8% F1 improvement over the
strongest baseline. The system delivers sub-100ms end-to-end detection latency at 12,000 TPS with near-linear
horizontal scalability. Production deployment at a Tier-1 Indian commercial bank demonstrated USD 14.2 million
in prevented fraud losses over 90 days, a 67.3% reduction in false positives, and acceleration of dispute resolution
from 72 hours to 8.4 minutes. AIBChain represents a paradigmatic shift from reactive, rule-based fraud prevention
to proactive, Al-driven, blockchain-anchored financial security. The framework's adherence to regulatory
explainability requirements and its federated learning design for privacy-preserving cross-institutional intelligence
sharing position it as a foundational infrastructure component for next-generation financial security ecosystems.
Immediate future directions include: (1) integration of transformer-based foundation models pre-trained on
financial transaction corpora to improve cold-start detection; (2) exploration of zero-knowledge proofs to enable
privacy-preserving cross-institutional data sharing beyond federated learning; and (3) extension to cryptocurrency
blockchain forensics, where the transparent ledger eliminates the data-sharing problem inherent in traditional
banking systems..
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