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Abstract:

The medical profession has issues stemming from a diminishing manpower and an increase in chronic illnesses
exacerbated by demographics and epidemiologic changes. Digital health therapies including Al are seen as
viable answers to these difficulties. The primary objective of these Al systems is to enhance patient wellness and
happiness, enhance population-wide wellness, and promote the health of medical personnel. The potential uses
of Al for medical purposes are extensive and are anticipated to aid, automate, and enhance various medical
facilities. Similar to most nascent innovations, artificial intelligence in healthcare has inherent hazards and
need regulatory oversight. This work highlights the prospects of Al powered communication systems in
healthcare and brings out the legal issues in it.

Keywords: Legal, Al, Communication, medical devices, regulations

Introduction:

The healthcare industry is now encountering several obstacles that aren't limited to specific regions but are,
instead, global in nature, including shortages of labour and complications in persistent disease care [1]. The
need for and the magnitude of the worldwide medical staff are anticipated to escalate to unparalleled levels due
to demographic and financial growth. Long-term, non-communicable diseases (NCDs) are considered to be the
primary cause of worldwide mortality, accounting for around 73%, and thousands of persons perpetually
impacted. The existing deficit of health care workers gets worse by population and epidemiologic changes. The
increasing elderly demographic and prevalence of NCDs in both high-income countries (HICs) and low- and
middle-income countries (LMICs) demand the expansion of medical service strategies to address demographic
requirements, particularly in patient assistance and outreach. Countries globally are beginning to recognise that
health systems must be constructed on fundamental care models that integrate preventative and rehabilitative
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treatments with the significant capabilities of digital technology to address increasing population needs. Digital
health therapies including Al are increasingly acknowledged as effective in addressing these deficiencies in
healthcare [4]. Conversely, ML is a subset of Al that employs procedures instructed on knowledge to generate
models capable of performing these challenging tasks. The increasing focus and proliferation of Al applications
are due to the interplay between substantial advancements in computer capacity and the vast amounts of data
produced by health systems [7]. Al is progressively transforming the medical surroundings by automating
administrative tasks that aid evaluation, facilitating based on proof healthcare decisions, and recommending
suitable remedies via the rapid analysis of extensive health data. The use of Al in medical settings has shown
enhancements in the health of patients and the welfare of healthcare staff [9]. Simultaneously, it is essential to
acknowledge that Al-based technologies remain at an embryonic stage and therefore need that many
stakeholders, including Al scientists, builders, and legislators, learn about advancements in AI. Among all
stakeholders, regulatory authorities are essential since Al systems within hospitals make pivotal choices
affecting people' lives, safety, and well-being; laws serve to mitigate mistakes or failures that might jeopardise
Pconfidentiality of patients, authorisation, and the prudent management of sensitive medical information. In the
absence of adequate restrictions, there exists a danger of exploitation or illegal utilisation of individual medical
data. Uniformity is a further essential component. Guidelines set uniform rules and norms for Al applications
for medical use, fostering interchange and compliance across diverse networks, which is crucial for effective
partnership and interaction within the medical field ecosystem. Moreover, rules may cultivate goodwill among
doctors and nurses, patients, and the general populace. Awareness of Al systems' compliance with defined
criteria might enhance trust in their dependability and efficacy.

Importance of Al in Healthcare

Medical services are swiftly evolving to incorporate distant and portable delivery methods, making the
integration of Al technology for evaluation, therapy, and avoidance both current and essential. The applications
of Al in medical care include avoidance, detection, pharmacy, and therapy. Understanding its influence on
health care is essential for optimal delivery throughout the medical spectrum [10]. Al primarily facilitates and
automates current medical procedures in diagnosis and pharmaceuticals, while in therapy, it seeks to enhance
present healthcare provisions, as seen in Figure 1.

Artificial intelligence is an influential instrument for analysing pictures, widely utilised by radiological experts
for the early detection of various illnesses and for minimising diagnostics inaccuracies in preventive contexts
[11-14]. Similarly, Al serves as an intelligent and promising instrument for the analysis of ECG and
echocardiogram data used by cardiologist to enhance their processes for making decisions. The Ultromics
system, described at an Oxford hospital, employs Al to analyse echocardiogram images that identify heartbeat
patterns and identify ischaemic cardiac disease. Artificial intelligence has shown promising outcomes in the
early identification of ailments like breast and skin cancer, ocular illnesses, and pneumonia applying body
imaging techniques [15-16]. Al algorithms examine behavioural patterns to predict psychotic events and
identify the characteristics of neurological illnesses like Parkinson's disease. Numerous digital firms, like as
Alibaba, Tencent, Baidu, and Ping An, are progressively engaging in delivering medical care by providing
products to both medical centres and people [17-21]. Such firms may fall beyond the direct jurisdiction of
healthcare regulatory bodies and accordingly require governance, particularly when they provide direct
therapeutic assistance to others [25-26].
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Figure 1: Utilisation of artificial intelligence in medical care [1]

Furthermore, medical imaging scans are methodically collected and stored for a designated period, making them
readily accessible for the training of Al systems [27-28]. These Al systems may decrease the amount of time
and expense associated with analysing medical imaging and perhaps enable an increased number of
examinations for better targeted treatment [29]. Artificial intelligence is influencing medical choices and illness
detection. It may analyse, analyse, and present extensive data spanning multiple avenues for medical diagnosis
and treatment selection [22-24]. It may assist clinicians in making improved clinical judgements or perhaps
substitute human judgement in medical fields [30]. Moreover, studies using CAD have shown exceptional
awareness, precision and applicability in detecting subtle radiograph anomalies, with the potential to enhance
overall health [31-32]. However, outcome evaluation in Al imaging research is often characterised by lesion
identification, neglecting the natural seriousness and nature/type of a scar, which may result in a distorted
representation of Al performance. Furthermore, the use of non-patient-related radiometric and clinical outcomes
may enhance predicted awareness, but at the expense of heightened incorrect diagnoses and the potential for
overdiagnosis via the identification of modest anomalies that could resemble asymptomatic illness [33-34].
Consequently, patient tracking and oversight via virtual care using effective and intelligent mobile device
technologies has grown into feasible and an integral component of traditional healthcare. Moreover, Al
contributes to the management of chronic conditions such as hypertension, type 2 diabetes, sleep apnoea, and
persistent asthma of the lungs via the use of portable, non-invasive devices. [35]. Manu research advocated for
a sophisticated sensor system using an integrated system of sensors to monitor an individual's residence and
surroundings, therefore acquiring data on their health condition and behaviour. The suggested platform
comprises inconspicuous, biomedical, and wearable sensors. These instruments track indicators of health like
respiration rate, pulse rate, respiratory waveform, blood flow, and electrocardiogram (ECG). A sophisticated
gadget, such as a tablet, have been suggested to serve as a gateway among the individual and the sensors. The
gathered data is uploaded to a cloud service for analysis and preservation pertaining to geriatric care. [36-38].

Recent research indicated that the expansion of healthcare with metaverse growth surged 38-fold during
COVID-19 [11]. This rise may have resulted from the reduction in in-person consultations and the management
of viral transmission risk throughout the COVID-19 pandemic [83,84]. It additionally indicated the potential
for new the virtual world technologies, including virtual comparison scan and unprocessed information
exchange, that would be constant user-friendly, and cost-effective, and would function well. Moreover,
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metaverse platforms may include AR glasses, enabling users to view live video recordings and audio
conversations for real-time interaction with physicians. Augmented reality systems enable users to establish
direct connections and provide real-time updates on emergency situations, facilitating timely and efficient
management by distant clinicians. The use of contemporary technology, including Al, telepathy, and
blockchain, VR, AR, and computerised twinning, allows novel approaches to provide efficient management that
enhances the lives of patients. The metaverse creates an alternate reality experience over the Internet, simulating
human reactions and movements. It encompasses the whole financial and social frameworks of both tangible
and virtual settings [39]. Moreover, Al may assist in strengthening the metaverse framework to increase the 3D
thrilling experience and improve the basic amenities of virtual environments [40]. Remote patient monitoring
(RPM) is a branch of telemedicine that enables healthcare professionals to observe, assess, and document patient
states outside of conventional settings. RPM enhances the efficacy of medical interventions via the use of
sensing and electronic communication. It facilitates the remote analysis of medical information or patient
concerns. It also enables patients to interact with and acknowledge their current medical status [41]. The
dependability of traditional patient-monitoring systems is contingent upon healthcare professionals' handling of
time, which is influenced by their workload. This monitoring also includes invasive techniques necessitating
skin contact to assess health status. Remote Patient Monitoring (RPM) in healthcare is accomplished via the
integration of innovative Internet of Things (IoT) techniques, including contact-based detectors, mobile devices,
and telehealth apps. This method is often used to assess pulse or other biological parameters, including motion
detection, which may aid in medical decision-making or treatment plans for conditions such as schizophrenia
and problems with movement [42]. Furthermore, healthcare practitioners used RPM systems to ensure
continuity of treatments for patients during the COVID epidemic. Recent research assessed 2 distant patient-
monitoring systems, the CareSimple COVID system and the Telecare COVID system, for the surveillance of
COVID-19 patients. Both of the platforms have been reported to have been well welcomed by COVID-19
patients, with no meaningful differences in patients' impressions of each platform. It is advisable to contemplate
the utilisation of such platforms throughout the aftermath of a pandemic and post-hospitalization phases [42].
Regarding RPM applications, traditional machine learning and DL networks are often used artificial intelligence
algorithms to detect and predict vital signs and categorise patients' movement patterns. Al-driven RPM designs
have revolutionised health monitoring systems by identifying early symptoms of patient deterioration, analysing
patient behaviour patterns via learning by reinforcement, and customising the recording of wellness variables
via federated learning. Nonetheless, Al has the potential to revolutionise RPM capabilities; yet, it faces many
obstacles, including privacy concerns, computational issues, volume of data management, unpredictability, data
imbalances, finding features difficulties, and the need for clearness [43]. Additionally, ChatGPT, an artificial
intelligence language model, was created by OpenAl. It operates as a more precise Al-driven chatbot capable
of comprehending natural language dialogues and addressing customer enquiries. The ChatGPT-enabled
chatbot provides information on a specific medical condition or treatment protocol. It provides accurate and up-
to-date responses to the patient's enquiries on their medical characteristics, medications, and treatment protocols
in many languages. It delineates patients' medical information for healthcare professionals and may assist them
in executing remote patient monitoring to maintain patient health. Additionally, it encourages people to monitor
their vital signs to alert healthcare professionals in the event of any odd changes. It enables people to schedule
consultations with doctors. ChatGPT may also give replies for a software application that assists patients in
managing their treatment, akin to a bot who reminds patients to adhere to their prescriptions for treatment as
well as offering information on their health state. The proliferation of virtual companions for patients
exemplifies the use of ChatGPT in the medical field. The virtual assistant may provide guidance in managing
chronic conditions like diabetes or recommend over-the-counter medications or home remedies for people with
influenza or colds. Digital platforms, including smartphone apps, voice assistants, and websites, may be used to
access these virtual helpers. Nonetheless, ChatGPT in healthcare has restrictions, including with ethics in
medicine, understanding of data, security, safety, permission, and responsibility [43-45]. Conversely, data
connection is a limitation for deployed Wearable Patient-Monitoring (WPM) systems, since consumers are
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confined to static environments with low-Bluetooth-range sensors. Moreover, user acceptability is a vital
component of WPM solutions. It depends on user awareness, as well as the acceptability of patients and
physicians. Cost concerns may emerge when employing mobile data to communicate across several time periods
and data collecting.

Legal and Management Framework:

In recent years, countries have begun to advocate for the exchange of information. Anonymised measuring
datasets with documented diagnosis were developed to establish benchmarks [1]. Current instances of data-
sharing initiatives include bio banks and global coalitions for imaging repositories. Notwithstanding such
optimistic instances, the volume of data exchange necessary for the extensive use of Al technology across
numerous hospitals necessitates more work. The outcome will likely be influenced more by the economic and
social backdrop of the relevant health system than by the technology at hand, that has previously been shown
to be accessible and prepared. Once Al is completely integrated into healthcare and its regulations are
established, altering those regulations may be challenging. To avoid this, indicate oversight and legislation must
remain adaptable and anticipatory. The new Regulations, similar to the preceding Directives, seek to: harmonise
the single market by establishing consistent requirements for the performance and security of healthcare
gadgets; categorise medical equipment and in vitro diagnostic devices according to their risk profiles,
necessitating distinct evaluation processes for each categorisation; and delineate the powers of the notification
bodies and the appropriate agencies. The primary motivations for the regulation adjustment are varying readings
of the prior Directives, accidents related to the efficiency of products, and insufficient oversight of notified
organisations. Consequently, the amendment of the Act was necessary to attain elevated expectations for quality
and security for products in relation to advancing innovations, like Al, and to reaffirm the EU's preeminent
position in the helath care tools. This must guarantee a firm elevated standard of medical security and security
for EU citizens utilising Al-based products; facilitate the equitable trade of such goods across the EU; and align
EU legislation with the substantial technological and scientific advancements in the Al-based medical device
sector over the past two decades. The General Data Protection Regulation (GDPR) came into effect in the EU
on 24 May 2018. This new legislation effectively regulates Al due to its broad territorial scope and extensive
rights to information subjects, ultimately enhancing citizens' rights concerning the utilisation of their private
data and delineating specific duties for individuals and entities handling this kind of information. The GDPR
instituted regulations to enhance people' rights about the permission procedure for the acquisition, use, and
dissemination of their private information. The rule stipulates that permission must be specific and unequivocal,
and that controllers of data are required to substantiate that an individual has granted consent; hence, the duty
of evidence lies with them. Permission must be up-to-date necessitating that it be presented in simple and readily
available formats using clear and straightforward language. Furthermore, patients must be educated on the
procedure for retracting permission before providing it

Discussion and Future Scope:

The implementation of Al powered IoT communication systems in the health care industry present most
promising opportunities and significant challenges as well. The analysis reveals that there are frameworks like
MDR and GDP which provide a foundational governance structures but a considerable gap still exists between
rapid technological advancements and regulatory adaptation. It is difficult to keep pace with emerging Al
capabilities in healthcare industry because the current regulatory landscape emphasis is on patient data
protection and consent management along with device safety. There are various notable changes including the
classification of Al software as medical devices and the complexity of remote patient monitoring systems with
integration of novel technologies like ChatGPT in the healthcare environment settings. It is difficult for the
healthcare decisions to keep a balance between innovation with a patient safety and the regulatory frameworks
set aside. The Covid 19 pandemic has accelerated the adoption of different remote monitoring systems along
with virtual care solutions which shows the need for more robust and adaptable regulatory mechanism that can
accommodate rapid technological evolution and also helping maintaining standards of patient care and data
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protection.

The future of health industry is dependent upon Al and ML powered systems which show promising research
and development directions. There is a critical need for the development of regulatory frameworks that can
affectively go on emerging technology in metaverse based healthcare delivery and advanced RPM systems
along with the Al driven diagnostic tools. In future the research will focus on creating a standardized evaluation
Matrix for the performance and evaluation of Al in healthcare environmental settings particularly in the field
where systems interface with the loT for patient monitoring and care delivery is of importance. There has also
been a significant potential for development in integrated framework which can harmonize the various
regulatory requirements across different jurisdiction while maintaining complaints with core principles of
patient safety and data protection. The evolution of Al in the field of healthcare likely necessitates the
development of new legal frameworks that specifically addresses the different challenges posed by the
independent decision-making systems in the medical field including liability issues, ethical considerations and
establishment of clear accountability mechanism for Al driven healthcare solutions.
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