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Abstract

Strength and Quality-of-Service (QoS) performance of encryption techniques like Advanced Encryption
Standard (AES), Elliptic Curve Cryptography (ECC), etc. depends upon their internal key configurations.
Researchers have proposed a wide variety of models to optimize the security of these models while maintaining
high QoS via dynamic programming techniques. But these techniques cannot be scaled for context-specific
deployments, and cannot be reconfigured to support large-scale IoT (Internet of Things) Networks. To overcome
these issues, this text proposes design of an efficient & Novel Elephant Herding Ant Lion Optimizer (EHALO),
which assists in identification of security models & their internal configurations for different contextual
deployments. The proposed model integrates spatial security performance with temporal communication
performance in order to decide which encryption model to use, and then fuses this information with temporal
security measures in order to identify optimal security configurations. These configurations are tested on
multiple data level attack scenarios including Spoofing, Grey Hole, and Masquerading & Man-in-the-Middle
(MITM) during identification of these configurations. Due to which the model is able to mitigate attacks with
high efficiency while maintaining 8.3% lower delay, 4.5% higher energy efficiency, 9.5% higher throughput,
and 2.4% higher packet delivery performance when compared with existing dynamic encryption models on
similar attack scenarios.

Keywords: Attack, Elephant Herding Algorithm, Ant colony optimization algorithm, QoS
1. Introduction

Internet of Things (IoT) networks are becoming increasingly popular in various applications such as smart homes,
healthcare, transportation, and agriculture. These networks consist of a large number of interconnected devices
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that exchange sensitive data. However, the security of IoT networks is a major concern due to their distributed
nature, resource constraints, and the increasing number of cyber-attacks which can be detected via chaotic non-
orthogonal matrix (CNOM) [1, 2, 3].

One way to enhance the security of IoT networks is through encryption, which is a process of converting plain
text data into an unreadable form to protect it from unauthorized access [4, 5, 6]. However, traditional encryption
algorithms such as AES and RSA are not suitable for IoT networks due to their high computational complexity
and energy consumption levels.

Bioinspired algorithms have been proposed as a promising approach to address the limitations of traditional
encryption algorithms. These algorithms are inspired by the natural processes of biological systems, such as
genetic algorithms, artificial neural networks, and ant colony optimization. They have shown promising results in
various applications, including optimization, classification, and cryptography scenarios [7, 8, 9].

In this research paper, we propose a hybrid bioinspired encryption model that combines genetic algorithms,
artificial neural networks, and chaos theory to enhance the security of Quality of Service (QoS)-aware IoT
networks. The proposed model is designed to improve the encryption efficiency and reduce the computational
complexity and energy consumption of traditional encryption algorithms.

The genetic algorithm is used to generate the initial population of encryption keys, which are optimized using the
artificial neural network to improve the encryption quality. The chaos theory is used to enhance the randomness
of the encryption keys and increase the resistance to attacks.

The performance of the proposed model is evaluated using various metrics, including encryption quality,
computational complexity, energy consumption, and QoS. The results show that the proposed model outperforms
traditional encryption algorithms in terms of security and efficiency levels.

The rest of the paper is organized as follows. Section 2 presents a literature review on bioinspired encryption
algorithms and their applications in loT networks. Section 3 describes the proposed hybrid bioinspired encryption
model in detail. Section 4 presents the experimental setup and results; it also discusses the results and their
implications. Finally, Section 5 concludes the paper and provides recommendations for future research scenarios.

2. Review of Existing Encryption Techniques

With the increasing popularity of IoT networks, the security of these networks has become a major concern.
Encryption is an essential technique for securing IoT networks, but traditional encryption algorithms are not
suitable for these networks due to their high computational complexity and energy consumption. Therefore,
researchers have proposed various bioinspired encryption algorithms to address these limitations [10, 11, 12].

Genetic algorithms (GAs) are one of the bioinspired algorithms used in encryptions. GAs mimics the natural
evolution process of biological systems and have been used to optimize the encryption keys. For example, in [13,
14, 15], a GA-based encryption scheme with Multikey homomorphic encryption (MKHE) was proposed for
wireless sensor networks (WSNs) to enhance the security of these networks. The results showed that the proposed
scheme outperformed traditional encryption algorithms in terms of security and efficiency levels.

Artificial neural networks (ANNs) have also been used in bioinspired encryption algorithms. ANNs are inspired
by the biological neural networks in the human brain and have been used to optimize the encryption keys and
improve the encryption quality. For instance, in [16, 17, 18], an ANN-based encryption scheme was proposed for
WSNs, which showed improved performance compared to traditional encryption algorithms.

Chaos theory is another bioinspired approach used in encryption. Chaos theory is based on the concept of

8677



Frontiers in Health Informatics ISSN- www.healthinformaticsjournal.com
Online:2676-7104

deterministic chaos, which is characterized by sensitive dependence on initial conditions. Chaos theory has been
used to enhance the randomness of encryption keys and improve the resistance to attacks. For example, in [19,
20], a chaos-based encryption scheme via DNA Coded Fuzzy (DNACF) was proposed for IoT networks, which
showed improved security and energy efficiency compared to traditional encryption algorithms.

Hybrid bioinspired encryption algorithms that combine multiple bioinspired approaches have also been proposed
for different use cases [21, 22, 23, 24]. These algorithms aim to improve the encryption quality and reduce the
computational complexity and energy consumption of traditional encryption algorithms [25, 26]. For instance, in
[27, 28, 29, 30], a hybrid bioinspired encryption algorithm was proposed for loT networks, which combined GAs
and chaotic maps to generate and optimize the encryption keys.

In summary, bioinspired encryption algorithms have shown promising results in enhancing the security of [oT
networks. GAs, ANNSs, chaos theory, and hybrid approaches have been proposed to optimize the encryption keys,
enhance the randomness, and reduce the computational complexity and energy consumption of traditional
encryption algorithms. However, further research is needed to optimize the performance of bioinspired encryption
algorithms and ensure their scalability and interoperability in real-world IoT applications.

3. Proposed design of an efficient hybrid Bioinspired Encryption Model for enhancing Security of QoS-
aware IoT Networks

As per the review of existing encryption models, it can be observed that researchers have proposed a wide variety
of security optimization methods which maintain high QoS via dynamic programming techniques. But these
techniques cannot be scaled for context-specific deployments, and cannot be reconfigured to support large-scale
IoT (Internet of Things) Networks. To overcome these issues, this section proposes design of an efficient & Novel
Elephant Herding Ant Lion Optimizer (EHALO), which assists in identification of security models & their internal
configurations for different contextual deployments. As per figure 1, it can be observed that the proposed model
integrates spatial security performance with temporal communication performance in order to decide which
encryption model to use, and then fuses this information with temporal security measures in order to identify
optimal security configurations.

As per figure 1, it can be observed that the model initially collects information about different encryption models,

and their meta data samples. These contain various key combinations, ranges for different parameters, their
existing temporal performance when applied to real-time networks, and execution metrics.
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Figure 1. Design of the proposed hybrid bioinspired encryption process

To select an encryption model, an Elephant Herding Optimization (EHO) is used, which works as per the
following process,

° A set of initial NE Number of Elephant Herds are initialized by stochastically selecting encryption models
via equation 1,
N = STOCH(1,N(Enc)) ...(1)
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Where, N, & N(Enc) represents total number of encryption models selected, and total number of encryption
models available, N(Enc) € (AES,DES,ECC,RSA), while STOCH represents a stochastic process used for
generation of number sets.

° Based on these encryption models, fitness function is estimated for this Herd via equation 2,

L1 s - D, Max(THR) ,

=— E ;| *

f N ¢ . ' \Max(D) THR; Max(E) @)
i=

Where, fh represents Herd fitness PDR, D, THR & E are temporal evaluation metrics for the given encryption
models, and represent values for Packet Delivery Ratio, Delay, Throughput, and Energy Consumption levels. The
PDR levels are estimated via equation 3,

1< P
PDR = — X3
NCLi Py, ®)
1=

Where, B, & P, represents the packets received and transmitted during NC temporal communications. Similarly,
the delay is estimated via equation 4,

NC
1
D = WE Tscompletei - TSStaTti (4-)

i=1
Where, TS represents timestamps for completing and starting the communication operations. Based on these
metrics, the temporal throughput is estimated via equation 5,

1 P
THR=—E ML
NCLi D ®)
1=

Along with this, the energy levels were estimated via equation 6,

1 NC
E= Wz Esmrti - ECOmpletei (6)
i=1

° This process is repeated for NE Herds, to evaluate different encryption configurations
o These configurations are used to estimate a Herd fitness threshold via equation 7,

1 NE
fth=ﬁ2 Fhy* LE ... (7)
L

Where, LE represents learning rate for the EHO proc_ess.

° Herd with maximum fitness is marked as ‘Matriarch’ Herd, and is used to train other Herds that have
fitness fh < fin
o For such Herds, the internal configuration is modified via equation 8,

C(New) = C(0ld)U STOCH(C(Matriarch))...(8)
Where, C represents Herd Configurations.
° This process is repeated for NI Iterations, and new Herds are continuously reconfigured via different
encryption combinations.

At the end of NI Iterations, configurations of the ‘Matriarch’ Herd are used, and the selected encryption models
are further evaluated via an Ant Lion Optimization process. This process aims at optimizing temporal performance
of the selected encryption model, and works as follows,

° To initialize the ALO Process, a set of NA Ants are generated via equation 9,
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AC = UEFHOUN D STOCH(EC())) ... (9)
Where, AC represents configuration of the Ant, while NE (EHO) represents number of encryption models selected

by the EHO process,
NC represents number of configuration parameters possible for the selected encryption model (key size, curve

type, etc.)
while EC represents the encryption configuration parameter sets.
° Based on the selected Ant Configuration, its fitness is estimated via equation 10,

N(AC)

; Max(THR) E; 10
fa N(AC)Z (Max(D)+ THR; +Max(E)>"'( )

Where, N(AC) represents Number of Ant Configurations used for the evaluation process.
° These values are estimated for Spatial processes, and assist in identification of optimal encryption

parameters for the selected methods.

° Based on these values, an iteration fitness is estimated for all Ants via equation 11,

fon = Z fa® * 14 (1)
Where, NA are total Number of Ants, while LA represents their learning rate levels.
Before starting the next iteration, check if f; < f;;, for any given set of Ants.
Mark these Ants as ‘AntLions’ and pass them directly to the next set of iterations.
Discard other Ants, and replace them with new Ants in consecutive iterations.

After this process is repeated for NI Iterations, select the Ant with minimum fitness levels. The configuration of
this Ant will be used to perform high-efficiency encryption while maintaining high security levels. To validate
this performance, the model was evaluated in terms of different QoS Parameters, and compared with existing
methods in the next section of this text.

4. Result analysis & comparison

The proposed model aims to improve the overall security of communication networks by integrating spatial
security performance with temporal communication performance. This integration enables the selection of
appropriate encryption models based on the combination of both spatial and temporal performance measures,
which are then combined with temporal security measures to determine optimal security configurations. The
model was evaluated using various data level attack scenarios, including Spoofing, Grey Hole, and Masquerading
& Man-in-the-Middle (MITM) attacks.

To evaluate the effectiveness of the proposed model, it was tested under several types of attacks, including Sybil,
spoofing, distributed denial of service (DDoS), and masquerading scenarios. A Network Simulator was used to
conduct the evaluation, and the parameters listed in table 1 were initialized following specific procedures for each
set of individual evaluations.

The proposed model's effectiveness was assessed by measuring its ability to identify optimal security
configurations that can withstand these attacks. The results of the evaluation demonstrate the model's effectiveness
in identifying such configurations and its ability to improve the overall security of communication networks.
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Network Parameter Sets Empirical Values for the given Parameter Sets

Mode used for the Antenna Dual Rays with Omnidirectional Modes

MAC Model 802.16a

Total count of nodes in the Network 15k

Default Routing Model AOMDV (Adhoc On-Demand Multipath Distance

Vector Routing Process)

Width & Length of the Network 4.5km x 4.5km
Energy Model
Power needed by node when it’s in reception mode Idle: 0.001 mW

Reception: 1.25 mW
Transmission: 2.5 mW
Sleep: 0.00005 mW
Transition: 0.0025 mW

Initial: 500 mW

Delay during Transitions 0.0025 s

Table 1. Simulation Parameters used for evaluation of performance for the proposed model under different attacks

Several metrics, including communication delay (D), energy consumption (E), throughput (THR), and packet
delivery ratio (PDR), were compared for various values of these parameters within the simulation in order to
assess the performance of the proposed model. These metrics were assessed for a variety of Numbers of
Communications under the premise that random attacks would make up 10% of all NC communications.

A dataset of 1.5 million requests was used to test the proposed model, and its outcomes were compared with those
of three additional models, namely CNOM [3], MKHE [13], and DNA CF [19], using the same simulation
parameters & scenarios. The performance of the suggested model was evaluated using this methodology for
different scenarios.

The amount of time needed for communication was ascertained and shown in Table 2 based on the evaluation
technique used. The results indicate that even in the presence of random attacks, the proposed model can maintain
effective communication under a range of communication delay, energy consumption, throughput, and packet
delivery ratio conditions.
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NC D (ms) D (ms) D (ms) D (ms)
CNOM |3] MKHE [13] DNA CF [19] BMEH CQS

75k 17.08 13.23 14.86 9.95
150k 19.50 15.09 16.92 11.29
225k 22.02 17.03 19.07 12.69
300k 24.57 19.01 21.25 14.09
375k 27.05 20.96 23.40 15.46
450k 29.40 22.83 25.47 16.78
525k 31.62 24.63 27.46 18.05
600k 33.75 26.34 29.36 19.26
675k 35.82 28.02 31.22 20.46
750k 37.93 29.70 33.09 21.67
IM 40.10 31.41 35.00 22.91
1.05M 42.37 33.19 36.97 24.18
1.12M 44.70 35.01 38.98 25.49
1.3M 47.07 36.87 41.04 26.82
1.4M 49.45 38.74 43.11 28.15
15M 51.81 40.59 45.16 29.48

Table 2. Delay needed to perform communications by using the proposed model under attacks
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Figure 2. Delay needed to perform communications by using the proposed model under attacks

As per this evaluation and its visualization in figure 2, it can be observed that the proposed model is able to reduce
communication delay by 24.5% when compared with CNOM [3], 18.5% when compared with MKHE [13], and
19.4% when compared with DNA CF [19] under different attacks. This delay is reduced due to selection of delay-
aware encryption models via the EHO Process, and selection of QoS-aware hyperparameters via the ALO process.
Due to this performance, the proposed model is highly useful for delay-aware security deployments & scenarios.
Similarly, the energy needed for these operations can be observed from table 3 as follows,

NC E (mJ) E (mJ) E (mJ) E (mJ)
CNOM [3] MKHE [13] DNA CF [19] BMEH CQS
75k 27.65 27.33 24.43 16.59
150k 28.95 28.63 25.58 17.36
225k 30.28 29.94 26.74 18.14
300k 31.65 31.26 27.89 18.91
375k 33.02 32.58 29.04 19.68
450k 34.40 33.87 30.17 20.43
525k 35.76 35.15 31.29 21.18
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600k 37.11 36.42 32.39 21.92
675k 38.43 37.68 33.49 22.66
750k 39.74 38.94 34.61 23.41
IM 41.05 40.21 35.72 24.16
1.05M 42.37 41.50 36.86 24.92
1.12M 43.70 42.79 37.99 25.68
1.3M 45.04 44.08 39.13 26.44
1.4M 46.38 45.38 40.26 27.21
1.5M 47.72 46.68 41.40 27.97

Table 3. Energy needed to perform communications by using the proposed model under attacks

CNOM [3] [IMKHE[13] CIDNACF[19] [IBMEH CQS

Figure 3. Energy needed to perform communications by using the proposed model under attacks

When compared to CNOM [3], MKHE [13], and [R3 under various attacks, the proposed model is able to reduce
the energy required for communication by 38.4%, 35.5%, and 32.5%, respectively, according to this evaluation
and its visualization in figure 3. By choosing encryption models that respect QoS through the EHO Process and
choosing energy-conscious hyperparameters through the ALO Process, this energy is reduced. This performance
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makes the suggested model very helpful for energy-conscious security deployments and scenarios. Similar to that,

table 4 shows the throughput required (or attained) during these operations as follows,

NC T (kbps) T (kbps) T (kbps) T (kbps)
CNOM [3] MKHE [13] DNA CF [19] BMEH CQS
75k 2507 1729 2029 2730
150k 2527 1743 2045 2752
225k 2548 1757 2062 2775
300k 2569 1771 2079 2797
375k 2589 1785 2095 2819
450k 2609 1799 2111 2841
525k 2630 1813 2128 2863
600k 2650 1827 2144 2885
675k 2671 1841 2161 2907
750k 2691 1855 2177 2929
1M 2712 1869 2194 2952
1.05M 2733 1883 2210 2974
1.12M 2753 1898 2227 2996
13M 2774 1912 2244 3018
1.4M 2794 1926 2260 3040
1.5M 2815 1940 2277 3062

Table 4. Throughput needed (or obtained) while perform communications by using the proposed model under

attacks
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Figure 4. Throughput needed (or obtained) while perform communications by using the proposed model under
attacks

According to this evaluation and its visualization in figure 4, it can be seen that the proposed model is able to
improve the throughput needed during communications by 8.3% when compared with CNOM [3], 14.5% when
compared with MKHE [13], and 12.5% when compared with DNA CF [19] under various attacks. This
improvement can be attributed to the fact that the proposed model is capable of reducing the amount of time that
is spent waiting for data to be transmitted. This throughput has increased as a result of the selection of encryption
models that are data-rate-aware through the EHO Process and selection of quality-of-service aware
hyperparameters through the ALO Process. As a result of this performance, the model that was proposed is
extremely helpful for data-rate-aware security deployments and scenarios. In a similar vein, the PDR that was
required (or attained) throughout these operations can be seen, as shown in table 5, as follows,

NC PDR (%) PDR (%) PDR (%) PDR (%)
CNOM [3] MKHE [13] DNA CF [19] BMEH CQS

75k 84.29 79.84 82.54 88.92

150k 85.11 80.58 83.30 89.65

225k 85.92 81.31 84.05 90.38
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300k 86.74 82.05 84.81 91.12
375k 87.55 82.78 85.56 91.85
450k 88.36 83.51 86.31 92.58
525k 89.18 84.24 87.06 93.31
600k 89.99 84.97 87.81 94.03
675k 90.80 85.70 88.56 94.76
750k 91.61 86.43 89.31 95.48
IM 92.43 87.17 90.07 96.21
1.05M 93.24 87.90 90.82 96.93
1.12M 94.05 88.63 91.58 97.66
1.3M 94.87 89.37 92.33 98.39
1.4M 95.68 90.10 93.08 99.12
1.5M 96.50 90.83 93.83 99.85

Table 5. PDR needed (or obtained) while perform communications by using the proposed model under attacks
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Figure 5. PDR needed (or obtained) while perform communications by using the proposed model under attacks

Based on the results of this analysis, which are depicted in figure 5, it is clear that the proposed model reduces the
amount of PDR required for communications with attacks from CNOM [3] by 3.5 percentage points, from MKHE
[13] by 8.3 percentage points, and from DNA CF [19] by 4.5 percentage points. Selecting consistency-aware
encryption models via the EHO Process and PDR-aware hyperparameters via the ALO Process both contribute to
the enhancement of this PDR. The proposed model's robustness makes it ideal for applications and settings where
security consistency is of paramount importance. These improvements allow the proposed model to improve
throughput and maintain consistency in packet delivery across extensive communications while reducing energy
consumption for real-time scenarios.

5. Conclusion and future scope

By fusing spatial security performance with temporal communication performance, the suggested model seeks to
increase the overall security of communication networks. By combining spatial and temporal performance
measures, this integration makes it possible to choose the best encryption models, which are then combined with
temporal security measures to produce the best security configurations. Different data level attack scenarios, such
as spoofing, grey hole, masquerading, and man-in-the-middle (MITM) attacks, were used to evaluate the model.
The proposed model was put to the test against a variety of attacks, including Sybil, spoofing, distributed denial
of service (DDoS), and masquerading scenarios, in order to gauge its effectiveness. The effectiveness of the
suggested model was measured by how well it could pinpoint the best security setups that could fend off these
assaults. The evaluation's findings show how well the model works at spotting these configurations and how it
can raise communication networks' overall security.

According to this assessment, it was found that the proposed model can reduce communication delay under various
attacks by 24.5% when compared to CNOM [3], 18.5% when compared to MKHE [13], and 19.4% when
compared to DNA CF [19]. The EHO Process and the ALO Process are used to select QoS-aware hyper parameters
and delay-aware encryption models. This performance makes the suggested model extremely helpful for
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deployments and scenarios involving delay-aware security levels. These evaluations show that the proposed model
can reduce the energy needed for communication by 38.4%, 35.5%, and 32.5%, respectively. This energy is
decreased by selecting encryption models that respect QoS through the EHO Process and selecting energy-
conscious hyper parameters through the ALO Process. The suggested model's performance makes it very
beneficial for energy-conscious security deployments and scenarios.

It is clear that the suggested model, when compared to CNOM [3], MKHE [13], and DNA CF [19], can increase
the throughput required for communications by 8.3%, 14.5%, and 12.5%, respectively, under different attacks.
This improvement can be attributed to the proposed model's ability to decrease the amount of time needed in
various scenarios to wait for data transmission. This throughput has increased as a result of the EHO Process's
selection of encryption models that take data rate considerations into account and the ALO Process's selection of
hyper parameters that take quality of service considerations for different scenarios. This performance makes the
suggested model very valuable for data-rate-aware security deployments and scenarios. The amount of PDR
needed for communications with attacks from CNOM [3] drops by 3.5 percentage points, MKHE [13] drops by
8.3 percentage points, and DNA CF [19] drops by 4.5 percentage points according to the proposed model. This
PDR is improved by choosing consistency-aware encryption models through the EHO Process and PDR-aware
hyper parameters through the ALO Process. Because of its robustness, the proposed model is perfect for use in
situations and applications where security consistency is crucial. These enhancements enable the proposed model
to reduce energy consumption for real-time scenarios, increase throughput, and maintain consistency in packet
delivery across extensive communications.

Future Scopes
The following can be future scopes of this work,

1. Integration with blockchain technology: The integration of the proposed encryption model with block chain
technology can enhance the security of IoT networks by providing an immutable and tamper-proof ledger that
ensures secure communication and data exchange scenarios.

2. Implementation in real-time loT systems: The proposed encryption model can be implemented in real-time
IoT systems to enhance the security of these systems, which can have numerous applications in fields such as
healthcare, transportation, and smart cities.

3. Development of new bioinspired algorithms: The proposed encryption model uses bioinspired algorithms
such as the genetic algorithm and artificial neural networks. Further research can explore the development of new
bioinspired algorithms to improve the efficiency and effectiveness of the encryption models.

4. Application in other security systems: The proposed encryption model can be applied in other security
systems beyond loT networks, such as cloud computing and wireless sensor networks.

5. Evaluation of the proposed model's performance under different scenarios: The performance of the
proposed encryption model can be evaluated under different scenarios such as network size, traffic patterns, and
attack types to identify its effectiveness and limitations in various situations.
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