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Abstract

The rapid expansion of the Internet of Things (loT) and cloud computing has created a robust infrastructure for
real-time data transmission, storage, and processing across domains like healthcare, smart cities, and industrial
automation. However, this integration introduces significant security challenges, especially given the resource
constraints of loT devices. Traditional cryptographic methods struggle to balance robust security with the
performance requirements of large-scale, real-time loT-cloud environments. This paper surveys recent
advancements in lightweight cryptographic frameworks aimed at addressing these challenges, focusing on hybrid
cryptographic techniques that enhance data security while maintaining computational efficiency. It identifies key
research gaps in scalability, real-time performance, and decentralized key management. The paper also explores
the potential of chaotic encryption systems and Elliptic Curve Cryptography (ECC), proposing future research
directions such as automated parameter optimization, quantum-resistant encryption, and lightweight multi-factor
authentication for loT-cloud systems. These advancements will be crucial in ensuring secure and efficient data
handling in resource-constrained loT environments.

1. INTRODUCTION

The exponential growth of the Internet of Things (IoT) and cloud computing technologies has enabled real-time
data transmission, storage, and processing across various domains, including healthcare, smart cities, and industrial
automation. The combination of IoT and cloud paradigms provides a robust infrastructure for monitoring, decision-
making, and automation. However, this integration introduces significant security challenges. Data security,
especially for sensitive and real-time information, is crucial to prevent unauthorized access, data breaches, and
cyberattacks.

IoT devices are typically resource-constrained, with limited processing power, memory, and energy. These
constraints pose unique challenges for implementing encryption and authentication protocols. Traditional
cryptographic methods often fail to balance strong security with lightweight performance, resulting in
inefficiencies in large-scale and real-time loT-cloud environments.

Research Questions:
1. What are the primary data security threats in cloud-IoT environments?

2. How can hybrid cryptographic methods enhance data security while maintaining computational efficiency
in loT networks?
3. What future improvements are necessary to address the emerging challenges in cloud-IoT data security?

This paper surveys recent literature, identifies critical gaps in cloud-loT security frameworks, and explores hybrid
encryption techniques to achieve both robust security and efficiency.

II.. LITERATURE OVERVIEW
9053



Frontiers in Health Informatics ISSN- www.healthinformaticsjournal.com
Online:2676-7104

2.1 Lightweight Revocable Hierarchical Attribute-Based Encryption (LW-RHABE)
Authors: Mohammad Ali, Mohammad-Reza Sadeghi, Ximeng Liu

Advantages: LW-RHABE offers a scalable, cloud-based key delegation and revocation mechanism
specifically designed for [oT devices with limited computational resources. This method reduces the computational
burden on IoT devices by offloading key management tasks to a cloud-based server

Limitations: The primary limitation of LW-RHABE is its reliance on centralized key management. The
presence of a centralized authority (CA) introduces potential vulnerabilities, particularly in decentralized
environments where a single point of failure or collusion among authorities could lead to a complete security
breach. Future work needs to explore decentralized key management methods to mitigate this risk

2.2 LiSP-XK: Extended Lightweight Signcryption Protocol
Authors: Tai-Hoon Kim, Gulshan Kumar, William J. Buchanan, et al.

Advantages: The LiSP-XK protocol provides a lightweight encryption and signcryption mechanism using Elliptic
Curve Cryptography (ECC), which is particularly suited for loT environments with limited energy resources. By
combining ECC with Keccak hash functions, LiSP-XK ensures high security with low energy consumption

Limitations: While effective in small-scale [oT networks (tested on 20 nodes), the scalability of the protocol in
larger IoT ecosystems remains untested. Additionally, key management and revocation were not extensively
covered, a critical aspect for secure and dynamic IoT environments

2.3 Cost-Efficient Image Encryption Using Parallel Chaotic Systems (IEPSBP)
Authors: Zhaoquan Gu, Hao Li, Sajid Khan, et al.

Advantages: IEPSBP focuses on secure image encryption for low-power IoT devices using parallel chaotic
systems. This method demonstrates energy-efficient encryption, which is crucial for IoT devices with limited
battery life.

Significant Increase for Larger Images: As the image size grows (likely from medium to larger resolutions), the
encryption time increases more dramatically. This suggests that the IEPSBP algorithm has scalability limitations
when applied to larger images, leading to greater computational burden.

Limitation: The plot highlights that as image size increases the encryption time raises significantly, indicating a
potential performance bottleneck in real-time or large-scale applications, especially in environments requiring rapid
encryption for larger datasets or images

Encryption Time vs Image Size
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2.4 Efficient Identity-Based Encryption with Revocation
Authors: Yinxia Sun, Pushpita Chatterjee, Yi Chen, Yudong Zhang
Advantages: This method integrates efficient user revocation and lightweight encryption mechanisms, ensuring
secure communication between IoT devices in small networks. The use of identity-based encryption (IBE)
simplifies key distribution and enhances security.
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Limitations: The system struggles with scalability, particularly in large [oT networks. As the number of connected
devices grows, key revocation and distribution processes can become bottlenecks, affecting system performance
and security. The time-based key revocation may also be problematic in environments requiring instantaneous
revocation.

2.5 Proxy Reciphering as a Service (PRaaS)
Authors: Shruthi Ramesh, Manimaran Govindarasu

Advantages: PRaaS ensures privacy-preserving computations on encrypted data using fully homomorphic
encryption (FHE), allowing secure computations without decryption. This method is especially suitable for
resource-constrained IoT devices.

Limitations: The method introduces significant latency, particularly in real-time IoT applications such as ECG
monitoring. The high computational complexity of FHE also poses challenges for resource-limited devices,
making it impractical for real-time data processing.

1. METHODOLOGIES AND APPROACHES

The methodologies used in the reviewed studies focus on lightweight cryptography, chaotic systems, and identity-
based encryption. Key techniques include:

¢ Simulation-based Testing: Many of the studies used simulation environments to test encryption
performance on small-scale IoT networks, with metrics such as encryption time, energy consumption, and
memory usage. For example, the LiSP-XK protocol was tested using 20 nodes to demonstrate its energy
efficiency

Latency Increase with Network Size for Signcryption Methods

20 0 100 200

Resource Requirements Increase with Network Size for Signcryption Methods

Observation:

As the network size increases, the latency significantly increases. For example, with 20 nodes, the latency
is around 40 ms, while with 200 nodes, it reaches nearly 180 ms.This indicates that as the network grows,
the delay in processing signcryption requests also grows, which poses a scalability issue

e Key Management: Several studies, including LW-RHABE, emphasized the importance of key delegation
and revocation mechanisms. However, centralized approaches introduce vulnerabilities, and future work
should explore decentralized methods like blockchain-based key distribution

e Chaotic Map Systems: Chaotic systems such as the Henon map and 3D logistic map are used to generate
pseudo-random sequences, enhancing encryption strength. However, parameter selection for these chaotic
maps remains a manual, time-consuming process
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IV. FINDINGS AND TRENDS
The key findings from the literature include:
e Lightweight Encryption: The use of ECC and chaotic systems has proven effective in reducing

computational overhead while maintaining security. These methods show promise for IoT applications
where energy efficiency is critical

e Scalability Challenges: Most encryption protocols are tested in small-scale networks, but their
performance in large-scale loT environments, such as smart cities or industrial loT, remains largely
untested

e Key Management Vulnerabilities: Centralized key management approaches introduce vulnerabilities in
decentralized environments. There is a growing need for decentralized key management solutions,
potentially leveraging blockchain technology

V. CHALLENGES AND GAPS
The following challenges and gaps were identified in the literature:
e Scalability Issues: Encryption methods that work well in small networks often face scalability limitations

when applied to large IoT networks. Testing on large-scale deployments is necessary to determine real-
world performance

¢ Manual Parameter Selection: Chaotic encryption systems require manual parameter selection, which is both
time-consuming and inefficient. Soft computing-based approaches should be developed to automate the
parameter optimization process.

e High Latency in Real-Time Applications: Methods like FHE introduce high computational latency, making
them unsuitable for real-time IoT applications. Further research is needed to optimize performance for
time-sensitive use cases

VI. FUTURE RESEARCH DIRECTIONS
1. Enhanced Lightweight Data Encryption for Cloud-loT Paradigms: Future research should focus on developing

more robust lightweight encryption frameworks for cloud-IoT networks. These frameworks must address the
limitations of existing encryption methods by improving both security strength and computational efficiency. A
focus on reducing the computational and energy overhead in resource-constrained IoT environments will ensure
that data security is maintained without compromising device performance.

2. Hybrid Encryption Method for Scalability and Efficiency: There is a need to create a hybrid encryption method
that combines multiple cryptographic techniques, such as Elliptic Curve Cryptography (ECC) with chaotic
systems, to provide scalable and efficient security solutions. Future work should explore combining existing
cryptographic techniques to form a method that balances lightweight processing with strong encryption. This
hybrid approach should be capable of handling dynamic, large-scale cloud-IoT networks while ensuring secure
real-time data communication

3. Lightweight Multi-factor Authentication for IoT-Cloud Healthcare Applications: As IoT is heavily used in
healthcare applications, future research should aim to develop a lightweight multi-factor authentication (MFA)
system that provides robust security while maintaining efficiency in resource-constrained environments. This
MFA system should integrate biometric verification or token-based systems to improve security and protect
against vulnerabilities such as replay attacks and man-in-the-middle attacks.
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4. Scalability and Real-World Testing: Research should emphasize the scalability of proposed encryption methods.

Testing should be conducted in real-world cloud-IoT environments, such as smart cities or healthcare systems, to
ensure that these solutions can handle large-scale deployments and high volumes of real-time data transmission.
This will ensure the practical applicability of encryption systems in ubiquitous environments

VII. CONCLUSION

This paper surveyed recent advancements in lightweight encryption methods for securing cloud-IoT environments.
While techniques like ECC and chaotic systems have proven effective, significant challenges remain in terms of
scalability, key management, and real-time performance. Future research should focus on addressing these
limitations by exploring decentralized key management, quantum-resistant encryption, and soft computing-based
optimization. With further development, hybrid encryption systems can enhance data security in cloud-loT
networks, ensuring efficiency and robustness in resource-constrained environments.
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